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Preface

The TCP/IP Services product is the VSI implementation of the TCP/IP networking protocol suite and
internet services for OpenVMS Alpha and OpenVMS VAX systems.

TCP/IP Services provides a comprehensive suite of functions and applications that support industry-
standard protocols for heterogeneous network communications and resource sharing.

This manual explains how to use the user utilities and commands provided with the TCP/IP Services
product. It assumes that these services have been installed and configured on your OpenVMS system

and that you have a basic understanding of the OpenVMS operating system.

See the VSI TCP/IP Services for OpenVMS Installation and Configuration manual for information
about installing, configuring, and starting this product.

1. About VSI

VMS Software, Inc. (VSI) is an independent software company licensed by Hewlett Packard
Enterprise to develop and support the OpenVMS operating system.

VSI seeks to continue the legendary development prowess and customer-first priorities that are so

closely associated with the OpenVMS operating system and its original author, Digital Equipment
Corporation.

2. Intended Audience

This manual is for OpenVMS users who want to communicate with remote hosts on a private internet
or on the worldwide Internet.

3. Document Structure

This manual contains following chapters:

e Chapter 1 introduces the services included in the TCP/IP Services product and explains how to
enter command lines to use these services.

* Chapter 2 explains how to use FTP and provides FTP command descriptions.

* Chapter 3 explains how to use Remote Copy, Remote Login, Remote Shell, and Remote Execute
and provides command descriptions.

*  Chapter 4 explains how to use TELNET and IBM 3270 model terminal emulation (TN3270, using
TELNET) and provides command descriptions.

* Chapter 5 explains how to use SMTP to send and receive electronic mail.
e Chapter 6 explains how to use LPR/LPD for remote printing and provides command descriptions.

» Chapter 7 explains how to use the FINGER utility to display information about users on a remote
or local host.

vii
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4. Related Documents

The table below lists the documents available with this version of TCP/IP Services.

Table 1. TCP/IP Services Documentation

Manual

Contents

VSI TCP/IP Services for OpenVMS Concepts and
Planning

This manual provides conceptual information
about TCP/IP networking on OpenVMS systems,
including general planning issues to consider
before configuring your system to use the TCP/IP
Services software.

This manual also describes the manuals in the
TCP/IP Services documentation set and provides
a glossary of terms and acronyms for the TCP/IP
Services software product.

VSI TCP/IP Services for OpenVMS Installation
and Configuration

This manual explains how to install and configure
the TCP/IP Services product.

VSI TCP/IP Services for OpenVMS User's Guide

This manual describes how to use the applications
available with TCP/IP Services such as remote
file operations, email, TELNET, TN3270, and
network printing.

VSI TCP/IP Services for OpenVMS Management

This manual describes how to configure and
manage the TCP/IP Services product.

VSI TCP/IP Services for OpenVMS Management
Command Reference

This manual describes the TCP/IP Services
management commands.

VSI TCP/IP Services for OpenVMS ONC RPC
Programming

This manual presents an overview of high-level
programming using open network computing
remote procedure calls (ONC RPC). This manual
also describes the RPC programming interface
and how to use the RPCGEN protocol compiler to
create applications.

VSI TCP/IP Services for OpenVMS Sockets API

and System Services Programming

This manual describes how to use the Sockets
API and OpenVMS system services to develop
network applications.

VSI TCP/IP Services for OpenVMS SNMP
Programming and Reference

This manual describes the Simple Network
Management Protocol (SNMP) and the SNMP
application programming interface (eSNMP).

It describes the subagents provided with the
TCP/IP Services, utilities provided for managing
subagents, and how to build your own subagents.

VSI TCP/IP Services for OpenVMS Guide to IPv6

This manual describes the IPv6 environment, the
roles of systems in this environment, the types
and function of the different IPv6 addresses, and
how to configure TCP/IP Services to access the
IPv6 network.

For a comprehensive overview of the TCP/IP protocol suite, refer to the book Internetworking with
TCP/IP: Principles, Protocols, and Architecture, by Douglas Comer.
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5. VSI Encourages Your Comments

You may send comments or suggestions regarding this manual or any VSI document by sending
electronic mail to the following Internet address: <doci nf o@nssof t war e. con®. Users who
have OpenVMS support contracts through VSI can contact <suppor t @ nssof t war e. con® for
help with this product.

6. Conventions

The following conventions may be used in this manual:

Convention

Meaning

Ctrl/ x

A sequence such as Ctrl/ x indicates that you must hold down the key labeled
Ctrl while you press another key or a pointing device button.

PF1x

A sequence such as PF1 x indicates that you must first press and release the key
labeled PF1 and then press and release another key or a pointing device button.

Return

In examples, a key name enclosed in a box indicates that you press a key on the
keyboard. (In text, a key name is not enclosed in a box.)

A horizontal ellipsis in examples indicates one of the following possibilities:
* Additional optional arguments in a statement have been omitted.
* The preceding item or items can be repeated one or more times.

* Additional parameters, values, or other information can be entered.

A vertical ellipsis indicates the omission of items from a code example or
command format; the items are omitted because they are not important to the
topic being discussed.

O

In command format descriptions, parentheses indicate that you must enclose the
options in parentheses if you choose more than one.

[]

In command format descriptions, brackets indicate optional choices. You can
choose one or more items or no items. Do not type the brackets on the command
line. However, you must include the brackets in the syntax for OpenVMS
directory specifications and for a substring specification in an assignment
statement.

[1]

In command format descriptions, vertical bars separate choices within brackets
or braces. Within brackets, the choices are options; within braces, at least one
choice is required. Do not type the vertical bars on the command line.

1

In command format descriptions, braces indicate required choices; you must
choose at least one of the items listed. Do not type the braces on the command
line.

bold text

This typeface represents the introduction of a new term. It also represents the
name of an argument, an attribute, or a reason.

italic text

Italic text indicates important information, complete titles of manuals, or
variables. Variables include information that varies in system output (Internal
error number), in command lines (/PRODUCER= name), and in command
parameters in text (where dd represents the predefined code for the device type).

ix
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Convention Meaning

UPPERCASE Uppercase text indicates a command, the name of a routine, the name of a file,

TEXT or the abbreviation for a system privilege.

Monospace Monospace type indicates code examples and interactive screen displays.

type
In the C programming language, monospace type in text identifies the following
elements: keywords, the names of independently compiled external functions
and files, syntax summaries, and references to variables or identifiers introduced
in an example.

- A hyphen at the end of a command format description, command line, or code
line indicates that the command or statement continues on the following line.

numbers All numbers in text are assumed to be decimal unless otherwise noted.

Nondecimal radixes—binary, octal, or hexadecimal—are explicitly indicated.

Other conventions are:

¢ All numbers are decimal unless otherwise noted.

¢ All Ethernet addresses are hexadecimal.




Chapter 1. Getting Started

TCP/IP is an open communications standard that enables any connected host to communicate with
any other connected host. The TCP/IP Services software is the VSI OpenVMS implementation of

industry-standard TCP/IP networking protocols.

The TCP/IP Services software allows you to communicate and share resources with remote
OpenVMS systems, UNIX systems, and other systems that support the TCP/IP protocol suite.

The product consists of a number of components that implement various TCP/IP protocols. These
components provide remote computing, file transfer, resource sharing, electronic mail, and network

services as follows:

Table 1.1. TCP/IP Components

Remote Computing

FINGER

Display information about users logged in to a
remote host, such as their login user names or
programs they are using.

RCP

Copy files between the local host and a remote
host or between two remote hosts. Requests are
authenticated on the remote host or hosts using
the user name supplied by RCP.

RLOGIN

Connect to a remote host, which starts

an interactive login session. Requests are
authenticated on the remote host using the user
name supplied by RLOGIN.

RMT/RCD

Access magnetic tape and CD drives on a remote
host as though they are available locally.

RSH

Connect to a remote host, which executes the
command you specify. Requests are authenticated
on the remote host using the user name supplied
to RSH.

RSH/PASSWORD

Use the REXEC facility to connect to the remote
host, which executes the command you specify.
Requests are authenticated on the remote host

using the user name and password supplied by
RSH.

RMT/RCD

Access magnetic tape and CD drives on a remote
host as though they are available locally.

TELNET

Log in to a remote host in a network using
various options to customize the session, control
output from the remote host, and negotiate
compatibility differences. To start a TELNET
session, enter the following command:

$ TELNET

File Transfer




Chapter 1. Getting Started

FTP Create, delete, and copy files and directories
between hosts. To start an FTP session, enter the
following command:
$ FTP

TFTP Transfer files using the UDP protocol and
no authentication. Typically used during the
bootstrap process of diskless systems.

Resource Sharing

LPD/LPR Print files on remote and local hosts.

NFS Authenticate requests and provide access to
remote files.

TELNETSYM Print files on remote hosts using the TELNET
protocol.

Electronic Mail

IMAP View, move, copy, and delete electronic mail
from your PC, and in conjunction with SMTP,
create and send mail.

POP Send and receive electronic mail from your PC.

SMTP Send and receive electronic mail from remote
hosts.

Programming Utilities

MIBCOMP Compile SNMP subagent source files in ASN.1
format.

RPCGEN Create programming skeletons that implement the
RPC mechanism.

Network Services

BIND Name and address resolution service to distribute
and manage host information.

BOOTP Answer bootstrap requests from remote devices.

DHCP Configure and maintain your IP address space

including the temporary assignment of IP
addresses.

Management commands

Manage your TCP/IP environment. To start the
management control program, enter the following
command:

$ TCPIP

For online descriptions of the management
commands, enter the following command:

$ TCPI P HELP

NSLOOKUP Determine if your local name server is running
correctly or retrieve information from remote
servers.

NTP Synchronize time between hosts.
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PPP Connect a node to a network using IP or other
supported network protocols.

SLIP, CSLIP Connect a node to a network over a serial
connection using IP.

SNMP Monitor and manage network devices from across
an internetwork.

TCPDUMP Analyze dumps and capture packets.

TCPTRACE Trace packets going in and out of the system.

Your particular installation may include some or all of the above components. For information about
the components available to you, see your system or network manager.

System or network managers are generally authorized to install, configure, and manage the various
TCP/IP components on your system. And, as such, many of the TCP/IP components are used
primarily by system or network managers and are seldom needed by TCP/IP users. You can find the
details of system management components and commands in the VSI TCP/IP Services for OpenVMS
Management guide and the VSI TCP/IP Services for OpenVMS Management Command Reference

manual.

If you are a TCP/IP user and want to manipulate files on remote systems, send and receive electronic
mail, log in to remote systems, or enter commands remotely, this user guide provides the information

and commands you need.

1.1. Which Service Should You Use?

Some of the TCP/IP Services components provide similar capabilities. Table 1.2 helps you determine
the best component to use for your specific needs and indicates where to look for information about

that component.

Table 1.2. Components to Use for Specific Tasks

To obtain user information, if Use... Refer to...

you need to...

Get information about users FINGER Section 7.3

logged in to a remote host, such

as their login user names, current

program being used, and last

login.

Get information about users FINGER Section 7.3

logged in to your OpenVMS

Cluster.

To copy files, if you need to... | Use... Refer to...

Perform other operations on the |FTP Section 2.9, Section 2.10,
files, such as deleting, renaming, Section 2.11

appending, and viewing files.

Copy multiple files to or from |FTP Section 2.3.1, Section 2.6,

one or more unrelated directories Section 2.8
on the remote host.
Copy every file and subdirectory | RCP Section 3.4

in a directory on a host,
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preserving the directory
hierarchy.

Create or delete directories,
and display the contents of
directories.

FTP

Section 2.5, Section 2.7

Copy files between two remote
hosts.

RCP

Section 3.8

Perform fast file transfers
between two OpenVMS hosts.

FTP

Section 2.8.5

Copy files to and from a remote
UNIX system, preserving RMS
file attributes.

FTP

Section 2.8.6

Copy files, preserving
the protection mode and
modification date.

RCP

Section 3.8

Copy and work with files using
DEChnet file specifications.

FTP

Section 2.15

To print files, if you need to...

Use...

Refer to...

Send local files to a remote host
printer or print queue, using the
OpenVMS printing options such
as customizing the printed page
with special print forms and
specifying the number of copies
to print.

DCL PRINT

Section 6.1

Display the status of remote
print queue jobs and cancel print
jobs in that queue.

LPQ, LPRM

Section 6.2, Section 6.3

Send remote UNIX files to a
local print queue.

| pr da

Section 6.4

To log in to remote accounts, if
you need to...

Use...

Refer to...

Log in to a remote host that runs
Remote (R) protocols.

RLOGIN

Section 3.5

Log in to a remote host, using
many options to customize the
session, control output from
the remote host, and negotiate
compatibility differences.

TELNET

Section 4.10

Establish multiple, simultaneous
login connections with one or
more hosts, and toggle between
the sessions.

TELNET

Section 4.9

Log in using IBM 3270
Information System (IDS)
terminal emulation with a host

TN3270

Section 4.12
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that uses IBM 3270 model

terminals.

To enter remote commands, if | Use... Refer to...

you need to...

Enter a command on aremote  |RSH, REXEC Section 3.6, Section 3.7

host, including a command that
invokes a remote shell script
or command procedure, with
any output displayed at your
terminal.

Enter a command, without RSH Section 3.6
specifying user authentication
information, on a remote host
that has authentication files.

Enter a command and password |RSH/PASSWORD DDAG Section 3.7
to a host that does not have
authentication files for you.

To send and receive mail, if you |Use... Refer to...
need to...

Send mail to, and receive mail |MAIL Chapter 5
from, a remote host using SMTP.

Send and receive OpenVMS MAIL, POP, IMAP Section 5.12

mail, at your PC.

438This command must be entered at the remote UNIX host. A queue on your local OpenVMS system must be set up by the system manager
to receive the UNIX print jobs. The queue must be identifiable by the UNIX system.

DDAGIssuing the /PASSWORD qualifier with the RSH command invokes the REXEC facility, which sends the password to the specified
remote host.

1.1.1. Services for Working with Files

FTP allows you to establish a session with a remote host and enter an unlimited number of

commands that copy, display, or manipulate files and directories. The Anonymous FTP feature

(See Section 2.3.2) allows you to connect to a remote host without specifying user authentication
information. If that feature is not enabled, you must supply user authentication information for a
remote host only once: when you first establish the FTP connection with a remote host. FTP allows
you to determine or change the working directory on your host and on the remote host, and to perform
various other operations on files and directories.

In contrast, RCP is limited to copying files. To copy files, each RCP command that you enter
establishes a separate link for each file transfer with the specified remote host. With each RCP
command, you must specify the remote host to or from which you want to copy files. As with FTP,
RCP has a feature that allows you to connect to remote hosts without specifying user authentication
information. However, if that feature is not enabled, you must enter user authentication information
with each RCP command, rather than just once (as with FTP) for any number of subsequent
commands for a connected host.

1.1.2. Services for Remote Logins

The RLOGIN, TELNET, and TN3270 services each allow you to log in to a remote host and enable
your terminal to perform as if directly connected to the remote host. Use RLOGIN for simple logins
in which you do not require much customization or control of the terminal-to-host interaction. Use
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TELNET if you want to use its extensive terminal features and controls, or if you want to open several
terminal sessions with one or more remote hosts. TELNET supports a wider variety of terminal
features and behaviors between disparate, otherwise incompatible, systems than RLOGIN.

Use TN3270 to connect your terminal to a remote host that supports IBM 3270 IDS terminals.
TN3270 assigns IBM 3270 functions to your keyboard and allows you to redefine keys.

1.1.3. Services for Issuing Commands at a Remote
Host

The RSH and REXEC services allow you to send any commands supported by the remote host
operating system. RSH and REXEC issue one command per link. If user authentication is required,
you must enter the authentication information with each command. There is no REXEC command.
Rather, you invoke REXEC when you enter the RSH command with a password (RSH/PASSWORD).

Note that RLOGIN, TELNET, and TN3270 allow you to log in to a remote host once and then
perform any number of commands supported by the remote host's operating system. TELNET and
TN3270 also allow you to send certain commands to the connected remote host during a terminal
session. However, these are a limited range of commands dealing with communication between hosts;
they are not operating system commands. For example, you can send a command that aborts output or
interrupts execution of a command you entered previously.

1.2. Client/Server Software

The user services include client and server software that communicates between host systems. Your
local host includes client software that responds to your commands by requesting the appropriate
services from the remote host you specify. If the remote host has the appropriate server software, the
server on that host responds with the requested service.

For example, Figure 1.1 shows the interaction between the FTP local client and remote server. The
FTP client requests the FTP server on host b to open a connection.

Figure 1.1. FTP Client/Server Software Interacting

e Connection open request
o

----------------------------------------- -.-—---:
: e Connection {_hosth
) S A <JYFTP 3
: ; Server DI
i hosta ¥ Software lles
= -
Client -+
Software les
1 E
....... A4 :---------------------o 220 hostb.math.sunny.edu FTP Server (Version n.n) Ready.
: Connected to hostb.math.sunny.edu
: Name hostb.math.sunny.edu:milton
331 Username MILTON requires a Password.
@ FTP> CONNECT hostb Password:

0 — User MILTON enters an FTP CONNECT command from local host host a to connect to
remote host host b.
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© _ The FTP local client sends a connection request to the FTP server on host b.

9 — The remote server grants the request, sending a data connection status message back to the
local client.

0 — The client displays at user MILTON's terminal the server connection status message and the
remote host prompt for login information.

Once the connection is made, user MILTON can then log in to the remote system and use FTP to copy
files and perform other related services. Note that both server and client software exist on each system
supporting FTP. Thus, a user on host b could connect to host a and copy files to and from host b.

1.3. User Commands

The FTP, TELNET, and TN3270 components include a wider variety of commands than do the other
user services.

You can start FTP, TELNET, or TN3270 and connect to a remote host interactively in either of two
ways:

* Specify the component name followed by the Enter key. The component's prompt appears, and
you can then enter the CONNECT command. For example, to start an FTP session and then
connect to a remote host named FATHM, type:

$ FTP RETURN
FTP> CONNECT FATHM

FTP>

* Specify the service name and host name in one line, as in the following example:

$ FTP FATHM RETURN

FTP>

In either case, you are prompted for user authentication information. (FTP includes a feature that
allows you to connect to a remote host without specifying user authentication information (see
Section 2.3.2).) You can also start these services by using a command procedure.

Start the Remote (R) and network printer services by specifying the appropriate command, host name,
and parameters or qualifiers in one command line. If you specify the service command only (RCP,
RSH, RLOGIN, PRINT, LPQ, or LPRM), the service prompts you for the information required for the
command. The PRINT command supports remote printing using TCP/IP protocols and supporting the
DCL PRINT qualifiers, with a few exceptions and additional features, as explained in Section 6.1.

When you enter the FINGER command without any host or user information, the command displays
information about users on your local system. To display information about remote users, you need to
specify the remote host name. For more details and options, see Chapter 7.

To start MAIL and then send a message to a user on another internet host, simply start OpenVMS
Mail as you normally do, and use the SEND command with the Internet address of the remote host.
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OpenVMS Mail uses the SMTP protocol to send the mail. (See Chapter 5 for details about exceptions
and alternatives.) For example:

$ MAIL
MAI L> send Return

To: MALCOLM@HI LCS. BU. ORG Return
Subj : FI NAL EXAMS Return

FTP>

1.4. Command Syntax

Use the following rules when you type a command line:
*  OpenVMS and UNIX command syntax

Most command descriptions specify both a DCL syntax and a UNIX syntax. You can, therefore,
use command lines in either syntax. For example, the following two command lines achieve the
same results:

TELNET> CONNECT BENTLEY
TELNET> open bent| ey

*  Keyword abbreviations
You can abbreviate commands and qualifiers to the fewest number of characters, usually three,

that uniquely identifies the keyword. For example, the following two command lines achieve the
same results:

$ RL RENT / USE=BUNNI NGS
$ RLOG N RENT / USER_NAME=BUNNI NGS

*  Quotation marks
Due to differences in OpenVMS and UNIX command syntax, some commands require quotation
marks for selected keywords. These requirements apply to case sensitivity, slashes, and certain
special characters (such as &, =, and \).
UNIX is case sensitive; UNIX host names, user names, and passwords are usually lowercase.
Enclosing them in quotation marks preserves the correct casing. For the requirements for
individual services, see the discussions about quotation marks in the following chapters:
* Chapter 2 (FTP)
*  Chapter 3 (R commands)
* Chapter 4 (TELNET, TN3270)
*  Chapter 5 (electronic mail (SMTP))

* Chapter 6 (network printing)

e Names and addresses




Chapter 1. Getting Started

Unless otherwise stated, whenever you specify a host on a command line, you can use its host
name, a fully qualified domain name, or its IP address. The following examples show two ways to
enter the TELNET command to connect to host VENDOR at IP address 17.22.3.4.

$ TELNET VENDOR
Trying...17.22.3.4
Connected to VENDCR
Escape character is '"]'

()
UNI X V5 (vendor. goods.igcorp.con)

| ogi n:
or

$ TELNET 17.22.3.4
Trying...17.22.3. 4
Connected to 17.22. 3. 4.
Escape character is '"]'.

()
UNI X V5 (vendor. goods.igcorp.con)
| ogi n:

File and directory names

When you specify OpenVMS directory names and file names, follow OpenVMS file specification
rules, as explained in the OpenVMS documentation. Likewise, when you specify UNIX directory
names and file names, follow UNIX file specification rules, as explained in the documentation
supplied with the UNIX system.

Multiple values for parameters

To specify multiple values for command parameters, such as host names and directories, follow
these guidelines:

* Separate elements with commas.
*  Wildcards are valid.
* A space between multiple elements is optional.

The following FTP GET command copies the files PROJ1.TXT and GROUP1.TXT, using a
comma to separate the file names in the command line:

FTP> GET PRQJ1. TXT, GROUPL. TXT

The following FTP GET command uses the asterisk (*) wildcard to copy all files starting with the
letters "PROJ1":

FTP> GET PRQJ1*. *

Multiple values for qualifiers

To specify multiple values for qualifiers, enclose them in parentheses as follows:
/ qualifier=(valuel, value2, value3)

For example, the following LPRM command deletes three jobs from a remote print queue:
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$ LPRM EST_4_1997_Q / ENTRY=( 555, 556, 558)

Numeric values

Unless stated otherwise, all values are decimal.

Braces and brackets

Command format descriptions in this manual include elements that are enclosed by braces and
brackets. You should understand the meaning of the braces and brackets:

Braces ( { } ) — Indicate that you must specify at least one of the enclosed values. Each
element is either listed on a separate line or separated by vertical bars (|). Occasionally, you
may need to specify all of the enclosed values (this case is always noted).

Example:

The command SET MODE requires you to specify either CHAR or LINE.
SET MODE {CHAR} | {LINE}

Brackets ( [ ] ) — Indicate that the enclosed values are optional.

Example 1:

The last two parameters for the TELNET CONNECT command are enclosed in brackets,
which means they are optional. In this example, the port can be specified without a terminal
type, and the host without a port.

CONNECT host | port | terminal_type | |
Example 2:

The format of the RSH command shows that all the qualifiers and the r enot e_comand
parameter are optional.

RSH host
[ /EICGHTBIT ]
[ / ESCAPE_CHARACTER=char acter ]
[ /LOG FILE=file ]
[ /[ NO LOAERCASE ]
[ / PASSWORD=password ]
[ /[ NGO SYSERROR ]
[ / TERM NAL_SPEED=n ]
[ / TERM NAL_TYPE=t ype ]
[ /[ NO TRUNCATE_USER_NAME ]
[ /USER_NANME=r enpt e_user _name ]
[ remdte_command ]

1.5. Online Help

You can access most of the introductory material in this manual on line by entering the following
command:

$ HELP TCPI P_Servi ces

10
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Options under this heading include introductory information about the TCP/IP services.

In addition to this overview information, you can access help on a number of specific TCP/IP
commands directly at the DCL prompt. For example:

$ HELP FTP

Because TELNET, FTP, and the management commands generate their own system prompts, you
need to invoke those services first to get help with specific commands, as shown in the following
examples:

« FTP
$ FTP
FTP> HELP
+  TELNET
$ TELNET

TELNET> HELP

* Management commands

$ TCPI P
TCPI P> HELP
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Chapter 2. Working with Files Using
the File Transfer Protocol (FTP)

The FTP Protocol allows the transferring of data between hosts that use the same or dissimilar file
systems. The FTP command is the interface to the File Transfer Protocol and provides commands that
allow you to perform the following actions:

* List remote directories

* Change the current local and remote directory

» Transfer multiple files in a single request

* Create and remove directories

* Provide security by sending passwords to a remote host
* Permit automatic login, file transfer, and log off

* Preserve RMS file attributes

FTP does not allow recursive copying; that is, you cannot copy the contents of directories contained in
other directories, such as using the following DCL command:

COPY [...]*. TXT *.*
If you need this function, you can use the RCP command.
To use FTP, you need the following:
* A user account on the OpenVMS system with access to TCP/IP Services for OpenVMS
*  One of the following:
* A user account on the remote FTP host
* Access to the remote host's ANONYMOUS user account (Section 2.3.2)

The following table lists FTP capabilities and the sections that explain how to use them.

Capability Section

Allow use of DCL or UNIX 2.1
command syntax.

Customize the way FTP 2.13
processes commands and file

transfers. 2.142
Display all FTP commands 2.13

sent to the remote host during
command processing.

Display all replies from the 2.13
remote host during command
processing.
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attributes when copying files to
a UNIX system and back again.

Capability Section
Access OpenVMS files without |2.3.2
specifying your user name or a
password.

Allow use of either OpenVMS  |2.14
or UNIX command syntax in
command procedures that use

FTP.

Set and display the default 2.6
(working) directory on the local

or remote host.

Create and delete remote 2.7
directories.

View remote directories. 2.5
Delete a remote file. 2.9
Rename a remote file. 2.9
Append a local file to a remote  |2.11
file.

Display the contents of a file on |2.10
a remote host.

Copy files from a connected 2.8.1
remote host to your local host.

Copy files from your local host |2.8.2
to the connected remote host.

Preserve OpenVMS file 2.8.6

Copy files to and from a DECnet
node.

2.15

Suspend FTP to spawn a
subprocess at the DCL prompt.

2.12

Table 2.1 lists and describes FTP commands. (For complete command descriptions, see Section 2.16).

Table 2.1. FTP Command Summary

DCL Command Equivalent UNIX Command |Description
Starting and Exiting (at the DCL Prompt)
FTP ftp Invokes FTP.

FTP remote_host

ft p remote_host

Invokes FTP and establishes a
connection to a remote host.

Starting and Exiting (at the FTP>

Prompt)

CONNECT open Establishes a connection to a
remote host.
DISCONNECT cl ose Closes the connection with a

remote host.

14
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DCL Command Equivalent UNIX Command |Description

EXIT quit or bye Closes the connection with a
remote host and exits FTP.

Ctrl/Z

Sending Commands to the Remote Host

APPEND append Concatenates a local file to a
remote file.
CREATE/DIRECTORY nmkdi r Creates a remote directory.
DELETE del ete Deletes remote files.
ndel et e
DIRECTORY I's Lists remote file names and
related information.
GET get Copies files from the remote
host to the local host.
nget
LOGIN user Logs you in to a remote host.
PUT put Copies files from the local host
to the remote host.
nput
RENAME renanme Changes file names on remote
systems.
SET DEFAULT cd Sets the remote working
directory or the local working
SHOW DEFAULT pwdl pwd Displays the name of the remote
current working directory or the
SHOW DEFAULT/LOCAL local working directory.
VIEW Vi ew Displays the contents of a file on

the current output device.

Suspending FTP to Return to DCL Prompt

SPAWN

Suspends FTP to create a
subprocess at the local DCL
prompt.

Customizing Your Session's Environment

DISABLE LOG debugd® Disables the display of all the
protocol commands sent to the
remote host.

DISABLE PARSE gl ob % Disables the expansion of file
names.

DISABLE sendport % Disables the sending of the FTP
protocol PORT command.

PORT COMMAND

DISABLE REPLY N/A Disables the display of all

responses from the remote host.
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DCL Command

Equivalent UNIX Command

Description

DISABLE

TRANSFER VERIFICATION

hash 9

Disables the display of the
pound sign (#) for each 1K
bytes of data transferred.

DISABLE N/A Disables the special OpenVMS-
to-OpenVMS transfer mode.

VMS PLUS

ENABLE LOG debug % Enables the display of protocol
commands sent to the remote
host.

ENABLE PARSE gl ob % Enables the expansion of file
names.

ENABLE sendport % Enables the sending of the FTP
protocol PORT command.

PORT COMMAND

ENABLE REPLY N/A Enables the display of responses
from the remote host.

ENABLE hash 9 Enables the display of the pound
# sign for each 1K bytes of data

TRANSFER VERIFICATION transferred.

ENABLE N/A Enables the OpenVMS-to-
OpenVMS transfer mode.

VMS PLUS

HELP ? Invokes help.

QUOTE quot e Sends FTP commands to the
remote host without local
interpretation.

SET TYPE type Defines the data representation
for file transfers.

SHOW STATUS st at us Displays the current FTP
parameter settings and, if you
have an open connection, the
name of the connected host.

SPAWN ! Starts a subprocess at the DCL

prompt.

4a¢This command toggles the value between enabled and disabled.

2.1. Using FTP Commands

Use the following rules for command syntax, quotation marks, and wildcard characters when you type

FTP command lines.

2.1.1. DCL and UNIX Command Syntax

With the FTP command and most of the commands at the FTP prompt, you can use either DCL or
UNIX command syntax. For example, the DCL DIRECTORY and the UNIX | s commands produce
the same results, as shown in the following example:

FTP> DI RECTORY/ BRI EF *. DI R

16
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200 PORT command successful .

150 Opening data connection for WORK1$: [ VANA] *. DI R * (130.180. 4.8, 1797)
BINDR 1

MAIL.DIR; 1

NEWS. DI R; 1

NSLOOKUP. DI R; 1

USER DI R; 1

226 NLST Directory transfer conplete
63 bytes received in 00:00:00.02 seconds (2.12 Kbytes/s)

FTP> Is *.DIR

200 PORT command successful .

150 Opening data connection for WORK1$: [ VANA] *. DI R * (130.180. 4.8, 1798)
BINDR 1

MAIL.DIR; 1

NEWS. DI R; 1

NSLOOKUP. DI R; 1

USER DI R; 1

226 NLST Directory transfer conplete
63 bytes received in 00:00:00.03 seconds (2.05 Kbytes/s)

2.1.2. Quotation Marks

When you communicate with a non-OpenVMS host, you might need to enclose the following within
quotation marks:

* UNIX path names
¢ UNIX file names with slashes
* Lowercase or mixed-case host names, user names, passwords, file names, and command lines

As shown in the following example, enclose UNIX path names with quotation marks:

FTP> put MY.DOC "/usr/users/evt/ny.doc"

200 PORT command successful .

150 Opening ASCIlI nmode data connection for /usr/users/evt/ nmydoc
(130.180.4.8,1789).

226 Transfer conpl ete.

| ocal : WORK1$: [ VANA] MY. DOC; 2 renote: /usr/users/evt/ny.doc

289 bytes sent in 00:00:00.01 seconds (20.15 Kbytes/s)

2.1.3. Wildcards

You can use wildcards in the following FTP commands: DELETE, DIRECTORY, GET, PUT, MGET,
MPUT, MDELETE, and MLS.

The wildcard characters recognized by FTP include the following:
* The percent sign (%) to represent an individual character
* The question mark (?) to represent an individual character

* The asterisk (*) to represent multiple characters
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If any of these characters are part of a file name but are not used as a wildcard, you can disable
recognition of these characters as wildcards by either enclosing the file name in quotation marks or
using the DI SABLE PARSE command.

2.1.4. Qualifiers

In DCL command lines, you can place a command qualifier anywhere on the command line. It is a
good practice to follow the OpenVMS recommendation of placing the qualifier after the command
name.

In the following example, all three uses of the GET command are correct.

FTP> GET TEMP. *.* /[ CONFI RM (1]
FTP> GET / CONFI RM TEMP. *. * (2]
FTP> GET/ CONFI RM TEMP. *.* (3]

Get TEMP. ? [Yor N] [Y]:Y

200 TYPE set to | MAGE.

200 PORT conmand successful .

150 Opening data connection for TEMP. (130.180. 4. 8, 2634)
226 Transfer conplete.

| ocal : WORK10$: [ M LGROM TEMP. ; 13 rempte: TEMP.

153 bytes received in 00:00: 00.01 seconds (9.33 Kbytes/s)
FTP>

©®  The /CONFIRM qualifier follows the file name parameters rather than the GET command.

®  The /CONFIRM qualifier follows the GET command, but with a space between the command
and the qualifier.

©®  The /CONFIRM qualifier immediately follows the GET command, with no space between the
two. FTP prompts the user to confirm that file TEMP. is to be copied and then sends a copy of
the file from the remote host.

2.2. Obtaining Online Help

You can obtain online help for the FTP service and FTP commands by typing any of the following
commands:

* At the DCL prompt:

$ HELP TCPI P_SERVI CES FTP
$ HELP FTP

e Atthe FTP prompt:
FTP> HELP
FTP>

e Atthe FTP prompt you can type a question mark to get a list of UNIX commands:
FTP> ?

To obtain information about a specific command, specify the command as shown in the following
examples:

¢ For DCL commands:

18
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FTP> HELP APPEND
APPEND
Appends a local file to a remote file. The renote file can reside
on any systemthat supports FTP. To use this command, you nust
have an FTP session with a renote host.
DCL Synt ax
APPEND | ocal _file [ remote_file ]
UNI X Synt ax
append local _file [ renote file ]
Addi tional information avail abl e:
Restrictions Par amet ers Exanpl e

APPEND Subt opi c?

¢ For UNIX commands:

FTP> ? append
append append to a file

FTP>

2.3. Starting FTP Sessions

You can start an FTP session in any of the following ways:
* At the DCL prompt, enter the FTP command and specify a remote host.
» At the DCL prompt, enter the FTP command with no parameters.
At the FTP prompt, enter the CONNECT or open command, specifying a remote host.
* By using the /FTP qualifier on the DCL commands COPY and DIRECTORY.
* Invoke and use FTP from a command procedure (Section 2.14).

You must connect to a remote host before you can enter an FTP command that affects or displays files
on the remote host. You can invoke FTP and, without first connecting to a remote host, enter the FTP
commands that customize the FTP environment.

2.3.1. Making a Remote Connection

When you establish an FTP connection, the remote user name defaults to your user name on the local
system.

If you have a different user name on the remote system, do one of the following:

e On the FTP command line, enter the /USERNAME qualifier.
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* At the user name prompt, type your remote user name. For example:

$ FTP SI TE1

220 sitel. m dwest. billing. bench.com FTP server (Version 5.0) ready
Connected to SITELl. nmidwest.billing.bench.com

Nane (SITELl:antel): crowe Return

331 Usernane CRONE requires a Password

Passwor d: Ret urn

230 User logged in

If your connection is with another OpenVMS host, it executes your LOGIN.COM procedure. You can
use your LOGIN.COM command procedure to customize the environment for your FTP sessions.

The following example connects to host XENO using the FTP command:

$ FTP XENO / USER="benni ngs" /PASSWORD="keysi npl "Return
220 xeno FTP Server (UNI X Version 5.60) ready
Connected to XENO. sitel. acctg.com

230 User logged in

FTP>

In the following example, user dave invokes FTP and connects to UNIX host sanf r an using the
CONNECT command:

$ FTP Return

FTP> CONNECT SANFRAN Ret urn

220 sanfran. gol den. com FTP server (UN X Version 5.60) ready
Connected to sanfran. gol den.com

Name (sanfran: dave): Return

331 Password required for dave

Passwor d: Ret urn

230 User logged in

FTP>

2.3.2. Anonymous User Access (Anonymous FTP)

Anonymous user access, also called Anonymous FTP, lets you make an FTP connection to a remote
host by specifying the name ANONYMOUS (or another name defined by the system manager). With
Anonymous FTP, you do not need:

» A registered user account on the remote host
» To use your own user account, if you have one
* To supply a password
With Anonymous FTP, you can perform the following actions:
* View remote directories
* View the guest and public directories with the FTP command DIRECTORY.

» If set up, the public directory called GUEST$PUBLIC has general bulletin-board information.
It contains files of interest to FTP users.

*  Copy files
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* Enter GET and PUT commands to copy files to and from GUEST$SPUBLIC.

* The public area is read-only. You can enter the GET command to copy files from the remote
host to your local system.

Optionally, there may be an ANONYMOUSS$USER directory where you can perform the
following actions:

¢ Delete files

e Create directories

e Delete directories

* Rename files

* Rename directories

The system manager sets up the access restrictions for Anonymous FTP that determine the
availability of features.

Note

GUEST$PUBLIC and ANONYMOUSSUSER are devices names for directories that may be set up
by the system manager. See the VS TCP/IP Services for OpenVMS Management manual for more
information.

In the following example, UNIX user Wi | | i anms uses Anonymous FTP to connect to the
ANONYMOUS account on OpenVMS host TRACTPLAN. Rather than prompt for a password,
TRACTPLAN asks for the user name.

% ftp tractplan

Connected to tractpl an. green_dev. org.

220 tractplan FTP Server (Version 5.1) ready
Nane (tractplan:w lliams): anonynous

331 Guest login ok, send ident as password
Password: willianms@ractpl an. edu

230 Cuest login ok, access restrictions apply

2.4. Exiting FTP

You can end an FTP session and return to the DCL prompt by entering the EXIT, qui t , or bye
commands or by pressing Ctrl/Z. The following examples close a connection with the remote host and
exit FTP.

FTP> EXIT
221 Goodbye.
$

FTP> quit
221 Goodbye.
$

To close a connection and remain at the FTP prompt, use the DISCONNECT or ¢l 0se command.
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The following examples show how to close a connection, if one is open, and remain at the FTP
prompt for you to continue using FTP.

FTP> DI SCONNECT
221 Goodbye.
FTP>

FTP> CLOSE
221 Goodbye.
FTP>

2.5. Viewing Directories on the Remote Host

Use the DIRECTORY command to list the files and associated information in remote directories.
For example, the following command lists the files in the default directory on a remote UNIX host
(assuming the user already has connected to the remote host):

FTP> DI RECTORY

200 PORT conmand successf ul

150 Opening ASCII npbde data connection for /bin/ls (130.180.4.8,1312)
total 6303

STW W T — 1 mlgrom users 1 Jan 9 2002 #UNTI TLED#
STW--- - - 1 mlgrom users 4 Apr 11 2002 . Xauthority
- T WX - XT - X 1 mlgrom users 1499 Feb 3 2002 .cshrc
drwxr-xr-x 11 mlgrom users 8192 Jan 9 2002 .dt

- T WX - XT - X 1 mlgrom users 3970 Dec 13 2002 .dtprofile)

2.6. Displaying and Changing the Default
Directory

During an FTP session, you can display or change the current default directory either on the remote
host or on your local host.

To display the default (working) directory on the remote host, use the SHOW DEFAULT command,
as in the following example:

FTP> SHOW DEFAULT
257 "/lusr/users"” is the current directory.

To display the working directory on the local host, use the SHOW DEFAULT command with the /
LOCAL qualifier, as in the following example:

FTP> SHOW DEFAULT/ LOCAL
Local directory is Dl SK$6: [ MANAGER] .

To change the default directory on the remote host, use the SET DEFAULT command. The following
example shows how to change the default directory on a remote UNIX host to / usr/ user s/
robert:

FTP> SET DEFAULT "/usr/users/robert"
250 CWD conmand successful .

or

FTP> SET DEFAULT " ~robert"
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To change back to your login default directory, specify a tilde (~) alone, as follows:

FTP> SET DEFAULT ~

250 CWD conmmand successful .

FTP> pwd

257 "/usr/users/robert” is current directory.

The following example changes the remote working directory from / usr/ fl yer s/ | ocal ads to
lusr/flyers/local ads/ nusi c:

FTP> SET DEFAULT MJSI C

To change the default directory on your local host, use the SET DEFAULT command with
the /LOCAL qualifier. The following example sets the local default directory to USERS$1:
[PLANS.CHECKS]:

FTP> SET DEFAULT/ LOCAL USERS$1: [ PLANS. CHECKS]
Local Directory now USER$1: [ PLANS. CHECKS]

The following example changes the local OpenVMS default directory down one level from [DECK]
to [DECK.HEARTS]:

FTP> SET DEFAULT/ LOCAL [ . HEARTS]

2.7. Creating and Deleting Directories

To create a directory on a connected remote host, use the CREATE/DIRECTORY command. The
following example creates a subdirectory LOCAL_ACCTS in the current working directory on the
connected remote OpenVMS host.

FTP> CREATE/ DI RECTORY [.LOCAL_ACCTS]

To delete a directory, use the DELETE/DIRECTORY command as in the following example. The
command deletes the directory created in the preceding example.

FTP> DELETE/ DI RECTORY LOCAL_ACCTS. DI R; *

2.8. Copying Files

To copy files from a remote host to your local host, use the GET command. To copy files from

your local host to a remote host, use the PUT command. To use these commands, you must have an
active FTP session with a remote host. You can enter any number of commands during the session.
For information on using these commands to copy files to and from a remote DECnet host, see
Section 2.15. You can also use the COPY/FTP command to copy files across the network using TCP/
IP. For more information on this command, type HELP COPY/FTP at the DCL prompt.

2.8.1. Using the GET Command to Copy Remote Files
to the Local Host
Use the GET command to copy one or more files from a remote host to your local host. For example,

the following command copies the UNIX file acct . pay, located in the remote working directory, to
your local OpenVMS host:
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FTP> GET ACCT. PAY

Figure 2.1. The GET Command

hostx
e Client request for file FTP 3
premmmmmsemmmana e L T Wt P Server----- -
: Software

Q- S A s WD

! hosta ! T
FTP - [ l
Client
Software ~
200 PORT command successful.
150 Opening ASCII mode data connection for accts.pay. (16.20.208.51.4679)
_______ /
E I
' 226 Transfer complete.
o ETP >GET ACCTS.PAY local: WORK10S5:[MILTONJACCTS.PAY;6 remote:accts.pay
153 bytes received in 00:00:00.01 seconds (9.33 Kbytes/s)
vy

Figure 2.1 shows the following:

o — The user at local host host a, who is connected through FTP to remote UNIX host host x,
enters a GET command.

9 — The FTP client software on host a sends a request to the remote FTP server on host X to
send the requested file.

© _ The FTP PORT command successf ul message and the following line indicate the
remote server is opening a data connection to send the requested file.

0_ The remote FTP server sends the requested file, acct . pay, to host a.

(5 JEYN message indicates the file transfer was complete and provides additional information about
the transfer.

For more information about the GET command, see Section 2.16.

2.8.2. Using the PUT Command to Copy Local Files to
the Remote Host

Use the PUT command to copy one or more files from your local host to a remote host. For example,
the following command copies the local file ACCTS.LIS to a connected remote UNIX host:

FTP> PUT ACCTS. LIS

To prevent record attributes from being lost in the transfer from an OpenVMS to a UNIX system,
use the /FDL qualifier to the PUT command. For more information about the /FDL qualifier, see
Section 2.8.6.
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Figure 2.2. The PUT Command

e PUT command
pEssssssssssssssms *— ...............
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! hosta i

FTP & 3
Client _“j- - _
Software accts.lis

hostx

.

200 PORT command successful.

\

150 Opening ASCII mode data connection for accts.lis. (16.20.208.51.4677)

/

@ rr>PUTACCTSLIS |

S

226 Transfer complete.
local: WORK10%:[MILTON]JACCTS.LIS:6 remote:accts.lis
163 bytes received in 00:00:00.00 seconds (159.17 Kbytes/s)

~

Figure 2.2 shows the following:

enters a PUT command.

specified file (accts. | i s).

server will receive the file.

the transfer.

0 — The remote FTP server establishes a data connection with the local host.

(s ] The client sends the requested file, acct s. | i s, to host x.

For more information about the PUT command, see Section 2.16.

2.8.3. How FTP Copies Files

FTP resolves the differences between UNIX file systems and OpenVMS file systems automatically.
By default, the PUT command copies files to UNIX systems using lowercase file names without

Q. The FTP client software on host a requests the FTP server on host X to receive the

O _ The PORT command successf ul message and the following line indicate the remote

0 — A message indicates the file transfer is complete and provides additional information about

0 — The user at local host host a, who is connected through FTP to remote UNIX host host X,

version numbers. If you use a wildcard to copy all versions of a file and do not specify an output file,

the following occurs:

* The version numbers become the last element of the copied files.

* Semicolons are converted to periods.
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2.8.4. Using the Store Unique Feature

The Store Unique (STOU) feature allows you to control how file version numbers are treated when
you copy (PUT) files from local to remote hosts. After connecting to the remote host, you toggle the
Store Unique feature on and off by issuing the suni que command at the FTP prompt, as follows:

FTP> suni que
St ore uni que on.
FTP> suni que
Store uni que of f.
FTP> suni que
St ore uni que on.

The Store Unique feature behaves differently when copying files between OpenVMS and UNIX. It
also behaves differently if you use wildcards or specify version numbers.

The following table shows the results when you copy the file t ext . t Xt from OpenVMS to UNIX.

FTP Command Filet est . t xt Exists |Store Unique On Store Unique Off
on UNIX System

FTP> PUT No text.txt text. txt

text.txt

FTP> PUT Yes text.txt.1 text. txt

text.txt

The next table shows the results when you copy the file t ext . t Xt ; * from OpenVMS to UNIX.

FTP Command Filestest . txt. 1 Store Unique On Store Unique Off
test.txt.2 Existon
UNIX System
FTP> PUT No text.txt.2 text.txt.2
text.txt;*
text.txt.1 text.txt.1
FTP> PUT Yes text.txt. 2.1 text.txt.?2
text.txt;*
text.txt.1.1 text.txt.1

2.8.5. Transferring Files Between OpenVMS Hosts:
VMS Plus Mode

FTP performs fast file transfers between two OpenVMS systems by using VMS Plus Mode.

When FTP identifies file transfers between two OpenVMS hosts running TCP/IP Services, it transfers
files in large blocks rather than in small records. VMS Plus Mode greatly increases the transfer speed
and preserves all Record Management Services (RMS) file attributes.

FTP automatically disables VMS Plus Mode when your session is with a UNIX host or with an
OpenVMS host not running TCP/IP Services.

2.8.6. Preserving OpenVMS File Attributes

When you transfer OpenVMS files to a UNIX system and back again, some record attributes might
be lost. To preserve all RMS file attributes, use the /FDL qualifier (File Definition Language) with the
GET and PUT commands.
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You might also need to use the SET TYPE command to determine the type of file transfer:

L]

Specifying SET TYPE ASCII results in a sequential file with variable records. Select this type
when transferring ASCII text files.

Specifying SET TYPE IMAGE results in a sequential file with fixed records of 512 bytes. Select
this type when transferring non-ASCII files, such as binary files or executable image files.

For example, to transfer an executable image to a remote UNIX host, follow these steps:

L.

Specify the IMAGE data type:
FTP> SET TYPE | MAGE

Transfer the file to the remote host. At the same time, create and transfer a secondary file with the
file's OpenVMS record attributes:

FTP> PUT/FDL file

To retrieve the file from a remote UNIX host, follow these steps:

1.

Specify the IMAGE data type:
FTP> SET TYPE | MACGE

Retrieve the file from the remote host after retrieving and using the secondary file containing the
file's OpenVMS record attributes:

FTP> GET/FDL fil e. dat

In the following example, the PUT/FDL command does the following:

Creates the FDL file cygnet . bckf dl on the remote host with the RMS attributes of file
STAT.BCK.

Transfers the data in STAT.BCK and puts it in to cygnet . bckf dl on the remote host.

FTP> PUT/ FDL STAT. BCK CYGNET. BCK

200 TYPE set to ASCII

200 PORT conmand successfu

150 Openi ng data connection for cygnet. bckfdl (130.180.4.8, 1028)
226 Transfer conplete

| ocal : cygnet. bckfdl renote: cygnet. bckfdl

846 bytes sent in 00:00:00.03 seconds

200 TYPE set to | MAGE

200 PORT conmand successfu

150 Opening data connection for cygnet. bck (130.180. 4. 8, 1029)
226 Transfer conplete

| ocal : STAT.BCK renpte: cygnet. bck

8152 bytes sent in 00:00:00.12 seconds

In the following example, the GET/FDL command performs the following actions:

Transfers the FDL file cygnet . bckf dl from the remote host to the local host.

Uses this file to re-create the file STAT.BCK, with all of its original RMS attributes, on the local
host.

Transfers the data in cygnet . bck to the new local file STAT.BCK.

27



Chapter 2. Working with Files Using the File Transfer Protocol (FTP)

FTP> GET/ FDL CYGNET. BCK STAT. BCK

200 TYPE set to ASCII

200 PORT conmand successfu

150 Opening data connection for cygnet.bckfdl (130.180.4.8,1028)
226 Transfer conplete

| ocal : cygnet. bckfdl renote: cygnet. bckfdl

846 bytes sent in 00:00:00.03 seconds

200 TYPE set to | MAGE

200 PORT conmand successfu

150 Opening data connection for cygnet.bck (130.180. 4. 8,1029)
226 Transfer complete

| ocal : STAT.BCK renpte: cygnet. bck

8152 bytes sent in 00:00:00.12 seconds

2.8.7. Transfer Mode

TCP/IP Services supports only STREAM mode for data transfer. STREAM mode transmits the data
as a stream of bytes.

2.8.8. File Structure

TCP/IP Services supports transfers of ASCII (stream, records with variable length) and IMAGE
(binary, records fixed at 512 bytes) files.

2.9. Renaming and Deleting Files

To change the name of a remote file, use the FTP command RENAME. The following command
renames file YEAR.DAT to YEAR96.DAT on the connected remote host:

FTP> RENAME YEAR DAT YEAR96. DAT

To remove a remote file, use the FTP command DELETE. The following command deletes all
versions of file YEAR.DAT on the connected remote VMS host:

FTP> DELETE YEAR DAT,; *

2.10. Viewing the Contents of a File

To display the contents of a file on a connected remote host, use the FTP command VIEW and specify
the file name. If the file is not in your current working directory, include the directory name in the file
specification.

The following example shows how to display the contents of file ENG.DIS located in the remote
working directory:

FTP> VI EW PAGE ENG DI S

usrm : "khuna@ net . cont
pobox: : bear se

yield::tinms

usrm : "l erry@ruster. cudenver. edu”
sam

nmbauslrnc: "l dutt on@opCom cont
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2.11. Appending Files

The FTP command APPEND allows you to concatenate a local file to a file on a connected remote
host. The following command appends local file JUL DEC.DAT to file YEAR.DAT on the connected
remote host KALI.

FTP> APPEND JUL_DEC. DAT YEAR DAT

200 PORT conmand successful

150 Openi ng data connection for year.dat. (130.180.4.8,1108)
226 Append transfer conplete

| ocal : | arge. txt renot e: r enot e. dat

15596 bytes sent in 00:00:00.10 seconds (152.30 Kbytes/s)

2.12. Suspending FTP to Return to the Local
DCL Prompt

While using FTP, you can do the following:

* Use the SPAWN command to suspend your current session and create a subprocess at the local
DCL prompt. At the DCL prompt, you can then enter any number of DCL commands. To return
to your suspended FTP session (exiting the DCL subprocess), enter the LOGOUT command, as
shown in the following example:

FTP> SPAVN
$ DI RECTORY

Di rectory WORK1S$: [ VANA. FTP]
TELNETINIT.INI; 2 TELNETINIT.IN ;1

Total of 2 files.

$ SHOW TI ME

2- OCT- 2002 13:16: 32

$ LOGOUT

Process VANA 1 |ogged out at 2-OCT-2002 13:16:48. 26
FTP>

* Specify a DCL command in the SPAWN command line. After the DCL command is executed,
FTP prompts for further input, as shown in the following example:

FTP> SPAWN DI R

Di rectory WORK1S$: [ VANA. FTP]
TELNETINIT. INI; 2 TELNETINIT. INI; 1
Total of 2 files.

FTP>

»  Use the exclamation point (!) character to spawn a new process to execute a command, as shown
in the following example:
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FTP> ! DR
Di rectory WORK1S$: [ VANA. FTP]
TELNETINIT. INI; 2 TELNETINIT. INI; 1

Total of 2 files.
FTP>

2.13. Customizing FTP Command Processing

You can modify the way FTP transfers files, depending on the following criteria:
* The operating system of the remote host
* The applications you use
*  Whether you want wildcard name expansion
* The information you want displayed during processing
The following are a few of the FTP commands that control FTP command processing:
+ ENABLE/DISABLE LOG
Enables or disables the display of FTP commands sent to the remote host.
+ ENABLE/DISABLE PARSE
Enables or disables the expansion of file name specifications.
+ ENABLE/DISABLE REPLY
Enables or disables the display of all responses from the remote host.
+ QUOTE
Sends FTP commands directly to the remote host without local interpretation.

The preceding commands control the way FTP displays command processing information and status.
The SHOW STATUS command displays the current status of the FTP client (your local host) and, if
you have a connection, of the remote host.

By default, FTP returns multiple lines of error messages (MULTILINE is enabled). The first line
explains the general problem, while subsequent lines provide details to help you diagnose the source
of the problem. These lines may include operating system as well as FTP messages. Applications that
use FTP to transfer files under program control often do not need the extra messages returned. To
disable the MULTILINE feature, when you supply a password to connect to a remote host, precede
the password with a hyphen (- password), as in the following example:

$ FTP / USER=SALI NGER / PASSWORD=- LETMEI N HAGELS
Use the FTP command SHOW STATUS to determine whether the MULTILINE feature is enabled.

You can modify the way FTP reacts to errors by using the SET ERROR_LEVEL command. By
default, the error level setting is SUCCESS, which means that when FTP is running in batch mode, a

30



Chapter 2. Working with Files Using the File Transfer Protocol (FTP)

warning or error message will cause FTP to exit. (FTP runs in batch mode when FTP commands are
executed by a command procedure rather than interactively.) If you do not want FTP to exit upon a
warning or error message, you can set the error level to ERROR.

For example, in the following command, if the default error level (SUCCESS) is in effect and
directory [MILLER.USERS] does not exist, the resulting error would cause FTP to exit.

$ FTP CONNECT HAGELS
cd [M LLER USERS]
DEL *. *:*

EXIT

$

If the error level had been set to ERROR, FTP would not exit, and the DELETE command in the
command procedure would delete all files in your current working directory. Note that you can also
set the error level to WARNING, which causes FTP to tolerate warning messages (but not error
messages).

2.14. Command Procedures

You can use either OpenVMS or UNIX command syntax in DCL command procedures that use FTP.
You can use command procedures to invoke FTP tasks, connecting to a remote host and performing
assorted file operations with the remote host (see Section 2.14.1). You can also use command
procedures to customize the FTP environment (see Section 2.14.2).

2.14.1. Task Command Files

You can create DCL command procedures that include FTP commands. In the following example,
DCL command procedure FTP_TO_SANFRAN.COM invokes FTP and copies file needs. | i s
from host dave:

$!' FTP_TO_SANFRAN. COM

$! This conmand procedure uses FTP fromwthin

$! a DCL command file. Note that the password "I etnein"
$! does not need quotation marks, but it is case sensitive.
$!

$ FTP

CONNECT sanfran

LOG N dave

| etmein

GET "nest.lis"

EXIT

$EXIT

$

In the following example, command procedure FTP_ PASS PARAMETER.COM accepts parameters
and writes and executes a temporary command procedure.

$!
$!  FTP_PASS_PARAMETER. COM
$! This method is useful for autonmated BATCH queue j obs.

$!

$ W5 =="WRI TE SYS$OUTPUT"

$IFPL.EQS"" .OR P2 .EQS. "" .OR P3 .EQS. "" .OR P4 .EQS.
$ THEN

$ WS " @TP_PASS_PARAMETER LOCAL- FI LE SYSTEM USERNAME PASSWORD!
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$ EXIT
ENDI F

|
COM == " FTP_TEMP. COM'
LOG == "FTP_TEMP_COM LCG'
FILE == """ P1'"

USER == F$EDI T("'"' P3" ", " LONERCASE")
PASSW == F$EDI T(""' "' P4"' ", " LOAERCASE")

ON WARNI NG THEN GOTO ERR
OPEN WRI TE QUTFI LE ' COM

WRI TE QUTFI LE "$ DEFI NE SYS$QUTPUT '' LOG "
WRI TE QUTFILE "$ FTP"

WRI TE QUTFI LE "open "' P2""
WRI TE QUTFI LE "user ''USER "
WRI TE OQUTFILE "' ' PASSW "

WRI TE QUTFILE "put "' FILE "
WRI TE QUTFI LE "quit"

WRI TE QUTFILE "$ EXIT"

CLOSE QUTFI LE

@ COm

DELETE ' COM *

PURGE ' LOG

e

You can open the FTP_TEMP_COM LOG file to check for errors,
for example, checking the initial return code for
4xx (retry condition), or 5xx (failure condition).

rees

EXIT

©

ERR:
| F FSTRNLNM "QUTFI LE") . NES. "" THEN CLOSE QUTFI LE

@ P

$ EXIT
$

2.14.2. Initialization Command File

Initialization command files can customize your FTP sessions with the SET, ENABLE, and
DISABLE commands. These command files are optional. They eliminate the need to enter individual
FTP commands, and they run automatically when you invoke FTP.

Initialization command files have the following characteristics:

e Contain only OpenVMS commands.

* Contain only one command per line.

* Are generally named SYSSLOGIN:FTPINIT.INI.

FTP uses the following search method to locate an initialization file:

1. FTP searches for a file specified by the logical TCPIPSFTPINIT.

2. Ifnot found, FTP then searches for SYSSLOGIN:TCPIP$FTPINIT.INI.

3. Ifnot found, FTP then searches for the file specified by the logical FTPINIT (provided for
backward compatibility).
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4. Ifnot found, FTP then searches for SYSSLOGIN:FTPINIT.INI (provided for backward
compatibility).

The following example shows an FTP initialization command procedure.

I This file,
I the way |

!

ENABLE REPLY
ENABLE TRANSFER_VERI FI CATI ON
SET DEFAULT/ LOCAL [ M LLER WORK]

FTPINIT. I NI,
li ke them

sets ny FTP paraneters

When you invoke FTP, the initialization file generates output such as the following, which displays
environment status:

$ FTP

Reply on.

Ver bose node on.

Bel | off.

Hash mark printing on (1024/hash mark).

Local directory now SYS$LOGE N_DEVI CE: [ M LLER. WORK]

2.14.3. Setting Error Level

When you use FTP interactively, you decide what actions to take when an error or warning is
generated. In batch mode, however, any error message other than SUCCESS causes the batch process
to exit by default.

The command procedure in the following example calls a file that does not exist, which generates an
error and causes the procedure to exit:

$ @EST_FTP

220 rai nbw FTP Server (Version 5.60)
Connected to rai nbw. tcp. kl g. dec. com
331 Username PETERS requires a Password

230 User | ogged in.

200 TYPE set to | MAGE

200 PORT comand successful .

550- Fail ed to open WORK7$: [ PETERS] TMP101. TMP; for i nput.
550 file not found

221 Goodbye.

ready.

Internally, the 3-digit FTP protocol reply codes that appear in the preceding output are converted to
one of the following OpenVMS system messages:

FTP Protocol Reply Code OpenVMS System Message Explanation
1 xx %TCPIP-S-FTP_PRELIM Success

2 xx %TCPIP-S-FTP_COMPLETE |Success

3 xx %TCPIP-S-FTP_CONTINUE  |Success

4 xx %TCPIP-W-FTP_TRANSIENT |Warning

5 xx %TCPIP-E-FTP_ERROR Error

When a command is executed, FTP checks the return status. In batch mode, the value of the error
level determines whether FTP continues with each of the reply codes.
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To change the error level, enter the following command, where x is SUCCESS, WARNING, or
ERROR:

FTP> SET ERRCR LEVEL x

* Ifxis SUCCESS, then WARNING, ERROR, and FATAL cause FTP to exit.
e Ifxis WARNING, then ERROR and FATAL cause FTP to exit.

» Ifxis ERROR, then only FATAL causes FTP to exit.

Fatal errors always cause FTP to exit.

2.15. Using FTP with DECnet

To copy files to and from a DECnet node, use the standard GET and PUT commands as described in
the following paragraphs.

You can copy files to and from DECnet nodes and get remote directory information, if your host and
the DECnet node are connected through a host running TCP/IP Services for OpenVMS. Use the full
file specification, including the node, device, directory, and file name.

The following PUT command copies local file FAX.TXT to DECnet node CURTAIL and renames the
file to CURRENT.TXT:

FTP> PUT FAX. TXT CURTAI L: : DI SK$3: [ GEARY. KEEPS] CURRENT. TXT

The following GET command copies remote OpenVMS file HOUSING.TXT from DECnet node
HABTAT and renames the file to HOUSE.TXT:

FTP> GET HABTAT: : DI SK$2: [ NATL. UTAH. SVEST] HOUSI NG. TXT HOUSE. TXT

2.16. Command Descriptions

To start FTP, enter the FTP command at the DCL prompt.
To use FTP commands, type them at the FTP> prompt.
This section provides complete descriptions of each FTP command. The commands are listed

alphabetically. The related ENABLE and DISABLE commands are presented together (see the
description for ENABLE).

FTP Command Reference

APPEND

APPEND — Appends a local file to a remote file. The remote file can reside on any system that
supports FTP. To use this command, you must have an FTP session with a remote host.

DCL Syntax

APPEND local file | remote_file |
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UNIX Syntax

append local_file | remote_file |

Restrictions

No wildcards.

Parameters

local_file

Required.

Name of the local OpenVMS file.
remote_file

Optional.

Name of the remote file (either UNIX or OpenVMS).

Example

FTP> APPEND LARGE. TXT CHRONCS

200 PORT conmand successful .

150 Opening ASCI|I npbde data connection for CHRONOS. (130.180.4.8,1108)
226 Transfer conplete

| ocal : wor k1: [ sanson] | ar ge. t xt r enot e: CHRONOS

15596 bytes sent in 00:00:00.10 seconds (152.30 Kbytes/s)

Appends local file LARGE.TXT to UNIX file chr onos.

CONNECT

CONNECT — Establishes an FTP connection to a remote host. The remote host can be any operating

system that supports FTP.

DCL Syntax

CONNECT remote_host | port |

UNIX Syntax

open remote_host | port |

Parameters
remote host
Required.

Remote host to which you want to connect.
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port
Optional. Default: 21.

FTP port on the remote host.

Example

FTP> CONNECT RETAIL Return

220 retail.good co.com FTP Server (Tru64 UN X Version 5.1) ready.
Connected to retail.

Nane (retail:dave): Return

331 Password required for dave
Password: Return

230 User dave | ogged in.
FTP>

Connects user dave to UNIX hostret ai | .

CREATE/DIRECTORY

CREATE/DIRECTORY — Creates a directory on the remote host. The remote directory can be on
any operating system that supports FTP. To use this command, you must have an FTP session with a
remote host.

DCL Syntax

CREATE/DIRECTORY remote_directory

UNIX Syntax

mkdir remote/path

Parameter
remote_directory
remote_path
Required.

Name for the created directory.

Qualifier
/DIRECTORY

The /DIRECTORY qualifier must immediately follow the CREATE command without a
preceding space.

Creates a new directory or subdirectory. Must have write access to the lowest-level directory
under which the new directory is to be created.

36



Chapter 2. Working with Files Using the File Transfer Protocol (FTP)

Examples
1. FTP> CREATE/ DI RECTORY TERM
257 MKD conmand successful .
In this example:
* The remote host is UNIX.
* The working directory is/ usr/ staff/dir.
* The command creates directory / usr/staff/dir/term
2. FTP> CREATE/ DI RECTORY [ . TRANSFERS]
257 MKD command successful .
In this example:
e The remote host is OpenVMS.
» The working directory is DUA2:[CENTRAL].

* The command creates the OpenVMS directory DUA2:{CENTRAL.TRANSFERS].

DELETE

DELETE — Deletes either UNIX or OpenVMS remote files. To use this command, you must have
an FTP session with a remote host. Use caution with the ndel et e command. The FTP command
DIRECTORY does not list hidden files (files that start with a period). Using the ndel et € command
with any wildcard deletes hidden files, which you might need.

DCL Syntax
DELETE remote_files

DELETE/DIRECTORY remote_directory

UNIX Syntax
delete remote_file
mdelete remote_files
rmdir remote_directory
Parameter
remote_file
remote_files

remote_directory
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Required.

File, files, or directory to delete.

Qualifier
/DIRECTORY

Optional. The /DIRECTORY qualifier must follow immediately after the DELETE command
without a preceding space.

Deletes an empty directory. To delete a directory that is not empty, you must first delete the
contents of the directory.

Examples
1. FTP> DELETE [ MAI N. BRANCH] *. *; *

250 DELE of [ MAIN. BRANCH| *. *; * successful .

Deletes all files in the remote OpenVMS directory [MAIN.BRANCH].
2. FTP> DELETE/ DI RECTORY BRANCH. DI R; 1

250 RMD command successful .

Deletes the directory [MAIN.BRANCH].
3. FTP> DELETE "/users/venture/carton”

250 DELE conmand successful .

Deletes UNIX file with path name / user s/ vent ur e/ cart on.
4, FTP> ndel et e /bids/west/january97/c*

250 DELE conmmand successful.

250 DELE conmmand successful.

250 DELE command successful.

Deletes three UNIX files starting with the letter "c¢" from directory / bi ds/ west /j anuar y97.
Note that the messages generated depend on the server. For example, for an OpenVMS server,
messages would specify the names of the files deleted.

DIRECTORY

DIRECTORY — Lists the names of remote files and other information about them. The remote files
can be on any FTP server. To use this command, you must have an FTP session with a remote host.
The DCL DIRECTORY command supports the redirecting of output to a file.

DCL Syntax

DIRECTORY [ /BRIEF | /OUTPUT= output file | | remote_directory |
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UNIX Syntax

Is [ /remote/path |
mls [ /remote/path |
Parameter
remote_directory
/remote/path
Optional. Default: default directory.
Directory with the file names you want to list. Wildcards and multiple directories are valid.
Qualifiers
/BRIEF
Optional. Default: full display.
Produces output similar to the UNIX | s command.
/OUTPUT= output file

Optional. If you do not specify the /OUTPUT qualifier, FTP displays output to SYSSOUTPUT. If
you do specify the /OUTPUT qualifier, you must supply a valid output_file specification.

Name of the file to hold the output.

Examples

1. FTP> DI RECTORY
200 PORT conmand successf ul
150 Opening data connection for /bin/ls (130.180.9. 8, 1150)
total 76
-rwxr-x—x 1 geary users 261 Nov 6 2002 .cshrc
-rwr—-r— 1 root users 128 May 21 11:16 .mailrc
-rwxr-x-x 1 geary users 182 Nov 6 2002 .profile

drwxr-x—-x 2 geary users 512 Nov 6 2002 bin

226 Transfer conplete.
911 bytes received in 00:00:00.07 seconds

Displays a full listing of file names in the current default UNIX directory.
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2. FTP> Is di sk3$: [ banks. branch. bi || s]
200 PORT conmand successf ul

150 Opening data connection for Dl SK3$: [ BANKS. BRANCH. Bl LLS]
(11.1.2.3.4)

LOCAL_ACCTS. DI S; 1

GO _FI GURE. EXE; 14

COVPARE. EXE; 4

SUMIOTAL. COM 1

226 NLST Directory transfer conplete.

428 bytes received in 00:00:00.41 seconds (10.06 Kbyte/s)
FTP>

Displays a listing of file names in the directory of the connected host, which is another OpenVMS
system.

DISCONNECT

DISCONNECT — Terminates your session with the remote host and returns to the FTP prompt.

DCL Syntax

DISCONNECT

UNIX Syntax

close

disconnect
Example

FTP> DI SCONNECT

221 CGoodbye.

Disconnects the user from an OpenVMS system.

ENABLE (DISABLE) LOG

ENABLE (DISABLE) LOG — Enables or disables the display of all protocol commands sent to the
remote host. Default: DISABLE LOG.

DCL Syntax

ENABLE LOG
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DISABLE LOG

UNIX Syntax

debug

Example

FTP> ENABLE LOG

Bel | off.

Debuggi ng on (debug=1).

FTP> ENABLE REPLY

Reply on.

Ver bose node on

FTP> PUT PRI CES. TXT YEAR. PRI CES

— PORT 1,2,3,4,7, 138

200 PORT conmand successf ul

— STOR PRI CES. TXT

150 Opening ASCI1 node data connection for small.txt (1,2,3,4,7,138).
226 Transfer conplete.

| ocal : WORK1$: [sanson]prices.txt;1 renote: year.prices
609 bytes sent in 00:00:00.02 seconds (179. 36 Kbytes/s)
FTP> GET LAKE. | BI' S LAKE_I Bl S. DAT

— PORT 1,2,3,4,7,138

200 PORT conmand successfu

— RETR | ake.ibis

150 Opening ASCI1 npde data connection for lake.ibis (1.2.3.4,193)
226 Transfer conplete

| ocal: LAKE | BIS. DAT renpote: | ake.ibis

4 bytes received in 00:00:00.03 seconds (0.13 Kbytes/s)
FTP>

Turns on the display of commands sent to the remote host. Shows all the commands sent to the remote
host during the execution of PUT and GET.

ENABLE (DISABLE) PARSE

ENABLE (DISABLE) PARSE — Enables or disables the expansion of remote file names during file
transfers. PUT operations: expansion is done by the local host. GET operations: expansion is done on
the remote host. During GET operations, an expansion of a directory name might be different from
the expansion of other file names. The result depends on the operating systems of the remote and local
hosts.

DCL Syntax
ENABLE PARSE

DISABLE PARSE
UNIX Syntax
glob

Example

1. FTP> ENABLE PARSE
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FTP> PUT BI RDS*. TXT

Enables parsing and the expansion of wildcards. Copies all local files starting with the characters
BIRDS and ending with .TXT to the remote host.

2. FTP> ENABLE PARSE
FTP> GET *. DCC

Because parsing is enabled, the remote host expands the wildcard. All remote files ending
in .DOC are copied to the local system.

The command is equivalent to the following:

FTP> ENABLE PARSE
FTP> MGET *. DOC

ENABLE (DISABLE) PORT_COMMAND

ENABLE (DISABLE) PORT COMMAND — Enables or disables the sending of the FTP protocol
PORT command to the remote host. By default, FTP sends a PORT command when establishing a
connection. If this command fails, FTP uses the default data port (20). Disable the sending of the

PORT command when you communicate with remote hosts that ignore PORT commands. Default:
ENABLE PORT _COMMAND.

DCL Syntax
ENABLE PORT_COMMAND

DISABLE PORT_COMMAND

UNIX Syntax

sendport

Example

FTP> ENABLE PORT_COMVAND

FTP> PUT CODE. TXT

200 PORT conmand successf ul

150 Opening data connection for CODE. TXT (130.180. 10. 8, 1182)
226 Transfer conplete

| ocal : DI SK$PRQIECT6: [ MANAGEMENT] CODE. TXT; 9 renpte: CODE. TXT
3634 bytes sent in 00:00: 00.04 seconds (88.72 Kbytes/s)

FTP enters a PORT command before the file transfer.

ENABLE (DISABLE) REPLY

ENABLE (DISABLE) REPLY — Enables or disables the display of all responses from the remote
host. Default: ENABLE REPLY.

DCL Syntax

ENABLE REPLY
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DISABLE REPLY

UNIX Syntax

debug

Examples

1.

FTP> ENABLE REPLY

Reply on.

Ver bose node on.

FTP> get birds.txt dogs.txt

200 PORT conmand successf ul

150 Opening ASCI1I nopde data connection for birds.txt
(130, 180, 10, 8, 1570)

(2405 bytes).

226 Transfer conplete.

| ocal : WORK1$: [ SAMSON] DOGS. TXT; 1 renpte: birds.txt

2405 bytes received in 00:00:00.03 seconds (60.22 Kbytes/s)
FTP>

Enables the display of all the responses from the remote host. Copies bi r ds. t xt from the

remote host to the local file dogs. t xt , and shows all the executed FTP commands in progress.

FTP> DI SABLE REPLY

Bel | off.

Reply of f.

Ver bose of f.

FTP> get birds.txt dogs.txt
FTP>

Disables the display of all the responses from the remote host. Copies bi r ds. t Xt from the
remote host.

ENABLE (DISABLE) TRANSFER_VERIFICATION

ENABLE (DISABLE) TRANSFER VERIFICATION — Enables or disables the display of # for
each 1000 bytes of transferred data. Default: DISABLE TRANSFER VERIFICATION.

DCL Syntax

ENABLE TRANSFER_VERIFICATION

DISABLE TRANSFER_VERIFICATION

UNIX Syntax

hash

Example

FTP> ENABLE TRANSFER VERI FI CATI ON

Bel | off.

Hash mark printing on (1024/hash mark).
FTP> GET FUTURES. DI S FUTURES H2. DI S
200 PORT command successf ul
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150 Opening data connection for futures.dis (11.20.99.100, 26)
HERHHHH AT

226 Transfer conplete.

| ocal: FUTURES H2.DI S renmote: futures.dis

15596 bytes received in 00:00:00.11 seconds (138.45 Kbytes/s)
FTP>

Enables the display of # for each 1000 bytes of transferred data. Copies f ut ur es. di s to
FUTURES_H2.DIS, showing when 1000 bytes are transferred.

ENABLE (DISABLE) VMS_PLUS

ENABLE (DISABLE) VMS PLUS — Enables or disables VMS Plus Mode. This lets you specify a
transfer mode based on file type (for example, ASCII or image).

Additional Information

With VMS Plus Mode disabled, FTP does not send the FTP command SITE. (Older implementations
of the FTP server do not support this command.) The FTP client uses the SITE command to identify
itself (its SITE type) to the remote host. The SITE type of an FTP client can be one of the following:

¢ +VMS+ — The client is in VMS Plus mode.
¢ NONE — The client is not in VMS Plus mode.
Defaults:

*  When you use FTP to connect to an OpenVMS host running TCP/IP Services, VMS Plus Mode is
enabled.

*  When you use FTP to connect to a non-OpenVMS host or to an Open VMS system running
software that does not recognize VMS Plus Mode, VMS Plus Mode is disabled.

DCL Syntax
ENABLE VMS PLUS

DISABLE VMS_PLUS

UNIX Syntax

There is no UNIX equivalent for the ENABLE or DISABLE VMS_PLUS command.

EXIT

EXIT — Closes an open connection and exits from FTP. Pressing Ctrl/Z is equivalent to the EXIT
command.

DCL Syntax

EXIT

UNIX Syntax

quit
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bye

FTP

FTP — The File Transfer Protocol (FTP) command starts an FTP session and does one of the
following: displays the FTP prompt (you can enter FTP commands to customize your environment
and FTP command processing) or establishes a connection to the specified remote host.

DCL Syntax

FTP | host | port] | | 'USERNAME= remote_user name | [ / PASSWORD= password | [ INPUT=
input filespec |

UNIX Syntax

ftp [ host | port | |

Parameters

host

Optional.

Remote host to which you want to connect.
port

Optional.

Specifies the port to use.

Qualifiers
/INPUT= input-filespec

Optional. If you do not specify the /INPUT qualifier, FTP takes input from SYSSINPUT. If you
specify this qualifier, you must also supply an input file specification. FTP continues to prompt
until it has a valid input file specification.

Runs a DCL command file with FTP commands.
/PASSWORD= password

Optional. Default: your password on the local system.

Password for the remote user account to which you want to connect.
/USERNAME= remote_user_name

Optional. Default: your user name on the local system.

Name of the remote user account to which you want to connect.

Examples
1. $ FTP
FTP>
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Starts an FTP user session without establishing a connection.

2. $ FTP WKSI TE Return
220 wksite.texts.wights.com FTP Server (UN X 13:34:28 EDT) ready
Connected to wen. nest.w |l ow com
Nane (wksite:parks) Return

331 Password required for parks.
Passwor d: Ret urn

230 User parks |ogged in.
FTP>

User PARKS starts an FTP session and connects to UNIX host wksi t e.
3. $ FTP NEWY / USERNAVE=BENSON / PASSWORD=WBW/S5

220 NEWY. LI NK1. MOA. COM FTP Server (Version 5.0) ready

Connected to NEWY. LI NK1. MOA. COM

331 Usernanme BENSON requires a password.

230 User | ogged in.

FTP>

Starts an FTP session and connects to remote OpenVMS host NEWY in user account BENSON.

GET

GET — The GET command does the following: copies remote files to the local host or copies files
from a DECnet node. To use this command, you must have an FTP session with a remote host.

DCL Syntax
CET remote file
[ local _file ]
[ /[ NO CONFI RM ]

[ /FDL]
[ /[ NO| LOAERCASE ]

UNIX Syntax
get remote_file | local_file |

mget remote_files

Parameters

remote_file

Required.

Name of the remote file to copy.

* To copy multiple files, separate the file names with commas or plus signs.

*  When you specify multiple remote files, you cannot specify a local file name.
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* To copy a file from a remote DECnet node, use the full specification: node name, device,
directory, and file name.

local_file

Optional. Default: Same name (without any device or directory names).

New name for the copied file. You cannot specify a local file name if you specify the following:
*  Multiple remote files

*  Wildcards in the remote file name

Qualifiers
/CONFIRM

Optional. Default: immediate execution.

Asks you for confirmation before executing the copy operation.
/FDL

Optional. Default: no secondary file created.

Uses a secondary file with the copied file's OpenVMS RMS record attributes (if you previously
entered a PUT/FDL command). The SET TYPE command determines the type of file:

» Specifying ASCII results in a sequential file with variable records. Select this type when
transferring ASCII text files.

* Specifying IMAGE results in a sequential file with fixed records of 512 bytes. Select this type
when transferring non-ASCII files such as executable image files.

/INOJLOWERCASE
Optional. Default: /LOWERCASE

Forces a file name to lowercase at the destination. Use the/NOLOWERCASE qualifier to make
sure the file name is preserved in the existing case.

Examples
1. FTP> get "/seasons/standi ngs/spring.deliveries" SPORTS. TXT

200 PORT conmand successf ul
150 Opening ASCI1I nbde data connection for spring.stats.

Copies the UNIX file spri ng. del i veri es to an OpenVMS host, where it is named
SPORTS.TXT.

2. FTP> GET spring. deliveries SPORTS. TXT

Copies the same file (spri ng. del i veri es) when it is in your remote working directory.
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3. FTP> nget *.doc

200 PORT conmand successfu

150 Opening ASCI1 npde data connection for cast.doc;1 (130.180.4.8, 27)

226 Transfer conplete.

| ocal : cast.doc; 1 renote: cast.doc;1

1222 bytes received in 00:00:00.01 seconds (70.19 Kbytes/s)

200 PORT conmand successfu

150 Opening ASCI1 node data connection for director.doc; 3
(130. 180. 4. 8, 28)

226 Transfer conplete.

| ocal : director.doc;1 renote: director.doc;3

90 bytes received in 00:00:00.01 seconds (5.49 Kbytes/s)
FTP>

Copies all the UNIX files ending with doc.
4. FTP> get/confirm*. *;*

Get EDTINI.EDT ? [Yor N [Y]: Y

Before executing the copy operation for every file in the remote default directory, FTP asks, one
by one, to confirm that you want to copy each file.

To confirm nmput , nget , and ndel et e operations, use the FTP prompt command before
entering the mput , nget , and ndel et e commands.

FTP> pronpt

Interacti ve node on.

FTP> nget C

Get CHRONOCS ? [Yor Nor Qor G [VY]: vy

200 PORT conmand successf ul

150 Opening ASCII nbde data connection for CHRONCS (130.180. 4. 8, 2150)
(1596

byt es).

226 Transfer conplete.

| ocal : WORK1$: [ VANA] CHRONGCS. ; 2 renpte: CHRONGCS

1596 bytes received in 00:00:00.04 seconds (31.80 Kbytes/s)

5. FTP> get/fdl feathers.dis

Copies and preserves the record attributes of f eat her s. di s. (A put/fdl command was entered
previously.)

HELP

HELP — Displays information about how to enter FTP commands.
Additional Information

Provides help for both DCL and UNIX commands, as follows:

*  HELP — Displays all DCL FTP commands
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* HELP fip_command — Displays DCL help information for the specified command
e ?— Displays all the UNIX FTP commands

* 2 command — Displays help for the specified UNIX command

DCL Syntax

HELP [ /REMOTE | [ command |

UNIX Syntax

help [ command |

? | command |

Parameters
command
Optional.

FTP command about which you would like information.

Qualifiers
/REMOTE
Optional. Default: local host.

The remote host displays FTP help information. If the remote host is a UNIX host, the FTP help
is all UNIX style. If you want to display information about a specific command, the /REMOTE
qualifier must follow the HELP command and precede the name of any command for which you
want information, as shown in example 2.

Examples
1. FTP> HELP

| nformati on avai l abl e:

APPEND CONNECT CREATE DELETE DI RECTORY DI SABLE
DI SCONNECT ENABLE EXIT GET HELP LOG N PUT
QUOTE RENANE SET SHOW SPAWN VI EW

Topi c?

The local system displays all DCL FTP commands.

2. FTP> HELP/ REMOTE
214-The fol l owi ng commands are recogni zed (* =>'s uni npl enent ed)
USER  PORT STOR VBAMF RNTO NLST VKD CDUP LPSV

PASS  PASV APPE MRSQ* ABCOR SITE XMKD XCUP EPRT
ACCT* TYPE M_FL* MRCP* DELE SYST RVD STQU EPSV
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SWNT*  STRU MAI L ALLO WD STAT XRVD Sl ZE

REI N MODE VBND* REST* XCWD HELP PVWD MDTM

QUT RETR MBOVF RNFR LI ST NOOP XPWD LPRT
214 End of help

FTP>

The remote host, a UNIX system, displays the FTP commands you can use in your FTP session
with this system.

3. FTP> HELP/ REMOTE USER
214 Syntax: USER <sp> usernane
FTP>

The remote host displays information about the FTP command USER.

4. FTP> ?
Conmands may be abbreviated. Comuands are:
append di sconnect nkdi r r enot ehel p Vi ew
asci i form ms renane vi ew p
bel | get node reset vi ew pa
bi nary gl ob nput rdi r Vi ew pag
bye hash open rstatus vi ew
page
case i mage pr onpt send VB
cd | cd sendport st at us ?
cdup I's put st ruct !
cl ose | pwd pwd suni que
del ete ndel et e qui t type
debug ndi r guot e user
dir nget recv ver bose
FTP>

Displays FTP HELP about UNIX commands.

LOGIN

LOGIN — Initiates the login process and completes it if no password is required. If a password is
required, enter it at the password prompt. Use this command if the connection is active but the login
procedure fails when you request a connection.

DCL Syntax
LOGIN user_name
UNIX Syntax
user user_name
Parameter

user_name

Required.
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Your account on the connected remote host.

Example

$ FTP

FTP> open bygnet

220 bygnet. band2. stat.com FTP server (UN X Version 5.60) ready
Connected to bygnet.

Nane (bygnet:vana): evt

331 Password required for evt.

Passwor d:

530 Login incorrect.

%ICPI P- E- FTP_LOGREJ, | ogin request rejected
FTP> LOA N "evt"

331 Password required for evt.

Passwor d: 230 User evt | ogged in.

FTP>

While trying to connect and log in to remote UNIX host bygnet , user evt enters an incorrect
password. Although host bygnet completes the connection, bygnet rejects the login request. The
LOGIN command successfully completes the login to the remote host.

PUT

PUT — The PUT command does the following: copies local files to a remote host or copies files to
a DECnet node. File names are copied in lowercase without version numbers. To use this command,
you must have an FTP session with a remote host. For information about file version numbers, see
Section 2.8.4.

DCL Syntax

PUT [ /CONFIRM | /CONVERT | /FDL | /[INOJLOWERCASE | /RAW] (local_file | remote_file
1)

UNIX Syntax
put local file | remote_file |
send local file | remote_file |

mput local_files

Parameters

local_file

Required.

Name of the local file to copy.

» To specify multiple files, separate the names with commas.

* To use wildcards, first enable parsing (see the ENABLE PARSE command).

put file name.ext — Copies the latest version
put file name.ext;* — Copies all versions
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* To copy a file to a remote DECnet node, use the full specification: node name, device, directory,
and file name.

remote_file
Optional. Default: same name, same case, no version number on UNIX systems.

Name of the new file on the remote host. You cannot use wildcards.

Qualifiers
JCONFIRM

Optional. Default: immediate execution. The /CONFIRM qualifier must immediately follow the
PUT command, without a preceding space.

This qualifier asks you for confirmation before copying the file.
/CONVERT
Optional.

Translates the internal file-formatting characters of Variable Forms Control (VFC) files. The /
CONVERT qualifier must immediately follow the PUT command, without a preceding space.

/FDL

Optional. Default: no secondary file created. The /FDL qualifier must immediately follow the
PUT command, without a preceding space.

Creates a secondary file with the file's OpenVMS record attributes. The SET TYPE command
determines the type of file.

* Specifying ASCII results in a sequential file with variable-length records. Select this type
when transferring ASCII text files.

* Specifying IMAGE results in a sequential file with fixed-length records of 512 bytes. Select
this type when transferring non-ASCII files, such as executable image files.

/INOJLOWERCASE
Optional. Default: LOWERCASE

Forces a file name to lowercase at the destination. Use the /NOLOWERCASE qualifier to make
sure the file name is preserved in the existing case.

/RAW
Optional.

Maintains block mode of files regardless of the TCPIPSFTP_RAW_BINARY logical name
definition. The /RAW qualifier must immediately follow the PUT command, without a preceding
space.

Examples
1. FTP> PUT SALES. LI S;*

200 PORT command successf ul
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150 Opening ASCI1 npde data connection for sales.lis.2
(130. 180. 4. 8, 1028)

226 Transfer conplete

| ocal : DI SK3%: [ TRANS] SALES. LI S;2 renpte: sales.lis.2

3634 bytes sent in 00:00:00.01 seconds (394.31 Kbytes/s)

200 PORT conmand successfu

150 Opening ASCI1 npde data connection for sales.lis.1
(130. 180. 4. 8, 1029)

226 Transfer complete

| ocal : DI SK3%: [ TRANS] SALES. LI S;1 renmpte: sales.lis.1

3634 bytes sent in 00:00:00: 01 seconds (394.31 Kbytes/s)
FTP>

Copies all versions of the local file SALES.LIS to the remote UNIX host.

» File names are copied in lowercase.

*  OpenVMS file version numbers become the last element of the copied files.
* Semicolons are converted to periods.

+ Ifthe Store Unique feature is toggled on (Suni que), when you copy a file to an OpenVMS
host, the host FTP server gives the file a new, unique version number. When you specify the
version number of a file to be copied (PUT) to a remote UNIX host, the file retains the version
number on the remote host, with the semicolon (;) replaced by a period (.). The UNIX host
adds another version number to the file name as well. For example, if you copy (PUT) file
BASES.TMP;2 to a UNIX host, the file name on the UNIX host will be bases. t np. 2. 1.

FTP> PUT/ FDL STAT. BCK "cygnet . bck"

200 PORT conmand successfu

150 Openi ng data connection for cygnet. bckfdl (130.180.4.8, 1028)
226 Transfer conplete

| ocal : cygnet. bckfdl rempte: cygnet. bckfdl

21700 bytes sent in 00:00:00.03 seconds (662.23 Kbytes/s)

200 TYPE set to | MACGE

200 PORT conmand successfu

150 Openi ng data connection for cygnet. bck (130.180. 4. 8, 1029)
226 Transfer conplete

| ocal : STAT.BCK renpte: cygnet. bck

8152 bytes sent in 00:00:00.12 seconds

FTP>

Copies the local file STAT.BCK to a UNIX host, giving the copy the name cygnet . bck. Also
creates a secondary file with the RMS record attributes of file cygnet . bckf dl .

QUOTE

QUOTE — Sends your input directly to the remote host. Lets you use FTP commands that are
implemented by the remote host but not known to the local host. To use the QUOTE command, you
must have an FTP session with a remote host. The QUOTE command is not valid for file transfer. For
a list of commands implemented by the remote host, enter: FTP> HELP/ REMOTE

DCL Syntax

QUOTE command_line
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UNIX Syntax

quote command line

Parameter
command_line
Required.

Remote command you want to execute.

Example

FTP> QUOTE CDUP

250 CWD conmmand successful .
FTP>

FTP sends the cdup command to the UNIX host to change the remote directory up one level.

RENAME

RENAME — Renames a remote file. To use this command, you must have an FTP session with a
remote host.

DCL Syntax

RENAME old name new _name

UNIX Syntax

rename old_name new_name

Parameters

old_name

Required.

File name on the remote host to rename.
new_name

Required.

New name for the remote file.

Examples
1. FTP> renane STUDENTS. LI S TEST_STUDENTS. LI S
350 File exists, ready for destination nane

250 RNTO conmmand successful .
FTP>
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Renames a file on a UNIX system.

2. FTP> RENAME STUDENT. LI S TEST_STUDENT. LI S
350 File WORK1S$: [ VANA] STUDENT. LI'S; will be renaned.
250 File WORK1$: [ VANA] STUDENT. LI S; 1 renamed to WORKLS:
[ VANA] TEST_STUDENT. LI S; 1
FTP>

Renames a file on an OpenVMS system.

SET DEFAULT

SET DEFAULT — Sets your default directory on either the remote host or the local host. To set the
default directory on a remote host, you must have an FTP session with a remote host.

DCL Syntax

SET DEFAULT [ /LOCAL | directory

UNIX Syntaxs

cd directory

led directory

Parameter

directory
Required.

Name of the directory to which to change the default.

Qualifier
/LOCAL
Optional. Default: remote.

Changes the working directory on the local host.

Examples

1. FTP> SET DEFAULT "/ USR/ USERS/ ROLLI NGS"
250 CWD conmand successful .

Changes the remote working directory to / usr/ users/rol |i ngs.
2. FTP> SET DEFAULT ~

250 CWD command successful .

250 New default directory is /USR USERS

Changes the remote working directory back to the default login directory.
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3. FTP> SET DEFAULT /LOCAL USERS$1: [ PRESS. CHECK]
Local Directory now USER$1: [ PRESS. CHECK]

Changes your local working directory to USER$1:[PRESS.CHECK].

SET ERROR_LEVEL

SET ERROR_LEVEL — Sets maximum tolerance level for errors.

Additional Information

The error tolerance levels are:

*  ERROR — FTP tolerates errors and warnings and does not exit when running in batch mode.
» SUCCESS — The default. FTP does not tolerate errors and exits when running in batch mode.

*  WARNING — FTP tolerates warnings and does not exit when running in batch mode.

DCL Syntax

SET ERROR_LEVEL error_level

UNIX Syntax

There is no UNIX equivalent for the SET ERROR_LEVEL command.

Parameters

error_level

Required.

Severity of errors tolerated. Specify ERROR, SUCCESS, or WARNING. The default is SUCCESS.

Example

FTP> SET ERROR LEVEL ERROR
Error level is ERROR

Sets the error level tolerance to ERROR.

SET PASSIVE

SET PASSIVE — Controls whether the FTP client or server initiates data connections.

DCL Syntax

SET PASSIVE keyword

UNIX Syntax

passive keyword
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Parameter

keyword

The FTP client program starts with the value AUTO. All keyword comparisons are done without
regard for typographical case (case-blind).

ALL
Does nothing.
AUTO

The FTP client uses the version of network protocol in use on the control connection to determine
how the data connection is initiated. If the network protocol is [Pv4, FTP client behaves as though
SET PASSIVE OFF had been specified. If the network protocol is IPv6, FTP client behaves as
though SET PASSIVE ON had been specified.

OFF
The FTP server initiates the data connection.
ON

The FTP client initiates the data connection. This is often useful when a network firewall exists
on the path between the client and the server and prevents the FTP server from making outbound
connections.

Example

L.

FTP> SET PASSI VE ON
Passive is ON

Sets passive mode to ON. The FTP client always initiates the data connection.

FTP> PASSI VE AUTO
Passive is AUTO (I Pv4: OFF, IPv6: ON).

Sets passive mode back to AUTO.

SET TYPE

SET TYPE — Defines the data representation type: ASCII (appropriate for text files, default) or
IMAGE (appropriate for transferring binary files, such as executable images.).

DCL Syntax

SET TYPE fpe

UNIX Syntax

type type

Parameter

type
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Required.

Data representation type. Specify ASCII or IMAGE. If you do not use the SET TYPE command, the
default is SET TYPE ASCIL

Example

FTP> SET TYPE | MAGE
200 Type set to I.

Sets the data representation type to IMAGE for files you transfer during the current FTP session.

SHOW DEFAULT

SHOW DEFAULT — Displays the name of the working directory on the remote host or the local
host. To use the SHOW DEFAULT command to display the working directory on the remote host, you
must have an FTP session with a remote host.

DCL Syntax

SHOW DEFAULT [ /LOCAL ]

UNIX Syntax

pwd
Qualifier
/LOCAL
Optional. Default: remote directory.

Displays the local working directory.

Examples

1. FTP> SHOW DEFAULT
257 "lusr/staff/hurry/itens" is current directory.

Displays the name of the working directory on the connected remote host.

2. FTP> SHOW DEFAULT / LOCAL
Local directory is WORKSS$: [ CRONE] .

Displays the name of the working directory on the local host.

SHOW PASSIVE

SHOW PASSIVE — Displays the current setting of the FTP client passive parameter.
Syntax

SHOW PASSIVE
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Example

FTP> SHOW PASSI VE
Passive is AUTO (I Pv4: OFF, |1Pv6: ON).

Shows that passive mode is on for IPv6.

SHOW STATUS

SHOW STATUS — Displays the current FTP parameter settings and, if you have an open connection,
the name of the connected host and parameter settings relative to the connection.

DCL Syntax

SHOW STATUS

STATUS

UNIX Syntax

status

rstatus

Examples

1.

FTP> SHOW STATUS

211-FTP Server Status.

211-SI TE set to +VMS+.

211-TYPE set to ASClI.

211- STRU set to FILE

211- MCDE set to STREAM

211 Multiline responses are enabl ed.
Connected to: HANKS. ABC. UCB. EDU

VM5 Pl us node enabl ed

Mode = stream Type = ascii, Form = non_print, Structure = file
Error level is SUCCESS

Passive is AUTO (IPv4: OFF, IPv6: ON)

Displays the status of the connection with remote OpenVMS host HANKS. By default, FTP sets
VMS Plus Mode for rapid file transfers between two OpenVMS systems running TCP/IP Services
for OpenVMS.

FTP>st at us

211- FTP Server Status.

211-SI TE set to +VNM5+.

211-TYPE set to ASClI.

211- STRU set to FILE

211- MODE set to STREAM

211 Multiline responses are enabl ed.

Local client's status:

Connect ed t o: HANKS. ABC. UCB. EDU

VMS Pl us node enabl ed

Mode = stream Type = ascii, Form= non_print, Structure = file
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Error |evel is SUCCESS

Passive is AUTO (IPv4: OFF, IPv6: ON)

Reply display is on

Parsing is on

Prompting is off

Port command is on

Case: MPUT will preserve typographical case in destination fil enamnes,
i f

possi bl e

Is a superset of the SHOW STATUS command. The output is consistent with running the st at us
command on other platforms.

FTP> show st at us

211-eagl e. storel. equi p. com FTP server status:
Version 5. 60
Connected to eagle.storel. equi p. com
Logged in as jones
TYPE: I mage; STRUcture: File; transfer MODE: Stream
211- No data connection
211 End of status
Connected to: eagle
VMS Pl us node di sabl ed
Mode = stream, Type = image, Form = non_print, Structure = file
Error level is SUCCESS
Passive is AUTO (IPv4: OFF, IPv6: ON)

Displays the current FTP parameters, which control data transfers with the connected UNIX host
eagl e.

SPAWN

SPAWN — Suspends the current FTP session, creates a subprocess, and runs the DCL command that
you type. Use the LOGOUT command to end the subprocess and return to the FTP prompt.

DCL Syntax

SPAWN| command |

UNIX Syntax

!'| command |

Examples

L.

FTP> SPAWN SHOW DEFAULT
SYS$LOG N_DEVI CE: [ PERCY. DI STR]

Interrupts the FTP process to display your default directory.
FTP> | SHOW DEFAULT

WORK1$: [ VANA. FTP]

FTP>

You can also use the exclamation point (!) to spawn a command.

60



Chapter 2. Working with Files Using the File Transfer Protocol (FTP)

For more examples, see Section 2.12.

VIEW

VIEW — Displays the contents of a file on your current output device.

DCL Syntax

VIEW [ /PAGE | filespec

UNIX Syntax

view filespec

Parameter
filespec
Required.

Specifies the file to be displayed. Wildcard characters (*, %) are not allowed in place of the directory
name, file name, file type, or file version number.

Qualifier
/PAGE
Optional.

Displays one screen at a time until the end of file (EOF) is reached. You can terminate the display
at any time by pressing Ctrl/Z.

Examples
1. FTP> VI EW FUNDI NG. TXT

Scrolls through the contents of the FUNDI NG, TXT file in the current working directory, and
displays the contents on the current output device.

2. FTP> VI EW PACE FUNDI NG TXT

Displays the contents of the FUNDI NG. TXT file, one screen at a time, on the current output
device.
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Commands

The Remote (R) commands provided by TCP/IP Services allow you to work in user accounts on
remote systems that support the Remote (R) protocols. You can also use commands, shell scripts, and
command procedures on these remote host systems without logging in to the hosts. The R commands
include RCP (Remote Copy), RLOGIN (Remote Login), RSH (Remote Shell), and REXEC (Remote
Execute, invoked by RSH). You enter these commands at your system command-line prompt.

To use the Remote (R) commands, you need access to a user account on the remote host. Access is
granted by either of the following:

* An entry in the remote host's authentication or proxy files
* Knowledge of a valid remote account and its password

Table 3.1 summarizes the Remote (R) commands. (For complete command descriptions, see
Section 3.8.)

Table 3.1. Summary of Remote (R) Commands

Command Description

RCP Copies files between the local host and a remote
host or between two remote hosts. Authentication
is performed on the remote host or hosts using the
user name supplied by RCP or by authentication
or proxy files.

RLOGIN Connects to the remote host, which starts an
interactive login session. Authentication is
performed on the remote host using the user name
supplied by RLOGIN.

RSH Connects to the remote host, which executes

the command you specified. Authentication is
performed on the remote host using the user name
supplied to RSH.

RSH/PASSWORD Uses the REXEC facility to connect to the remote
host, which executes the command you specify.
Authentication is performed on the remote host

using the user name and password supplied by
RSH.

3.1. Providing Account and Password
Information

To use a remote command on your OpenVMS system, remote hosts need to know the user name that
you want to use on the host. You can provide the user name in either of two ways:

* Automatically: You do not need to take any action if your user name is the same on the remote
host as it is on the local host. The remote commands automatically supply your local user name as
the requested user name on the remote system.
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Using the /USER _NAME qualifier: Specify the user name with the /USER NAME qualifier if
your user name is:

» Different on the remote host

* In mixed case (only for remote hosts that support case-sensitive user names)

* The same on the remote host but you want to access the remote host using another user name
By default, the R commands send all user names in lowercase letters. If you access a host that
supports case-sensitive user names, and the user name you specify has uppercase letters, you can

use the/NOLOWERCASE qualifier to maintain these letters as uppercase, or you can specify the /
USER NAME qualifier and enclose the user name within quotation marks.

The remote host must also know your password or know you as a trusted user on your local system
through a proxy or by authentication.

Accessing remote hosts by providing your password:

e (Certain systems have case-sensitive passwords. To send your lowercase or mixed-case
password to these hosts, enclose it within quotation marks (" " ). On systems that are not case
sensitive, you do not need to enclose your password within quotation marks.

* You can specify the password on the command line, as follows:

$ RSH WOODS / PASSWORD="Downy" LS

You can specify the password when the remote system prompts, as follows:

$ RSH WOODS / PASSWORD DI R
REXEC passwor d: (password not echoed)

Accessing remote hosts as a trusted user:

Most systems use authentication files or proxy accounts that allow trusted users on trusted hosts

to access the system by specifying only the user name they want to use. To access a host without
specifying the corresponding password, your originating host and user name must have an entry in
these authentication files.

The authentication file entries contain your originating user name. The R commands convert your
originating user name to lowercase unless you use the /NOLOWERCASE qualifier. You may
have to contact the system manager of the remote system to determine whether the system is case
sensitive and, if so, what case is used in the authentication files.

Notes

To use the REXEC feature, you must always use the /PASSWORD qualifier.

The RLOGIN command does not recognize the /PASSWORD qualifier. If you are a trusted user,
you are automatically logged in to the remote system.

If you are not a trusted user, the remote host (REXEC) prompts you to enter a user name and
password on the remote system.
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3.1.1. Quotation Marks

Use quotation marks (" ") for UNIX host path names that include slashes (/), such as user/ si ms/
of f er s, and for user/host specifications that include the username@hostname syntax.

If the remote host uses case-sensitive user names and passwords, use quotation marks in the following
situations:

» User names and passwords are mixed case.
» Passwords are lowercase.

» User names are uppercase, unless you use the /NOLOWERCASE qualifier.

3.1.2. Examples

The following examples show how to provide account and password information for the R
commands.

1. OpenVMS user STALLINGS accesses the file accnt s on UNIX host uf em smas user
st al | i ngs, and copies the file to the current directory on the OpenVMS system. Because /
LOWERCASE is the default, the /LOWERCASE and /USER_NAME=STALLINGS qualifiers are
not needed. In the following example, the user is a trusted user.

$ RCP UFEM SM ACCNTS []
$

2. From OpenVMS, user STALLINGS accesses the account cri s on uf em sm Because /
LOWERCASE is the default, the LOWERCASE and /USER_NAME=STALLINGS qualifiers are
not needed. In the following example, the user is a trusted user.

$ RLOG N / USER_NAME=CRI S UFEM SM
Wl cone to UNI X system ufem sm

uf em snto

3. User FINCH has the same uppercase name for both an OpenVMS account and a UNIX account.
For RSH to send the uppercase OpenVMS account name to remote host uf e smin uppercase,
FINCH uses the /NOLOWERCASE qualifier. In the following example, the user is a trusted user.

$ RSH / NOLOAERCASE UFEM SM CAT - N GRANTS

4. User BACH has the account bach on the UNIX host ¢l assi ¢s. To invoke the REXEC feature,
BACH specifies the password on host ¢l assi ¢s. Note that the password MagNi f i cat is
enclosed in quotes to prevent RSH from sending it all uppercase.

$ RSH / PASSWORD="MagNi fi cat” CLASSICS LS

3.2. Specifying Qualifiers
You can specify R command qualifiers in either of two ways:

* Enter the qualifiers on the command line, as follows:
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$ RCP /LOG TRANQUI L: VULTURES []
$ RSH / EI GHTBI T / ESCAPE_CHAR="+" / TRUNCATE HERON CAT - N STREAMS

* Add the same information to your LOGIN.COM file, as shown in the following example:

$ ! To custom ze ny R commands:

$ !

$ RCP :== RCP /LOG

$ RLOG N : == RLOG N / El GHTBI T/ ESCAPE_CHAR="+" | TRUNCATE_USER_NANME
$ RSH : == RSH / El GHTBI T / ESCAPE_CHAR="+" / TRUNCATE_USER NAME

$ !

3.3. Obtaining Online Help

You can obtain online help for the Remote commands by entering the following command:

$ HELP TCPI P_SERVI CES REMOTE_COMVANDS

You can also obtain information for a specific R command by entering one of the following
commands:

$ HELP RCP
$ HELP RLOG N
$ HELP RSH
$ HELP REXEC

3.4. Copying Files with RCP

The RCP (Remote Copy) command copies a file between your local host and a remote internet
host. You can also use RCP to copy a file between two remote internet hosts. You specify the source
and destination file names, each in the format appropriate for the source or destination system. For
copying files from one remote host to another, the following rules apply:

» Ifyou do not have proxy login accounts (or authentication file entries) for both the source and
remote hosts, you must have the same user name and password on both source and destination
hosts. Use the /PASSWORD qualifier and, if necessary, the /USER_NAME qualifier, to specify
the authentication information for the remote hosts.

* Ifyou have a proxy login account (or authentication file entry) on one of the remote hosts only,
use the /PASSWORD qualifier and, if necessary, the /USER_NAME qualifier to specify the
authentication information for the other host.

To recursively copy every file and subdirectory in a directory, use the /RECURSIVE qualifier with the
RCP command.

To preserve file format and other attributes when copying files between two OpenVMS systems, use
the /VMS qualifier (UNIX format: -v option). For more information, see Section 3.4.1.

You can also use the COPY/RCP command to copy files across the network. For more information on
this command, enter HELP COPY/RCP at the DCL prompt.

Note that you can also use FTP to transfer files. To determine the best file transfer service to use for
your needs, see Section 1.1.1. For more information about FTP, see Chapter 2.
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3.4.1. Notes About File Formats

RCP on OpenVMS is best used for transferring text files. By default, RCP converts any type of
OpenVMS file that is not STREAM_LF, FIXED, or UNDEFINED to STREAM_LF format, using the
standard OpenVMS CONVERT utility. RCP specifies the files in the following way:

FI LE; ORGA SEQU; RECO, CARR CARR, FORM STREAM LF; SI ZE 0; BLOCK YES
Options available for changing the default behavior for file copy operations include the following:
*  Convert FIXED and UNDEFINED format files to STREAM_LF

You can change the behavior of RCP to convert FIXED and UNDEFINED format files to
STREAM_LF format by using the following logical name:

TCPI P$RCP_SEND_FI X_FORMAT AS_ASCI |

If this logical name is set to the value 1, RCP converts FIXED and UNDEFINED files to
STREAM_LF format. If this logical name is set to a value other than 1, RCP will not convert
those files that have a fixed-length record size that matches the value of the logical name; RCP
will convert all other FIXED and UNDEFINED files.

For example, if you set this logical name to 512, RCP will not convert FIXED or UNDEFINED
files with a fixed-length record size of 512 (such as OpenVMS executable image files); RCP will
convert all other FIXED and UNDEFINED files.

* Preserve File Attributes in OpenVMS-to-OpenVMS File Transfer.

In an OpenVMS-to-OpenVMS transfer, the receiving peer creates the file as a STREAM LF file
by default. You can preserve the file type and other attributes of a file transferred between two
OpenVMS systems by using the /VMS qualifier (UNIX format: use the - v option) with the RCP
command.

Warning

Specify this qualifier only for file copy operations between two OpenVMS systems; otherwise, the
operation will fail.

3.4.2. Notes About File Size

When transferring files, the RCP protocol requires that the length of the file be sent as part of the
protocol. The length is interpreted as a signed 32-bit integer. Therefore, files transferred using RCP
must be less than 4 GB minus 1 byte.

3.4.3. Example RCP Commands

The following examples show how to use RCP commands to copy files from one host to another host:

1. User BEST has the account best on the UNIX host haven. User BEST's password for that
account is IMusici, which must be enclosed in quotation marks because it is mixed case. The
following command copies the file / synph/ ni ne on haven to the local directory on the
OpenVMS system (the UNIX file specification also must be enclosed in quotation marks):

$ RCP / PASSWORD="1 Musi ci " "haven:/synph/ ni ne"
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2. User BEST has a proxy account on the remote UNIX host musi ¢X. The following command
copies the file / synph/ past or al from host musi cX to the directory [SYMPH6] on the
device DKA300: on BEST's local OpenVMS system:

$ RCP "nusi cx:/synph/ pastoral " ":DKA300: [ SYMPH6] "

3. With the following command, user BEST copies each subtree rooted at the / synph directory to
the directory [SYMPHS] on the device DKA300: on BEST's local OpenVMS system.

$ RCP/ RECURSI VE "haven:/synph" ": DKA300: [ SYMPHS] "

4. With the following command, user BEST copies all files from the directory / synphoni es on
remote host MUSi ¢cX to the directory / synph on remote host haven:

$ RCP / PASSWORD="1Musi ci " "nusicx:/synphoni es/*" "haven:/synph/*"

5. In the following example, user BEST uses the DCL command COPY/RCP to transfer the
complete subdirectory tree / synph from remote UNIX host haven to remote OpenVMS host
FRAM. Both hosts require a password. (When using the RCP command to transfer files between
two remote hosts, you need a proxy account or an entry in the authentication file for at least one of
the two remote hosts.) User BEST has an account under the same name on both hosts.

$ COPY/ RCP haven"BEST | Musici"::"/synmph/*"
To: FRAM VAUGHN MYLES"::[cl assic.conpositions]*"

3.5. Starting a Remote Login Session with
RLOGIN

The RLOGIN (Remote Login) command connects your terminal to the remote host you specify and
requests a login. If the remote host has an entry in its authentication files for your host and user name,
it may bypass its login and password prompts. (See Section 3.1.)

Note that you can also use TELNET to log in to remote internet hosts. To determine the best remote
login service to use for your needs, see Section 1.1.2. For more information about TELNET, see
Chapter 4.

3.5.1. Logging Out

End your remote login session in one of the following ways:
* Log out from the remote host.
* On anew line, enter the escape character and a period.

The default escape character is a tilde ( ~ ). To set another escape character, use the /
ESCAPE_CHARACTER qualifier on the RLOGIN command line.

3.5.2. Example RLOGIN Sessions

The following examples show how to use the RLOGIN command.

1. The following command logs in to node CONDO:

$ RLOG N CONDO
CONDO - Unaut horized access is prohibited
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User nanme: KI NG
Password: (password not echoed)
Wl cone to OpenVMVs (TM Al pha Operating System Version V7.3 on node
CONDO
Last interactive login on Thursday, 24-SEP-2001 15:20:29. 60
Last non-interactive | ogin on Wdnesday, 23-SEP-2001

14:25:04.12
$ RUN ...
$ ~. (characters not echoed)
9LOA N S- LCLCLOSED, Local connection cl osed
$

2. The following command logs in to host pet r el and changes the character used to close the
RLOGIN session:

$ RLOG N / ESCAPE_CHARACTER="+" PETREL

Last login: Mon Mar 14 18:34:27 from phoebe. edu
UNI X System petrel: Fri Mar 19 11:02:20 EST 2002
Mon Jun 28 18:44:42 EST 2002

%ls ...

% +. (characters not echoed)

9RLOG N S- REMCLOSED, Renote connection cl osed

$

3.6. Issuing a Remote Command with RSH

The RSH (Remote Shell) command connects your terminal to a remote host and requests it to execute
the command, script, or command procedure that you specify. If the command generates output, you
see it as if it were produced locally. If you omit a remote command when you enter an RSH command
line, RSH initiates an RLOGIN session. However, if the command line includes the /PASSWORD
qualifier, the remote login attempt fails. Using the /PASSWORD qualifier invokes REXEC. (See
Section 3.7.)

Syntax rules require that you enter your RSH command line so that the remote command is the last
word.

3.6.1. Quotation Marks in Commands

If the remote command is one or more lowercase words, you do not need to enclose them in double
quotation marks on the RSH command line. However, double quotation marks (" " ) are required for
the following:

*  Mixed-case UNIX commands
» Uppercase UNIX commands

In addition, RSH handles one double quotation mark ( ") and two consecutive double quotation marks
(" ") in the following manner:

» If you enter one double quotation mark on a command line, RSH removes it.

» Ifyou enter two consecutive double quotation marks on the command line, RSH removes the first
quotation mark and leaves the second.
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If you enclose text within double quotation marks on a command line, RSH disables the default
conversion of characters to lowercase and removes the quotation marks.

Note that, as a general rule, if you are uncertain about whether or not to use quotation marks, you
should use them.

3.6.2. Interrupting a Command's Execution

To stop remote execution of a command, press either Ctrl/C or Ctrl/Y.

3.6.3. Example RSH Commands

The following examples show how to use the RSH command.

L.

In the first example, the remote system manager previously created an entry in the authentication
files for remote user STAN on host 0st er, giving STAN permission to access user r ol | y.

From the local OpenVMS host, user STAN views r ol | y's directory, which resides on UNIX
system 0St er . No quotation marks are required around the user name and host name because
RSH by default sends them in lowercase.

$ RSH / USER_NAME=ROLLY OSTER LS

On the following RSH command line, the uppercase UNIX qualifier - Ris entered within
quotation marks to preserve the uppercase R This example assumes that the user's originating host
and user name are in the authentication files on the remote host debt s.

$ RSH DEBTS LS "-R'

The following commands show how RSH sends quotation marks to a remote UNIX host and how
quotation marks affect case. All examples assume that the user's originating host and user name
are in the authentication files on the remote host.

$ RSH DEBTS ECHO TEST MESSAGE

test nessage

$ RSH DEBTS ECHO "

\""test

\"" nmessage"”

"test" nmessage

RSH DEBTS ECHO " TEST" MESSACGE

TEST nmessage

$ RSH DEBTS "echo '""test"" nmessage'"
"test" nmessage

Because a remote command is not specified on the RSH command line, TCP/IP Services executes
RLOGIN.

$ RSH MOONO1
Passwor d: Ret ur n( password not echoed)
Last successful login for jjones: Fri Sep 25 10:58:31 2003 from nebul a

Last unsuccessful login for jjones: Fri Sep 25 11:59:43 2003 on
ttyp5

Tru64 UNIX V5.0 (Rev. 148); Tue Apr 7 18:32:54 EST 2003

Conpaqg Conput er Corporation
Internal Use Only

nmoon01>
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5. In this example, the OpenVMS system manager of host WR2 previously created an entry in the
authentication files for remote user SI MV on host VRL.

From OpenVMS host \R1, user SI MVE enters the DIRECTORY command to execute at host
VR2.

$ RSH WR2 DI RECTORY

6. In this example, the OpenVMS system manager of host WR2 previously created an entry in the
authentication files for remote user SI MV on host VWR1, allowing user SI MVS access to the user
name ROGERS.

User SI MVEB enters the DIRECTORY command from host WR1 to execute at host WR2 in user
account ROGERS.

$ RSH WR2 / USER=ROGERS DI RECTORY

3.7. Issuing a Remote Command with a
Password (REXEC Feature)

Use the REXEC feature to send a command to execute on a remote host that does not have, or might
not have, the authentication information that RSH requires. The remote system's authentication files
are not used.

Along with the remote command, REXEC sends the password you specify on the command line to the
remote host. This password is used for security checking.

The Remote Shell program (RSH) invokes REXEC. To use REXEC, enter RSH /PASSWORD.
REXEC then functions like the RSH command.

3.7.1. Example of Using REXEC

The following example shows how to provide password information for the RSH command, thereby
invoking the REXEC feature on the remote host.

From host GRANT, user STANTON enters the file t ops. hol di ngs that resides on UNIX host
ost er . Because STANTON s not listed in 0St er 's authentication files, user STANTON must use
the REXEC feature and supply the /USER_NAME and /PASSWORD qualifiers. Quotation marks are

required around the password because it contains uppercase letters.

$ RSH OSTER / USER_NAME=STANTON / PASSWORD=" Keepi ngSaneJoy" -
_$ CAT TOPS. HOLDI NGS

3.8. Command Descriptions

This section provides complete descriptions of each R command. Included with each command
description is the UNIX equivalent of the command. These equivalents are valid on UNIX systems
only. They are presented here for users who are familiar with the UNIX environment to help them
understand the nature of R commands.

RCP

RCP — Copies files between internet hosts. Enter the RCP command at the DCL prompt. You can
copy files as follows: from a remote host to your host, from your host to a remote host, from one
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remote host to another remote host. You can specify qualifiers in either DCL format or UNIX format,
but do not mix both types on the same command line.

DCL Syntax

RCP [qualifier(s)[...]] source file destination file
[/[NOLOG ]
[ / PASSWORD[ =passwor d] ]
[ /[ NO PRESERVE ]
[ /[ NQ RECURSI VE ]
[ / TRUNCATE _USER NAME[ =n] ]

UNIX Syntax
rep [-p | [ -r | /[ source_file] /| destination_file]

This format is valid only on UNIX systems.

Parameters

source_file
Required.
Source host and file specification in the format "[ user name@ " host : fi | e, where:

* username(@ is the user name on a remote UNIX system. This is needed only if the UNIX system
has the name in its / et ¢/ host s. equi Vv file or in the UNIX user's . r host s file. Enclose the
username(@ portion, or the entire specification containing the username(@ syntax, in quotation
marks (" ").

e  host is the remote host.

» file is the name of the file to copy. A file name without the full path specification defaults to the
default (or home) directory. Table 3.2 shows the possible formats.

Table 3.2. Specifying Source Files with the RCP Command

Host Possible Formats

UNIX hosts Specify the following, enclosing UNIX path
names that include slashes (/) in quotation marks
(Il H):

» Absolute path name, such as/ et ¢/ user/
host s, followed by the file name:

% RCP/ USER_NAME="] j ones"/
PASSWORD="1| et nei n" STATS. TXT -
sysair:"/usr/users/janesj/

stats.txt"

* Path name relative to your default directory,
followed by the file name:
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Host Possible Formats

% RCP/ USER_NAME="j j ones"/
PASSWORD="| et nei n" STATS. TXT -
sysair:"~janesj/stats. txt"

OpenVMS hosts Specify the following:

Brackets ([ ]), which indicate your default
directory, followed by the file name:

$ RCP/ USER_NAME=JJONES/
PASSWORD=LETMEI N OUR. DOC SYSAI R
[ ] GROUP. DOC

Full file specification, such as DKAO:
[WILDE.BIRDS.NORTHERN]CHAPTER1.T]

To specify a device name, enter a colon

n.n

" and then the name. Enclose the entire

nn

parameter within quotation marks

$ RCP/ USER _NAME=JJONES/
PASSWORD=LETMEI N CHAPL. TXT -

_$ SYSAI R " DKAQ:

[ W LDE. Bl RDS. NORTHERN] CHAPTERL. TXT'

A logical name, such as SYS
$LOGIN:ROBIN.DAT or DIAK$9:
[AMERICAN]FINDINGS.LIS.

To specify a logical name, enter a colon
n.n

" and then the name. Enclose the entire
parameter within quotation marks " ".

$ RCP/ USER_NAME=JJONES/
PASSWORD=LETMEI N CHAPL1. TXT -

_$ SYSAIR "SYS$LOA N: CHAPTERL. TXT"

destination_file

Required.

Destination host and file specification information is of the same form as the source parameter,
unless the file specification is completely omitted or the file name portion of the file specification is
omitted. In these cases, the default file name used is the same as specified in the source parameter, the

directory being the default (home) directory of the user.

Qualifiers

/LOG
/NOLOG

Optional. Default: no logging.
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Displays information about files as they are copied to or from the local system.
/PASSWORD= password

Required if 'USER_NAME qualifier is used.

Password on the source or destination host system (whichever requires authentication).

/PRESERVE
/NOPRESERVE

Optional.

Preserves the file protection mode and modification date during a copy. The creation date and
modification date of the output file are set to the modification date of the input file. The dates
are truncated to the second on transfer. When these dates are displayed on OpenVMS, the
“hundredths of a second” field will always be zero.

When a file is created by RCP/PRESERVE on an OpenVMS system running TCP/IP Services,
WRITE permission on the input file grants both WRITE and DELETE permission on the output
file.

/RECURSIVE
/NORECURSIVE

Optional.

Recursively copies each subtree rooted at the directory you specify in the UNIX file specification.
For OpenVMS hosts, specify [ directory...] (with three trailing periods) in the file specification
instead of using this qualifier.

JTRUNCATE_USER_NAMEJ[= 7]
/NOTRUNCATE_USER_NAME

Optional. Default: no truncation.

Truncates the user name to the specified number of characters. If you omit », the default is 8
characters.

/USER_NAME= remote user name
Optional. Default: current name on local host in lowercase.

Specify user name on the source or destination remote host. Use only if an entry allowing access
to this user has not been added to the remote host's authentication files. You must also specify
the /PASSWORD qualifier with the /USER_NAME qualifier. Specifying "username@" with the
source or destination parameter is the equivalent UNIX style method.

Examples
1. $ RCP/LOG NYX: STATS. BNT []

Copies file st at s. bnt from remote UNIX system nyx from under its home directory to a local
file of the same name in the current directory. The /LOG qualifier causes information for the copy
to be displayed. This command assumes the user has an entry in the authentication file on host
nyx.
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2. $ RCP HI Al RL: Al RFRS. TXT [ FLTAT. STATS] FARESL. TXT

Copies file AIRFRS.TXT from its home directory on remote OpenVMS system HIAIRI, to a
local file of a different name (FARES1.TXT) in the specified directory. This command assumes
the user has an entry in the authentication file on host HIAIR1.

3. $ RCP / PRESERVE HI Al RL: [ FARES. SUMVER] FARES_SU. TXT ": DKA300: []"

Copies file FARES SU.TXT from directory [FARES.SUMMER] on remote OpenVMS system
HIAIRI to the specified device and directory on the local system. The new file maintains the same
name as the original. The copy preserves the source file's protection mode and modification date.

Note the use of quotation marks (" ") to specify the device and directory on the destination.
4., $ RCP /USER=M LLER /PASS="AirQut" ":SYS$LOG N: PI LOTS. LI S" FALCON:

Copies file PILOTS.LIS from the login directory of user MILLER on the local system to the user's
login directory on a remote UNIX system. The user specifies the user name and password for
access to the UNIX system (the password is specified in quotation marks to preserve the mixed
case letters).

Note the use of quotation marks (" ") to specify the SYSSLOGIN device and file name on the
destination.

5. $ RCP /RECURSI VE ": DKA300: [M LES...]" "nyx:/usr/tm"

Copies all files and any subdirectories in local directory [MILES] to a remote UNIX host's
destination directory. All the files in the subdirectories are copied as well, creating subdirectories
as appropriate on the remote host. The directory hierarchy is preserved on the UNIX host by
default. This command assumes the user has an entry in the authentication file on host nyx.

6. $ RCP /LOG / RECURSI VE [ M LES...] BOSTON:[FRFL...]

Copies the complete local subdirectory tree (MILES...] and all subdirectories) to the destination
directory on remote OpenVMS host BOSTON, while preserving the directory hierarchy and
logging each file copy. This command assumes the user has an entry in the authentication file on
host BOSTON.

7. $ RCP /LOG / RECURSI VE [ M LES...] BOSTON: [ FRFL]

Same as example 6, except that all files in the local directory tree are copied directly to the
destination directory itself. The command does not preserve the directory hierarchy of [MILES...]
in [FRFL] on host BOSTON. That is, the command does not create new subdirectories in
BOSTON:[FRFL]; it copies all the files in [MILES] and all its subdirectories to directory [FRFL].

8. $ RCP /USER=VAUGHN / PASSWORD=MYLES / TRUNCATE=6 STATS. TXT FRAM TI STI CS

Copies the local file STATS.TXT to a remote user's login directory. Note the truncation of the
remote user name. A user name and password are necessary if no entries for the user are present in
the remote host's authentication files.

9. $ RCP BOSTON: NAMES. LI S FRAM ROSTER LI S

Copies file NAMES.LIS from remote host BOSTON to remote host FRAM (naming the file
ROSTER.LIS). Assumes that appropriate entries for the user have been made in each remote
host's authentication files.
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10. $ RCP "M LLER@OSTON: SYS$DI R T2. TXT" "nel son@yx: / usr/ nel son/ T2. TXT"

Copies file T2 from remote OpenVMS system BOSTON in the directory pointed to by the logical
name SYS$DIR to remote UNIX system nyX in the specified directory. Different user names are
used on the two remote systems. Entries in the remote host's authentication files must be set up
properly because the passwords are not being passed.

11.$ RCP / USER=RCSS / PASSWORD=LC12LC BCS: CLI ENT. LI S "BEX: /usr"

Copies file CLIENT.LIS from OpenVMS host BOS to UNIX host bex. The user has a proxy
account on the UNIX host. The specified authentication information allows access to the account
for ROSS on host BOS.

REXEC

REXEC — Sends a command line to a specified remote host for execution.

Additional Information
The difference between the REXEC facility and RSH is security checking:
*  REXEC — The remote host bases authentication on the supplied user name and password.

¢ RSH — The remote host bases authentication on user name and information in the remote
system's authentication files.

To invoke the REXEC feature, enter one of the following:

RSH / PASSWORD=passwor d

or

RSH / PASSWORD

For more information, see the RSH command with the /PASSWORD qualifier.

RLOGIN

RLOGIN — Initiates an interactive login session with a remote host.

DCL Syntax

RLOG N / DROP_TI MEQUT=seconds host
[ /TEIGHTBIT ]
[ / ESCAPE_CHARACTER=char acter ]
[ /LOG FILE=file ]
[ /[ NO LOAERCASE ]
[ /PROBE_TI MEQUT=seconds ]
[ / TERM NAL_SPEED=baud ]
[ / TERM NAL_TYPE=t ype ]
[ /[ NO TRUNCATE_USER_NAME ]
[ / USER_NANME=r enpt e_user _nane])

UNIX Syntax

rlogin host [ -8 | [ -e ¢ | [ -l remote_user name |
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Parameter
host
Required.

Remote host to which you want to connect.

Qualifiers
/DROP_TIMEOUT= seconds
Required if you set/PROBE_TIMEOUT.
Maximum interval, in seconds, that your network link can be down before the software closes it.

/EIGHTBIT
-8 (valid only on UNIX systems)

Optional. Default: only 7-bit data is sent.
Accepts 8-bit data from the terminal and sends it to the remote system.

/ESCAPE_CHARACTER= character
-e ¢ (valid only on UNIX systems)

Optional. Default: ~ (tilde).

New escape character if you want to close your RLOGIN session from the remote host.

To close your session from your local host, use a period ( . ) as the escape command.
/LOG_FILE= file

Optional. Default: no logging.

Logs a copy of the output to the specified file. Output continues to be directed to SYSSOUTPUT
while it is being recorded in the log file.

/LOWERCASE
/NOLOWERCASE

Optional. Default: /[LOWERCASE.

Sends your local user name to the remote host in lowercase.

To send your user name in uppercase, do either of the following:

*  Specify/NOLOWERCASE.

* Enclose the user name in quotation marks (" " ). (See the /USER _NAME qualifier.)

To send your user name in mixed case, enclose it in quotation marks.
/PROBE_TIMEOUT= seconds

Required if you set/ DROP_TIMEOUT.
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Interval, in seconds, that TCP/IP Services checks to see whether your network link and the remote
host are still up.

/TERMINAL_SPEED= baud
Optional. Default: current speed of your terminal.
Terminal speed in baud rate.
/TERMINAL TYPE= type
Optional. Default: type of physical terminal you are using.
Terminal type. Use this qualifier if the remote host does not recognize your terminal.

JTRUNCATE USER_NAME
/NOTRUNCATE USER NAME

Optional. Default: /NOTRUNCATE _USER_NAME.

Abbreviates the user name sent to the remote host to eight characters. (Required for older UNIX
hosts, which limit user names to eight characters.)

/USER_NAME-= remote_user _name
-1 remote_user _name (valid only on UNIX systems)

Optional. Default: current name on local host, but in lowercase.

Your user name on the remote host. Specify this qualifier if your user names on the remote host
and local host are different.

To send your user name in uppercase, do either of the following:
e Specify /NOLOWERCASE.
* Enclose the user name in quotation marks (" " ).

To send your user name in mixed case, enclose it in quotation marks.

Examples
1. $ RLOE@ N /USER NAME="BIl i ssTon" ROLLS

An OpenVMS user logs in to account Bl i sSsTon on UNIX host r ol | s. The mixed-case remote
user name is enclosed in quotation marks so that RLOGIN does not send it all lowercase. This
example assumes the user has a proxy account on the remote host.

2. $ RLOA N / NOLONERCASE / USER_NAME=DAVE PLETHORA

User DAVE starts an interactive login session with UNIX host pl et hor a. Because this user
has an uppercase user name, it is specified with the/ NOLOWERCASE qualifier. This example
assumes the user has a proxy account on the remote host.

3. $ RLOA N / ESCAPE_CHARACTER="+" PJARO Return
Passwor d: (password not echoed) Return
Last login: Fri Aug 21 16:50:40 from worl d.w de. webber.com
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Conmpaq Tru64 System - 4: Tues Aug 25 11:02:20 EST 2003
You have nmail .
Tues Aug 25 11:02:20 EST 2002

pj ar o> who Return

bl ack ttyp0  Aug 20 11:02 gr ades. phi | osophy. ucd. edu.
bristow ttypl Aug 12 09: 00 gr ades. bi ol ogy. ucd. edu.
cutler ttyp2 Aug 24 08:55 gr ades. mat h. ucd. edu.

pj aro> pwd Return

[ usr/users/bl ack

pjaro> |s Return

bi n Semil. paper Sen?. paper
pj aro> +. (characters not echoed)

YRLOGE N S- REMCLOCSED, Renpte connection cl osed
$

OpenVMS user BLACK, with UNIX user name bl ack, logs in to UNIX host pj ar o and
resets the escape character to a plus sign. By default, TCP/IP Services passes the user name and
commands to the remote host in lowercase.

$ RLOG N FANTAC Return

OpenVMS Version 7.3 - Unauthorized access is prohibited.
User name: TDERR Return

Passwor d: (password not echoed) Return

$

User TDERR logs in to remote OpenVMS host FANTAC.

$ RLOG N QANCE / DROP_TI MEQUT=45

YRLOG N-E- I NETERROR, Internet interface error
-RLOG N1 -1 NETCALL, setsockopt (TCP_DROP_I DLE)
- SYSTEM F- BADPARAM bad paraneter val ue

$

The command fails because the /DROP_TIMEOUT and /PROBE_TIMEOUT qualifiers must both
be set.

RSH

RSH — Sends a command to a remote host for execution, including a command that invokes a remote
shell script or remote command procedure.

Additional Information

Any command recognized by the remote host is valid. When using the RSH command, consider the
following:
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* Ifyou omit a command for remote execution, RSH initiates a remote login session (see the
RLOGIN command).

* If you specify the /PASSWORD qualifier, with or without a value, RSH executes the REXEC
facility (see the /PASSWORD qualifier and the REXEC command).

DCL Syntax

RSH host [/EIGHTBIT ] [ renpte_conmand |
[ / ESCAPE_CHARACTER=char acter ]
[ /LOG FILE=file ]

[ /[ NO LOAERCASE ]

[ / PASSWORD[ =passwor d] ]

[ /[ NQ SYSERROR ]

[ / TERM NAL_SPEED=n ]

[ / TERM NAL_TYPE=t ype ]

[ / TRUNCATE_USER_NAME ]

[ /USER _NAME=r enpt e_user _nane ]

UNIX Syntax

rsh host | -1 remote_user _name | | remote_command |

Parameters

host

Required.

Remote host at which you want the command to execute.
remote_command

Optional. Default: none.

Command you are sending to the remote host for execution.

Note

The remote_command parameter must be the last item on the command line.

Qualifiers
/EIGHTBIT

Optional. Default: only 7-bit data is sent.

Accepts 8-bit data from the terminal and sends it to the remote system.
/ESCAPE_CHARACTER= character

Optional. Default: Tilde (~).

RSH escape character. This character lets you exit the RSH process without entering the remote
host's typical logout sequence, such as LOGOUT or Ctrl/D.
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Typing the escape character and a period (.) breaks the connection with the remote host. For

example:

renote> ~. (characters not echoed)

URSH- S- LCLCLOSED, Local connection cl osed
| ocal _vns>

/LOG_FILE= file
Optional. Default: no logging.

Logs a copy of the output to the specified file. Output continues to be directed to SYSSOUTPUT
while it is being recorded in the log file.

Not valid with /SYSERROR.

/LOWERCASE
/NOLOWERCASE

Optional. Default: /LOWERCASE.

Sends your local user name to the remote host in lowercase letters.

To send your user name in uppercase letters, do one of the following:

*  Specify /NOLOWERCASE.

* Enclose the user name in quotation marks (" " ). (See the /USER _NAME qualifier.)

To send your user name in mixed case, enclose it in quotation marks (" " ).
/PASSWORD[= password]

Optional.

Your password on the remote host.

Invokes the local REXEC facility that directs your RSH command to the REXEC server on the
remote host. This server does authentication checking using the user name and password that you
specified on the RSH command line.

* Enclose the password in quotation marks (" ") if it is lowercase or mixed case.

* If you omit password, RSH (REXEC) prompts you for one.

* Do not use this qualifier if you want to initiate an RLOGIN session.
/INO]SYSERROR

Optional. Default: /NOSYSERROR

Directs diagnostics to SYSSERROR and output to SYSSOUTPUT.

When SYS$SERROR and SYSSOUTPUT both output to the same terminal, the output might be
garbled.

/NOSYSERROR directs output only to SYS$SOUTPUT.
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/TERMINAL SPEED=n

Optional. Default: your terminal's current speed.

Terminal speed passed to the remote host during an RLOGIN session.
/TERMINAL TYPE= type

Optional. Default: your terminal's current type.

Terminal type passed to the remote host during an RLOGIN session.
/TRUNCATE_USER NAME

Optional. Default: User names are not truncated

Abbreviates the user name sent to the remote host to eight characters.

/USER_NAME-= remote_user name
-1 remote_user name (valid only on UNIX systems)

Optional. Default: same name on local host, but in lowercase letters.

Your user name on the remote host. Specify this qualifier if your user names on the remote host
and local host are different.

To send your user name in uppercase letters, do one of the following:
*  Specify /NOLOWERCASE.
* Enclose the user name in quotation marks (" " ).

To send your user name in mixed case, enclose it in quotation marks (" " ).

Examples
1. $ RSH HENCE MAN CP

cp(1)
Name
cp - copy file data
Synt ax
cp[ -f 10 -i 11 -p] filel file2
#
See Al so
cat (1), pr(1), nmv(1)
$

A user sends the man c¢p command to UNIX host hence for execution.
2. $ RSH / USER_NAME=ROCGERS DELPHI LS

OpenVMS user PHILIPS enters the | S command for execution at remote UNIX host del phi .
PHILIPS is accessing an account called r ogers.

3. $ RSH / PASSWORD=BLOOMER AVOC8N DI RECTORY
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OpenVMS user PANTO sends the DIRECTORY command to remote OpenVMS host AVOCSN.
The remote directory listing is of PANTO's home directory.

RSH /PASSWORD invokes REXEC, which authenticates PANTO's remote password.

$ RSH / PASSWORD MAG C CAT BUZZ. TXT
REXEC passwor d: (password not echoed) Return

A user sends the cat command to host magi ¢. /PASSWORD invokes REXEC, which requires a
password. Because the password was omitted from the command line, REXEC prompts the user
for it.
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Chapter 4. Establishing Network
Terminal Sessions Using TELNET/
TN3270

With the TELNET software in TCP/IP Services, you can log in to a remote internet system. This is
called establishing a TELNET session. Your terminal appears to be attached directly to the remote
system.

You can establish a TELNET session with a host that uses IBM 3270 model terminals (TN3270).

Note that you can also use RLOGIN to log in to remote internet hosts. However, RLOGIN does not
have the ability to manage a 3270 session. To determine the best remote login service for your needs,
see Section 1.1.2. For more information about RLOGIN, see Chapter 3.

The following table lists the TELNET/TN3270 network terminal services and the sections that explain
how to use them.

Capability Section
Use either DCL or UNIX command syntax. 4.1
Establish a network terminal session with any 4.3
other host that uses TCP/IP as a transport.

Log all terminal output to a file. 4.5
Toggle between the remote host and the local 4.7
TELNET prompt.

Suspend TELNET/TN3270 to spawn a 4.8
subprocess at the DCL prompt.

Establish multiple TELNET sessions. 4.9
Toggle between open sessions. 4.9.1

Customize the way TELNET interprets control ~ 4.6.2
characters, sends and receives transmissions, and

displays processing on your terminal. 4.10
Send commands to the remote host that affect 4.11
processing of commands you have entered.

Run IBM 3270 model terminal emulation 4.12
(TN3270).

Record a TN3270 screen's contents. 4.12.5

To use the network terminal services, you need the following:
* A user account on the remote host also running TELNET
* A user account on the OpenVMS system that runs TCP/IP Services

To use TELNET, enter the commands summarized in Table 4.1. (For complete command descriptions,
see Section 4.13.)
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Table 4.1. TELNET/TN3270 Commands Summary

DCL Style UNIX Style Description
Starting (at the DCL Prompt)
TELNET t el net Invokes TELNET.

TELNET remote_host

tel net renote_host

Invokes TELNET and
establishes a connection to a
remote host.

TN3270 N/A Invokes TELNET and TN3270.

TN3270 remote_host N/A Invokes TELNET, runs TN3270,
and establishes a connection to a
remote host.

Getting In and Out of Sessions

CONNECT open Establishes a connection
between the local host and a
remote host.

CREATE SESSION N/A Establishes a pseudo device and
connects it to a remote listener
port.

DELETE _SESSION N/A Deletes a pseudo device created
by the CREATE_SESSION
command.

DISCONNECT cl ose Terminates your current session.

Ctrl/] Ctrl/] Takes you from the remote host
back to the TELNET prompt.

EXIT qui t Closes open connections and
exits from TELNET.

HELP hel p Invokes online help.

?
RESUME Ret ur n Resumes an open connection.
SPAWN z Suspends your TELNET session

and takes you to the DCL
prompt.

Customizing the TELNET Environment

DISABLE AUTOFLUSH

t oggl e autof | ush

Disables the automatic flushing
of output when interrupt
characters are sent.

DISABLE AUTOSYNCH

t oggl e aut osynch

Disables the automatic sending
of interrupt characters in urgent
mode.

DISABLE BINARY

toggl e binary

Disables transmission in binary
mode.

DISABLE CRLF

toggle crif

Disables the sending of carriage
returns as Return LF.
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DCL Style

UNIX Style

Description

DISABLE CRMOD

t oggl e

cr nod

Disables the mapping of
received carriage returns.

DISABLE DEBUG

t oggl e

net dat a

Disables the display of data flow
information in hexadecimal.

DISABLE LOCAL_CHARS

toggl e

| ocal chars

Disables the interpretation

of certain control characters
by your local TELNET client
and passes them to the remote
TELNET server.

DISABLE OPTIONS VIEW

toggl e

opti ons

Disables the display of option
negotiations between the client
and server.

ENABLE AUTOFLUSH

t oggl e

aut of | ush

Enables the automatic flushing
of output when interrupt
characters are sent.

ENABLE AUTOSYNCH

t oggl e

aut osynch

Enables the automatic sending
of interrupt characters in urgent
mode.

ENABLE BINARY

toggl e

bi nary

Enables transmission in binary
mode.

ENABLE CRLF

toggl e

crlf

Enables the sending of carriage
returns as Return LF.

ENABLE CRMOD

t oggl e

cr nod

Enables the mapping of received
carriage returns.

ENABLE DEBUG

t oggl e

net dat a

Enables the display of data flow
information in hexadecimal.

ENABLE LOCAL_CHARS

toggl e

| ocal chars

Enables the interpretation of
certain control characters by
your local TELNET client
and prohibits them from being
passed to the remote TELNET
server.

ENABLE OPTIONS VIEW

toggl e

opti ons

Enables the display of option
negotiations between the client
and server.

SHOW DEVICE

Displays the current devices.

SHOW PARAMETERS

di spl ay

Displays the current parameter
settings.

SHOW SESSION

Displays the current sessions.

SHOW STATUS

st at us

Displays the current status.

SET ECHO

set echo

Sets the echo character to the
specified character.

SET ERASE

set erase

Sets the erase character to the
specified character.
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DCL Style UNIX Style Description

SET ESCAPE set escape Sets the escape character to the
specified character.

SET FLUSHOUTPUT set fl ushout put Sets the flush output character to
the specified character.

SET INTERRUPT set interrupt Sets the interrupt character to the
specified character.

SET KILL set kill Sets the kill character to the
specified character.

SET MODE node Sets the transmission mode to
character or line.

SET QUIT set quit Sets the quit character (an
alternate interrupt character) to
the specified character.

SET TERMINAL Sets the terminal type to the

specified model.

Sending Commands to the Remote Host

SEND AO send ao Sends the Abort Output
command.

SEND AYT send ayt Sends the Are You There
command, testing the path to the
remote application and eliciting
connection status information
from the remote host.

SEND BRK send brk Sends the Break command.

SEND EC send ec Sends the Erase Character
command.

SEND EL send el Sends the Erase Line command.

SEND GA send ga Sends the Go Ahead command.

SEND [P send ip Sends the Interrupt character.

SEND NOP send nop Sends the No Operation
command to test whether
data can be sent to the remote
host, eliciting an error if the
connection is not open.

SEND SYNCH send synch Sends the Synchronize character.

4.1. Typing TELNET/TN3270 Commands

Use the following rules when you enter a TELNET command line.

4.1.1. DCL and UNIX Command Formats

With the TELNET command and most of the commands entered at the TELNET prompt, you can use
either DCL or UNIX syntax. For example, the following two commands produce the same results:

$ TELNET
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TELNET> SHOW PARAMETERS

$ TELNET
TELNET> DI SPLAY

4.1.2. Quotation Marks

Do not include quotation marks on the command line, as shown in the following examples:

* The TELNET command line:
$ TELNET CENTRAL

*  The TN3270 command line:
$ TN3270 CENTRAL

e Commands at the TELNET prompt:

TELNET> CONNECT CENTRAL

The following example connects to UNIX host m gai n and sets a terminal type with the /
TERMINAL TYPE qualifier. No quotation marks are needed to pass a terminal type to m gai n in
lowercase, as demonstrated with the remote host's pri nt env command.

$ TELNET M GAI N / TERM NAL_TYPE=vt 300
QTELNET-1-Trying, Trying ...11.90.208.56

9 ELNET- | - SESSI ON, Session 01, host migain, port 23
- TELNET- | - Escape, Escape character is ']’

Hell o from UNI X host migain

| ogi n: root

Password: . ..

m gai n#¥ printenv

TERM=Vt 300

HOVE=/

SHELL=/ bi n/ csh

USER=r oot

PATH=/ bi n: /usr/bin:/usr/uch:/etc:/usr/etc:.
LOGNAME=T oot

PWD=/

nm gai n#

4.2. Obtaining Online Help

You can obtain online help for the TELNET and TN3270 services by entering any of the following
commands at the DCL prompt:

$ HELP TELNET
$ HELP TN3270
$ HELP TCPI P_SERVI CES TELNET

You can also enter the HELP command at the TELNET prompt:

TELNET> HELP
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4.3. Starting TELNET and TN3270

You can start a TELNET or TN3270 session with a remote host (also called establishing a connection
and opening a connection) in one of the following ways:

» At the DCL prompt, enter either the TELNET or the TN3270 command and specify a remote host.

e At the DCL prompt, enter either the TELNET or the TN3270 command with no parameters. At
the TELNET or TN3270 prompt that appears, enter the CONNECT or open command, and
specify a remote host.

* Invoke and use TELNET or TN3270 from a command procedure (see Section 4.6.1).

The following example shows three ways to establish a connection interactively:

$ TELNET CENTRAL / TERM NAL_TYPE=| BM 3278- 2
$ TELNET

TELNET> CONNECT CENTRAL 23 VT200

$ TN3270 CENTRAL / TERM NAL_TYPE=| BM 3278- 3

You can invoke TELNET or TN3270 and, without connecting to a remote host first, enter certain
commands that customize the sessions and display parameters or status, as shown in the following
example:

$ TELNET

TELNET> SHOW STATUS

QT ELNET- E- NOSESSI ON, No active session
Escape character: '7]'

TELNET>SET DEVI CE TERM NAL=VT300

TELNET> OPEN GALAXY

9TELNET-1-TRYING Trying ... 1.20.208.10
YELNET- | - SESSI ON, Session 01, host gal axy, port 23
- TELNET- | - ESCAPE, Escape character is "]
Conpag Tru64 UNI X (gal axy.udb.com (ttyp5)
| ogi n:

4.3.1. Establishing Kerberos-Based Secure
Connections

Kerberos is a network authentication protocol designed to provide strong authentication for client/
server applications by using secret-key cryptography. Kerberos uses strong cryptography so that a
client can prove its identity to a server (and vice versa) across an insecure network connection. The
TCP/IP TELNET service uses Kerberos to make sure the identity of any user who requests access to a
remote host is authentic.

Before you can use the Kerberos TELNET client, the OpenVMS Security Client software must
be configured on the OpenVMS system. For more information about installing and configuring
the OpenVMS Security Client software, see the VSI OpenVMS Alpha Version 7.3-2 Upgrade and
Installation Manual.

4.3.1.1. Kerberos Principal Names

Before you use the Kerberos TELNET client, make sure the local host name is fully qualified in the
local hosts database. Kerberos realms form principal names using fully-qualified domain names. For
example, t er se. nbs. comis a fully qualified domain name; t er se is a simple host name.
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TCP/IP Services is usually configured so that the host name is entered in the hosts database as a
simple host name. That is, on host TERSE, the TCP/IP management command SHOW HOST TERSE
returns t er se, nott er se. mbs. com

To correct a mismatch between the Kerberos realm and the TCP/IP Services configurations, follow
these steps from a privileged account at a time when system usage is low:

1. Find the host's numeric address. For example:

$ TCPIP
TCPI P> SHOW HOST terse

LOCAL dat abase
Host address Host nane
15. 28. 311. 11 terse

2. Remove the simple host name. For example:

TCPI P> SET NOHOST t er se/ CONFI RM

3. Use the SET HOST command to associate the fully qualified domain name with the IP address, as
shown in the following example:

TCPI P> SET host "terse.nbs. cont/ADDRESS=15. 28. 311. 11 -
_TCPI P> / ALI AS=(" TERSE. MBS. COM', "terse", "TERSE")

Specify the /ALIAS qualifier to ensure that applications can handle host names in uppercase and
lowercase.

4. Confirm that the first name returned is fully qualified.

TCPI P> SHOW HOST terse
LOCAL dat abase
Host address Host nane

15.28.311. 11 terse. nbs.com TERSE. MBS. COM terse, TERSE

4.3.1.2. Initiating an Authenticated TELNET Connection

To initiate an authenticated connection, perform the following steps:

1. On a Kerberos-enabled system, enter a KINIT username command. Enter your password when
prompted.

Note

Always specify the user name on the KINIT command line. Kerberos realms are usually set up with
lowercase user names, but on OpenVMS, user names are stored in uppercase. When you specify the
user name, it will be accepted as lowercase.

2. To initiate an authenticated connection, enter the following command:

$ TELNET/ AUTHENTI CATE host - nane
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3. To use the same ticket on a remote system, you can forward your ticket by entering the following
command:

$ TELNET/ AUTHENTI CATE/ FORWARD host - nane

4. To use your credentials in another realm, enter the following command:

$ TELNET/ AUTHENTI CATE/ REALMEr eal m nane.

4.4. Exiting TELNET and TN3270

You can end a TELNET or TN3270 session (close the connection) in one of the following ways:
* At the remote host's system prompt, log out.

* At the remote host's system prompt, return to the TELNET or TN3270 prompt and disconnect the
session, as follows:

1. At the remote host's system prompt, press the TELNET/TN3270 escape character (Ctrl/] is the
default).

2. Atthe TELNET or TN3270 prompt, enter either the DISCONNECT or the cl 0Se command.

The following example shows two ways to close connections:

% | ogout

YELNET- S- REMCLOSED, Renpt e connection cl osed

- TELNET-| - SESSI ON, Session 01, host gal axy, port 23
TELNET>

TELNET> EXI T

$

%

Crl/] (characters not echoed)

TELNET> DI SCONNECT

gal axy. udp. conp

TELNET> DI SCONNECT

Y ELNET- S- LCLCLOSED, Local connection closed

- TELNET-| - SESSI ON, Session 01, host gal axy, port 23
TELNET>

4.5. Keeping a Log of Your TELNET Session

To keep a log of your TELNET session, use the /LOG_FILE qualifier. (You cannot use this qualifier
with a TN3270 session.)

The following example establishes a TELNET connection to node cent r al , sets the terminal type to
VT200, and logs all session output to the file CENT.LOG in your current directory.

$ TELNET/ LOG_FI LE=CENT. LOG TERM NAL_TYPE=VT200 CENTRAL

4.6. Command Procedures

With DCL command files, you can start TELNET and TN3270 sessions (see Section 4.6.1) and
customize the TELNET/TN3270 environment (see Section 4.6.2).
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4.6.1. Starting TELNET/TN3270

You can create a command procedure containing the DCL commands DEFINE and TELNET (or
TN3270) commands.

The following shows an example of a TELNET command procedure:

$! My TELNET startup command file, START_TELNET. COM

$!

$! This conmand procedure establishes a TELNET session
$! with UNI X host central.

$!

$ DEFI NE / USER_MODE SYS$I NPUT TT:

$ TELNET CENTRAL

4.6.2. Initialization Command Files

You can create initialization command files to customize your TELNET/TN3270 sessions with SET,
ENABLE, and DISABLE commands. These command files:

* Are optional. They eliminate the need to enter individual TELNET commands.
* Have the following requirements:
* Location: Your login directory
* Name: TELNETINIT.INI
* Format: one command per line
* Run automatically when you invoke TELNET or TN3270.
* Let you specify the logical name, TELNETINIT, to point to an initialization file.

The following example shows a TELNET initialization command procedure:

I This file, TELNETINIT.IN, sets ny TELNET paraneters

I the way | like them
|

DI SABLE AUTOFLUSH

ENABLE Bl NARY

ENABLE DEBUG

SET DEVI CE / TERM NAL=VT300
SET ESCAPE "“/p"

4.7. Toggling Between the Remote Host and
Local TELNET/TN3270

During a session with a remote host, you can toggle between the local TELNET or TN3270 process
and the connected host. For example, at the TELNET prompt, you might want to display status,
modify a TELNET parameter, or spawn a DCL subprocess.

» To return to the local TELNET or TN3270 prompt (TELNET command mode), enter the
TELNET escape sequence (the default is Ctrl/]) at the remote host's prompt (TELNET input
mode).
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To resume your session with the remote host, enter one of the following at the TELNET (or
TN3270) prompt.

TELNET> Return

or

TELNET> RESUME

or

TELNET> RESUME n

where 7 is the number of the session to which you want to return.

To change the default escape sequence, enter the following at the TELNET (or TN3270) prompt:

TELNET> SET ESCAPE "“escape_character”

The following example toggles between remote UNIX host bi way and the local OpenVMS system.

biway> Crl/] (characters not echoed)
TELNET> SHOW STATUS
Session 1 Active Host biway Port 23

Operating Mode: Character-at-a-tine
Escape character: '7]'
Opt i ons:
Echo - Renpte
Term nal Type - Local
Term nal Type - VT300
Suppress Go Ahead - Local
Suppress Go Ahead - Renote
Ter mi nal Dat aoveruns: 0
Suspended Network 1/GCs: O

TELNET> Return
bi way>

In the next example, user BENTLEY, working at OpenVMS node EAGLE, uses TELNET to do the
following:

1.

2.

Establish a connection to UNIX host f er n.
Return to the local TELNET prompt.
Display status.

Establish a connection to host gannet .
Return to the TELNET prompt.

Display status.

Connect to sands. But sands closes the connection because BENTLEY incorrectly enters the
password three times.
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8. Try to resume the session with
gannet
. However, RESUME without specifying a session number fails:

*  With multiple sessions, RESUME's default is the "active" session, the one with the most
recently opened connection.

* The host to which BENTLEY connected most recently is sands. However, because
BENTLEY incorrectly typed the password during login, sands closed the TELNET
connection and displayed the following:

No current session.

* Because no connection is active (or current), BENTLEY must specify a session number on the

RESUME command line.

$ TELNET FERN

fern> Crl/] (characters not echoed)
TELNET> SHOW STATUS
Session 1 Active Host FERN

TELNET> CONNECT GANNET

gannet> Crl/] (characters not echoed)

TELNET> SHOW STATUS

Session 2 Active Host GANNET
Operating Mdde: Character-at-a-tine
Escape character: '"]'

Session 1 Wiiting Host FERN

TELNET> CONNECT SANDS

9TELNET-1-Trying, Trying...11.18.222.95

YELNET- | - SESSI ON, Session 03, host sands, port 23
- TELNET-| - Escape, Escape character is '~]'.

User nane: BENTLEY
Passwor d:

User authorization failure
User nane: BENTLEY
Passwor d:

User authorization failure
User nane: BENTLEY
Passwor d:

User authorization failure
Renpt e connection cl osed
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TELNET> RESUME

No current session

TELNET> SHOW STATUS

Session 1 Waiting Host FERN
Session 2 WAiting Host GANNET

TELNET> RESUME 2

gannet> Cirl/] (characters not echoed)
TELNET> SHOW STATUS

Session 2 Active Host GANNET

Operating Mode: Character-at-a-tine
Escape character: "7]'

Session 1 Wiiting Host FERN
TELNET>

4.8. Suspending TELNET to Return to the
Local DCL Prompt

While using TELNET, you can use the SPAWN command to suspend your current session and create
a subprocess at the local DCL prompt. At the DCL prompt, you can then enter any number of DCL
commands. To return to your suspended TELNET session (exiting the DCL subprocess), enter the
LOGOUT command.

In the following example, the user suspends the TELNET session to list the files in the working
directory on the local host and deletes one of the files in that directory and then returns to the
TELNET session.

TELNET> SPAWN
$ DR

$ DEL TR3. TXT: *

$ LOGOUT

Process FERN 1 | ogged out at 17-JAN-2002 11:08:24.90
TELNET>

4.9. Multiple Sessions

TELNET supports:

e Multiple simultaneous connections

» 10 or more simultaneous sessions

*  Only one session at a time if it uses TN3270

The TELNET command SHOW STATUS helps you keep track of multiple sessions. The SHOW
STATUS display uses the terms shown in Table 4.2.
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Table 4.2. Terminology Used in TELNET Command SHOW STATUS Display

Term Meaning

Active host Host from which you entered the escape sequence
to return to the TELNET prompt.

Current session If you log out of the active host at its system
prompt, or enter the TELNET command
DISCONNECT, no current session exists.

To resume a connection, even if only one exists,
enter the following command:

TELNET> RESUME n

Waiting hosts Other hosts with whom you have open sessions,
numbered in the order that you connected to
them.

To resume a connection with a waiting host, even
if only one exists, enter the following command:

TELNET> RESUME n

To open another TELNET connection, perform the following steps:

1. At the system prompt of the remote host, enter the TELNET escape sequence (default is Ctrl/]).
2. TELNET returns to the TELNET prompt.

3. Start another session by issuing the CONNECT command.

The following example starts multiple sessions with UNIX hosts f i nder and keeper .

$ TELNET FI NDER
finder> ()

finder> Ctrl/] (characters not echoed)
TELNET> CONNECT KEEPER

keeper> ()

keeper> Ctrl/] (characters not echoed)
TELNET> ()

4.9.1. Toggling Between Open Sessions

To toggle between one open TELNET connection and another:
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1. Enter the TELNET escape sequence.

2. Ifnecessary, use the SHOW STATUS command to check the number of your session with the
other host.

3. Enter the TELNET RESUME n command, where 7 is the number of the session to which you
want to return.

For an example, see Section 4.7.

4.9.2. Displaying Session Information

To display a list of your active sessions, use the following SHOW SESSION command:

TELNET> SHOW SESSI ON Ret urn
Session 01, host finder, port 23
Session 02, host keeper, port 23 (default active session)

If there are no active connections, the SHOW SESSION command displays the following message:

OTELNET- E- NOSESSI ON, No active session

4.10. Customizing TELNET/TN3270
Transmissions, Control Characters, and
Displays

To customize the TELNET/TN3270 processing environment, use the ENABLE, DISABLE, and SET
commands. You can modify how TELNET and TN3270 perform the following actions:

* Send and receive transmissions
» Display processing on your terminal
» Interpret certain control characters

You can redefine the following control characters, in situations when, for example, your terminal or
the remote host does not recognize the corresponding default control character.

* Echo
* FErase
* Escape

*  Flush output

e Interrupt
« Kill
e Quit
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Use the SET command to redefine these characters. For example, the following command defines the

interrupt character to be the letter a or A.

TELNET> SET | NTERRUPT "~a"

TN3270 allows you to redefine your keyboard. You can redefine most IBM 3270 model functions
and all emulated functions and characters. You can create a key definition file with DEFINE/KEY
statements to redefine the keyboard. Alternatively, you can redefine a key interactively by using the
DEF KEY function (Ctrl/K on VT100-and VT200-series terminals) (see Section 4.12.9.)

You can determine the mode TELNET uses to transmit data. The appropriate TELNET mode for a

session depends on:
*  The remote host to which you are connecting

* The applications you use

Table 4.3 shows the modes that control TELNET communications.

Table 4.3. TELNET Transmission Modes

Mode

Function

Local Characters Mode

The local host interprets control characters,
translating them to TELNET protocol sequences
(ENABLE LOCAL_CHARS). Use this mode
when the local and remote hosts implement
different control characters. By default, characters
are interpreted by the remote host (DISABLE
LOCAL_CHARS).

Binary Mode

The local host sends transmissions in binary
mode (ENABLE BINARY). Use this mode when
the remote host expects each line of data to end
with a carriage return/line feed combination. By
default, the local host sends transmissions with
the end-of-line (EOL) character mapped to the
carriage return/line feed combination (DISABLE
BINARY).

Debug Mode

TELNET displays data flow in both hexadecimal
and readable text (ENABLE DEBUG). By
default, TELNET displays data in readable text
only (DISABLE DEBUG).

Character Transmission Mode

TELNET transmits data one character at a time
(SET MODE CHAR) rather than line by line.
Use this mode when you run a text editor (on
the remote host) that does character processing.
Character transmission mode is the default.

Line Transmission Mode

TELNET transmits data one line at a time (SET
MODE LINE). Most clients send a character at
a time. The remote host server must support line
transmission mode.

This allows you to do signal trapping as well as
local-character editing and tab expansion.

99



Chapter 4. Establishing Network Terminal Sessions Using TELNET/TN3270

4.11. Sending Commands to the Connected

Remote Host

While in input mode (an active session with a remote host), you can enter SEND commands that
affect the remote host's processing of commands you have entered. You use these commands when
the remote host does not recognize the default key or key sequence used for the same operation. You
can use the SEND AYT and SEND NOP commands to determine whether or not your session with
the remote host is still open. Table 4.4 lists the functions available to you at the remote host with each

SEND command.

Table 4.4. Sending Commands to the Remote Host

you are executing at the remote
host, and in urgent mode (out-

Function Command When to Use

Abort output of the last remote |SEND AO You want to terminate output but

command you entered, without not the execution of the process.

discontinuing execution of the

process. After already aborting output,
you want to resume output. The
remote host does not recognize
the Ctrl/O sequence as the flush
output character.

Determine if your connection SEND AYT Test the connection to the

with the remote host is still remote host application and

established. The remote host verify that the remote host

replies with connection status application is responding. You

information. are notified on success.

Terminate execution of the last |SEND BRK The remote host does not

command you entered at the recognize the Ctrl/C sequence as

remote host. an interrupt character.

Delete the last character you SEND EC The remote host does not

entered at the remote host. recognize your Delete key.

Delete the last line of text you |SEND EL The remote host does not

entered at the remote host. recognize your Delete key or
command-line recall.

Signal the remote host that your |[SEND GA The application requires GA

local system is ready. commands in either one or both
directions.

Interrupt execution of the last SEND IP Your terminal or the remote host

command you entered at the does not recognize the default

remote host. interrupt character (Ctrl/C).

Determine whether your local |SEND NOP Check the communication path

host can send data to the to the remote host. You are

connected remote host and notified on error.

whether the remote host can

receive that data.

Interrupt the current process SEND SYNCH You want to clear immediately

the communications path
between your system and the
remote host, with the remote
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Function Command When to Use
of-band), get a quicker response host ignoring any incoming data
time to the interrupt. not yet processed.

4.12. IBM 3270 Model Terminal Emulation
(TN3270)

You can run a TELNET session with a host that uses IBM 3270 model terminals by using the TN3270
command. The TN3270 command:

*  Provides IBM 3270 Information Display System (IDS) terminal emulation.
* Assigns IBM 3270 functions to your keyboard.

* Assigns IDS functions to specific keys.

During a TN3270 session, you can do the following:

* Record your sessions (Section 4.12.5).

* Redefine keys permanently (Section 4.12.9.5).

* Redefine keys interactively (Section 4.12.9.5.1).

e Troubleshoot problems (Section 4.12.9.6).

Note

When you run TN3270, you can only have one session. You cannot have other sessions running
simultaneously, as you can when running normal TELNET sessions.

4.12.1. Supported IBM Terminal Models

Table 4.5 lists the IBM 3270 terminal models that TELNET/TN3270 can emulate.

Table 4.5. TELNET — IBM 3270 Model Terminals Supported for Telnet/TN3270

Model Screen Size (Rows x Columns)
IBM 3278 Model 2 24 x 80

IBM 3278 Model 3 32x 80

IBM 3278 Model 4 43 x 80

IBM 3278 Model 5 27x 132

4.12.2. Setting Up Your PC or Terminal for IBM 3270
Terminal Emulation

When you use TELNET and specify IBM 3270 model terminal emulation (TN3270), the image
displayed on your screen depends on the following criteria:

* The type of terminal that you are using or that your PC is emulating
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* The features you set on it

Sections 4.12.2.1 and 4.12.2.2 explain how to set up VT200- and VT100-series terminals (or
emulation on PCs), respectively.

4.12.2.1. VT200-Series Terminal Setup

To set up a VT200-Series terminal for emulation, follow these steps:

1. At the Set-up Directory menu, select the keyboard type that corresponds to the keyboard layout
you are using (for example, North American).

2. At the Display Set-up menu, select the following:
* Interpret controls
* Light text, dark screen
e Cursor (visible)
3. At the General Set-up menu, select the following:
e VT200 or VT100 mode (if VT100 mode, set VT100 ID)
» 7-bit or 8-bit controls
*  Multinational/national
e Normal cursor keys
*  Nonew line

4. At the Communications Set-up menu, select the following:

XOFF at 64 or XOFF at 128
*  8-bit communication line
» 8-bit (any) parity
*  No local echo
5. At the Keyboard Set-up menu, select warning bell ON.

At the DCL prompt, enter the following command:

$ SET TERM NAL /| NQUI RE
The software determines the terminal's characteristics and sets the appropriate parameters.

If you select National character mode, enter the following command:

$ SET TERM NAL / NOEI GHTBI T

4.12.2.2. VT100-Series Terminal Setup

To set up a VT100-Series terminal for emulation, follow these steps:
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1.

Set your terminal to ANSI mode (see the user's guide for your terminal).

2. Enter the following command at the DCL prompt:

$ SET TERM NAL/ | NQUI RE

This command causes the terminal to be questioned about its characteristics. The appropriate
parameters for the terminal are set up according to its response.

TN3270 requires terminal windows that support at least 24 lines and 80 columns.

4.12.3. Starting and Exiting from TN3270

Start a TN3270 session by using the TN3270 command. You can also use the TELNET/
TERMINAL TYPE=IBM-3278- n command. The default terminal type is IBM-3278-2. The
following examples show several ways to start a TN3270 session, using the TN3270 command and
connecting to host CENTRAL. For more information, see Section 4.3.

To use the default terminal type:
$ TN3270 CENTRAL
To use a terminal type other than the default:

$ TN3270/ TERM NAL_TYPE=l BM 3278- 4 CENTRAL

You can invoke TN3270 and, without first connecting to a remote host, enter certain commands that
customize the sessions and display parameters or status. You can also use a command file to invoke
TN3270 and the customization.

The TN3270 command includes several qualifiers that allow you to specify customized or special files
for the following:

Character-set translation tables file /CHARACTER_ SET= file) that translates between
EBCDIC and the DMCS. The default file, if set up by your system manager, is SYS
SLIBRARY:TN3270DEF.TBL. If this file does not exist, and you do not specify a file, TN3270
uses its own translation table.

Keyboard definition file (/KEY DEFINITIONS= file) that you create as an alternative to the
default keyboard layout.

National Replacement Character Set (NRCS) file (/NATIONAL CHARACTERS= n) for which
your terminal is configured. The default for 8-bit terminals is MULTINATIONAL. The default for
7-bit terminals is US_ASCII.

You can end a TN3270 session (close the connection) in one of the following ways:

At the remote host's system prompt, log out.

At the remote host's system prompt, return to the TN3270 prompt and disconnect the session as
follows:

1. At the remote host's system prompt, press the TN3270 escape character (Ctrl/] is the default).

2. At the TN3270 prompt, enter either the DISCONNECT or the cl 0Se command.
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4.12.4. Clearing Error Messages

TN3270 displays error messages in a bordered display at the bottom of your screen. This display
overwrites the status display and remains visible until you clear it. To clear the display, invoke one of
the following functions:

REFR

HELP

SET FIL

DEF KEY

4.12.5. Recording Sessions

During a TN3270 session, you can record your screen's contents. The PRINT function directs your
screen's contents to either a file or a spooled printer.

To record your screen's contents, follow these steps:

1.

Invoke the PRINT keyboard function, as described in Section 4.12.8.

The screen display is recorded in a file in a compressed state. Null lines (lines with only nulls and
attribute characters) do not appear.

Invoke the ENTER function or any function that transmits the screen contents to the remote host's
application, as described in Section 4.12.8.

This creates the default output file, TN3270PRINT.LIS. TELNET does the following:

Each time you start a TELNET session that runs TN3270, TELNET opens a new
TN3270PRINT.LIS file.

Each time you use PRINT during a session, TELNET appends new output from the screen to the
end of TN3270PRINT.LIS.

Each time you use PRINT, if you direct the output to a printer, TELNET creates a separate entry in
the print queue.

If the printer is spooled, TELNET immediately prints the output.

You can specify a different file name. To change the name, use one of the following methods:

When you start a TN3270 session, use the /PRINTER qualifier, as shown in the following
example:

$ TN3270 [ host ] /PRINTER=file

During a TN3270 session, follow these steps:

1. Use the SET FIL keyboard function, as explained in Section 4.12.8.
2. At the prompt for a new file name, enter a name.

If you specify the same name that is already in use, subsequent PRINT operations direct output
to a new version of the same file.

104



Chapter 4. Establishing Network Terminal Sessions Using TELNET/TN3270

3. Use the NEW LINE keyboard function, as explained in Section 4.12.8.

4.12.6. Online Help

Online help during a TN3270 session displays the following information:
* A picture of the keypad

* A list of TN3270 keyboard functions

* The key combinations that invoke the TN3270 keyboard functions

The Help screen shows the TN3270 functions as they correspond to the keys on your physical
keyboard, as follows:

e Top-row keys

* Editing keypad

e Application keypad

* Up to 32 control or extended character definitions

* All your definitions and changes, including those you make interactively

To see the Help screen, use the HELP function key F15.

4.12.7. If the Keyboard Locks

If your keyboard locks, the terminal bell rings, and the status line displays the following information:

I nhi b

To unlock the keyboard, press the KP0O key to invoke the RESET function. (KPO refers to the zero (0)
key in the application keypad on the right hand side of the keyboard.)

Do not use the following functions when the cursor is in a protected field (a field that does not accept
user input):

» DELETE
« DUP

* EREOF
- M

* Any graphic character

4.12.8. Keyboard Functions

This section describes the keyboard functions. Preceding each function description are the key
sequences for VT100 and VT200 terminals and the function name to use in a DEFINE/KEY
command. In many of the key sequences, TN3270 allows use of the extended function (EXT) feature.
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Used in conjunction with another key, EXT allows access to an extended function for that key. The
following illustrates the extended function feature in more detail.

ATTACH

VT100: EXT + E VT200: EXT + Find

DEFINE _KEY Function: ATTACH

Changes control from one subprocess to another subprocess or to the parent process. When you
invoke the ATTACH function, TN3270 uses the name of the last process to which you attached as the
default process name.

If you want to attach to a different process, press Ctrl/U to erase the default process name. You can
then enter the process name of your choice at the prompt. The process name can be a quoted string.
Use the quotation marks to preserve spaces, tabs, or lowercase letters in strings.

ATTN

VT100: EXT + A VT200: F19

DEFINE KEY Function: ATTENTION

Provides a way to "get the attention of"" the remote application program that you are running by
sending a SIGNAL RU command to the remote host. See the user's guide of the particular application
program to learn what response the program gives when you use this key.

Back Tab (| Left arrow)

VT100: BACKSPACE VT200: F12

DEFINE KEY Function: BACK TAB

Moves the cursor, depending on the type of screen. On a formatted screen, the cursor moves one of
the following ways, depending on the cursor's location when you press this key:

» Ifthe cursor is in a field, but not at the first position of the field, it moves to the beginning of the
unprotected field that it is in.

» If the cursor is in the first position of a field, it moves to the beginning of the preceding
unprotected field. If the cursor is in the first position of the first unprotected field, the cursor
moves to the first position of the last unprotected field on the screen.

On an unformatted screen, the cursor returns to the first position on the screen.

Cent Sign (¢)

VT100: EXT + C VT200: EXT + C

DEFINE KEY Function: (None)

Enters a cent sign. If your terminal does not have this character, your screen displays a hyphen ( - ).

CLEAR

VT100: EXT + Enter VT200: EXT + F20
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DEFINE KEY Function: CLEAR

Clears the screen and moves the cursor to the first position on the screen. When you invoke the
CLEAR function, the software notifies the application program that this function has been used.

DEF KEY (DEFINE key)

VT100: Ctrl/K VT200: Ctrl/K
DEFINE KEY Function: DEFINE KEY

Lets you interactively define or redefine a key. You get a prompt for the name of the key to define and
for a function you want to assign to that key. Refer to Section 4.12.9 for more information about using
the DEF KEY function.

DELETE

VT100: Delete VT200: <X]
DEFINE KEY Function: DELETE

Deletes the character at the cursor. The cursor remains where it is, and the other characters to the right
of the cursor in the same field move one position to the left. The end of the field fills with blanks.
Note that this is not the action normally associated with the Delete key on keyboards.

DSP ATT (display attributes)

VT100: Ctul/V VT200: EXT + F17
DEFINE _KEY Function: DISPLAY ATTRIBUTES

Enables and disables the visible attribute mode. This mode of operation forces display of the attribute
characters (that is, the characters at the start of a field that indicate the display and data type of that
field). In IBM 3270 model terminal emulation (TN3270), you can use the DSP ATT function to debug
application programs, as explained in Section 4.12.10.

DUP (duplicate)

VT100: EXT + * VT200: EXT + F12
DEFINE KEY Function: DUP

Lets you enter a value in the same field in several forms without needing to repeat the entry for each
form.

After entering the data in the field on the first form, use the DUP function when at the same field on
succeeding forms. The application program makes the necessary translation, filling in these fields
with the same value. For details about the use of this key, refer to the user's guide of the particular
application program.

Displays an asterisk (*).

DV CNCL (device cancel)

VT100: EXT +U VT200: EXT + Remove
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DEFINE KEY Function: DVCNCL

Cancels the RECORD function. Use the DV CNCL function if you begin using the RECORD
function and then decide you want to stop. If you want to delete a sequence that has already been
recorded on a PF key, use the RECORD function, press the PF key, and then use the DV CNCL
function.

ENTER

VT100: Line Feed + Enter VT200: Do + Enter
DEFINE _KEY Function: ENTER

Sends your input to the remote application program. While this communication is active, the keyboard
locks and indicator | nhi b appears on the status line. Usually the application program releases the
keyboard when it has finished processing your input.

ER EOF (erase to the end of the field)

VT100: EXT + KP, VT200: F18
DEFINE KEY Function: ERASE EOF

Erases the contents of the current field, from the location of the cursor to the end of the field. The
cursor remains in the same location.

ER INP (erase input)

VT100: EXT + KP- VT200: EXT + F18
DEFINE KEY Function: ERASE INPUT

On a formatted screen, clears all the data in the unprotected fields on your screen and moves the
cursor to the first position in the first unprotected field on the screen.

On an unformatted screen, clears all the data and moves the cursor to the first position on the screen.

You can also use the ER INP function to remove all previously recorded key sequences by using the
RECORD function and then the ER INP function.

EXIT

VT100: Ctrl/Z or F10 VT200: Ctrl/Z or F10
DEFINE KEY Function: EXIT

Terminates the remote TELNET/TN3270 session. Aborts any exchange of data in progress between
the local and remote hosts. Note that terminating a session with the IBM host in this way may result in
improper termination of the session. For the appropriate log-off command string, see the user's guide
for the IBM application with which you are communicating.

EXT (extended function)

VT100: KP. VT200: KP.
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DEFINE KEY Function: EXTEND

Used in conjunction with another key, allows access to an extended function for that key. First invoke
the EXT function, and then press the second key. If you invoke EXT accidentally, invoke the RESET

function to cancel the EXT function.

If the status display is enabled when you invoke the EXT function, the word Ext end appears on the

status line.

FM (field mark)

VT100: EXT +;

VT200: EXT + F13

DEFINE_KEY Function: FM

Specifies the end of a field on an unformatted screen or the end of part of an unprotected field on a

formatted screen. Refer to the user's guide of the remote application program for specific use of this

key.
Displays a semicolon ( ;).

HELP

VT100: EXT +H

VT200: Help

DEFINE KEY Function: HELP

Displays online help and an illustration of the TN3270 keyboard.

HOME

VT100: EXT + B

VT200: F13

DEFINE KEY Function: HOME

Repositions the cursor to the first position in the first unprotected field on the screen (that is, to the

beginning of the input area on the screen).

Horizontal Control (Right arrow and Left arrow)

VT100: Right arrow or Left arrow

VT200: Right arrow or Left arrow

DEFINE KEY Function: RIGHT, RIGHT NOWRAP, LEFT, or LEFT NOWRAP

Moves the cursor horizontally across your screen without changing data you have already entered.

Note the following about cursor behavior:

» Ifthe cursor is at the end of a line when you use the Right arrow function, the cursor moves to the

start of the next line.

» Ifthe cursor is at the beginning of a line when you use the Left arrow function, the cursor moves

to the end of the previous line.

If the screen display you receive is wider than 80 columns, you can use the Right arrow and Left

arrow functions to move through the display.
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If you want the cursor to wrap to the opposite edge of the display, use one of the following
function sequences:

EXT + Right arrow
EXT + Left arrow

INSERT

VT100: EXT + PF4 VT200: F14

DEFINE KEY Function: INSERT MODE

Enables insert mode. Use insert mode to edit what you entered. If the status display is enabled, the
word | nsert appears.

In insert mode, when you enter a character into an unprotected field, it is displayed to the left of the
cursor, moving the following display elements one position to the right:

e The cursor

»  The character at the cursor location

* All the characters to the right of the cursor in the field
You can insert characters into following:

*  Anunformatted screen

* Anunprotected field on a formatted screen until it is full

If you attempt to insert characters after the field is full, the keyboard locks, the terminal bell rings, and

the word | nhi b appears on the status line. If the keyboard locks when you try to insert characters
into a field that looks empty, the field might have trailing spaces. To delete these spaces, use the ER
EOF function.

To return your screen to the normal mode of entry, use one of the following keyboard functions:

 RESET
« CLEAR
« ENTER
* Any PA key
* Any PF key

Logical NOT (| -)

VT100: EXT + N VT200: EXT +N

DEFINE KEY Function: (None)

Represents the remote host's symbol for a logical NOT; displayed as a circumflex ( ).
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Logical OR (|)

VT100: EXT + O VT200: EXT + 0O

DEFINE KEY Function: (None)

Represents the remote host's symbol for a logical OR; displayed as a solid vertical line from the
terminal's graphics set. Press Ext + O if the vertical bar is not available on your keyboard.

New Line (hooked left arrow)

VT100: Return VT200: Return

DEFINE KEY Function: NEWLINE

Moves the cursor to the first unprotected position on the next line of your screen. If no unprotected
fields are on the screen when you invoke the new line function, the cursor moves to the first location
on the screen. If the screen has no fields, this key has the same function as the Return key.

NUM OVR (numeric lock override)

VT100: EXT +1J VT200: Remove

DEFINE KEY Function: NUMOVR

Lets you enter nonnumeric characters into numeric fields. Once you enable this function, use NUM
OVR again to disable it. If you do not disable the numeric lock override, it remains enabled even
after you exit from TN3270. The letter Oappears on the status line to indicate that the numeric lock
override is in effect.

PA1, PA2, PA3

VT100: PF4 , KP-, KP, VT200: PF4 , KP-, KP,

DEFINE KEY Function: PA1-PA3

These program access keys are defined by the program you are using. These keys request attention
from the remote application program without sending any data. You should refer to the user's guide of
your application program to learn how the PA keys are defined.

PF1 through PF24

VT100: see table VT200: see table

DEFINE KEY Function: PF1-PF24

These program function keys are defined by the remote application program you are using. They
request attention from the application program and send the data entered to the host. The PF keys are
coded by the application program to perform functions relating to the application. A particular PF key
may be coded differently from one application to another. The user's guide of the remote application
program usually defines the specific PF key assignments for that application program.

To Implement this Function Press This Key or Key Combination

PF1 PF1
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To Implement this Function Press This Key or Key Combination
PF2 PF2

PF3 PF3

PF4 KP7

PF5 KP8

PF6 KP9

PF7 KP4

PF8 KP5

PF9 KP6

PF10 KP1

PF11 KP2

PF12 KP3

PF13 EXT + PF1
PF14 EXT + PF2
PF15 EXT + PF3
PF16 EXT + KP7
PF17 EXT + KP8
PF18 EXT + KP9
PF19 EXT + KP4
PF20 EXT + KP5
PF21 EXT + KP6
PF22 EXT + KP1
PF23 EXT + KP2
PF24 EXT + KP3
PLAY

VT100: EXT+M VT200: Insert Here

DEFINE KEY Function: PLAY

Recalls keystroke sequences stored on PF keys using the RECORD function. Invoke the PLAY
function and then press the PF key on which the desired key sequence is stored. The PLAY function
executes all commands included in the keystroke sequence.

If the HELP utility is invoked in your key sequence, the PLAY function continues until you exit from
the HELP utility. Also, if you use functions that require you to respond to prompts (such as ATTACH,
DEF KEY, SET FIL, or SPAWN), the information you enter at the prompt is not recorded. When you

recall the sequence, the system prompts you for this information again.

The letter P appears on the status line if the status display is enabled.

PRINT

VT100: EXT + P VT200: F11

112



Chapter 4. Establishing Network Terminal Sessions Using TELNET/TN3270

DEFINE KEY Function: PRINT

Records the contents of your screen in a file or at a printer. (This is a local print feature.) If the status
display is enabled when you use the PRINT function, the word Pr i nt appears on the status line.
Your screen refreshes when the printing process completes.

The first use of PRINT in a given run of TN3270 creates a new version of the output file. Successive
uses of PRINT in the same program cause the screen contents to append to the existing file. If the
output is directed to a printer, each use of PRINT creates a separate entry in the printer queue. If the
printer is a spooled printer, the output is released for printing immediately.

To specify where to direct the output file, use the command qualifier /PRINTER= file. The SET FIL
function allows you to change the name of the output file each time you invoke the PRINT function.

RECORD

VT100: EXT +L VT200: EXT + Insert Here
DEFINE _KEY Function: RECORD

Saves a keystroke sequence on a specific PF key. Invoke the RECORD function with the appropriate
key sequence, press the PF key as prompted, enter the keystroke sequence, and then invoke the

RECORD function again. You can save a maximum number of 127 keystrokes on each PF key. If the
status display is enabled when you use the RECORD function, the letter R appears on the status line.

To recall the keystroke sequence, use the PLAY function. To cancel the RECORD function, use the
DV CNCL function. To erase all previously recorded key sequences, use the ER INP function.

REFR (refresh)

VT100: Cul/W VT200: Ctrl/W or F20
DEFINE KEY Function: REFRESH

Removes TN3270 error messages, operating system messages, or other messages that appear on your
screen. This key function deletes extraneous characters from your screen and redisplays the fields and
data that were on the screen before the interruption.

This function does not transmit or receive data from the remote host. It is a local OpenVMS function.

RESET

VT100: KPO VT200: KPO
DEFINE _KEY Function: RESET

Returns the keyboard to normal input mode from insert mode. Also, the RESET function returns the
keyboard to your control after it locks when you try to enter data in to a protected or a full field, or
when you try to enter the wrong type of data in a field.

Invoking RESET turns off the | nhi b indicator. The cursor remains where it is and the screen remains
unchanged.

SELECT

VT100: EXT + K VT200: Select
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DEFINE KEY Function: SELECT

Lets you choose items from a menu, table, or list and then notify the program of your selection. Use
the arrow keys to position the cursor on the field designator character, then use the SELECT function.
For more information on using SELECT, refer to the user's guide of the remote application.

SET FIL (set print file)

VT100: EXT + F or Ctrl/F VT200: EXT + F11

DEFINE_KEY Function: SET _PRINTFILE

Lets you change the name of the file or device that receives output each time you invoke the PRINT
function. After you invoke SET FIL, you are prompted for the name of a new output device,
emulating the remote host's IDENT function.

Note that if you specify the same name that is already in use, subsequent PRINT operations direct
output to a new version of the same file.

SHO MSG

VT100: EXT+ G VT200: EXT + F14

DEFINE KEY Function: SHOW_MESSAGE

Displays the broadcast messages that have been posted on a separate screen. If the status line is
enabled, the indicator Msg appears on the status line. If you do not read the messages before they fill
up the screen, the messages begin to scroll up out of view and you can no longer read them. These
broadcast messages are not saved after you either read them or exit TN3270.

SPAWN

VT100: EXT +D VT200: Find

DEFINE_KEY Function: SPAWN

Creates a subprocess under the current process. Use the LOGOUT command to terminate the
subprocess. Because a tree of subprocesses can be established using the SPAWN function, you must
be careful when terminating any process in the tree. When a process is terminated, all subprocesses
below that point in the tree are terminated automatically.

When you create a subprocess, you can specify an optional command string. The command string
is executed within the created subprocess, and the subprocess terminates upon completion of the
command.

STATUS

VT100: EXT + S VT200: F17

DEFINE KEY Function: STATUS

Lets you enable and disable the display of status information.

When you enable STATUS, the last line on your screen is painted over with a reverse video strip. This
line may conceal remote host system or application information. If this occurs, the word Hi dden
appears in the status line.
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You can disable the status display by using the STATUS function again.

SYS REQ (system request)

VT100: EXT +R VT200: EXT + F19

DEFINE _KEY Function: SYS REQUEST

Lets you shift between the application program (the LU-LU session) and the control program (the
SSCP-LU session). If the status display is enabled, the Appl or SSCP indicator appears on the status
line to indicate the type of session. Appl appears when you are in an LU-LU session, and SSCP
appears when you are in the SSCP-LU session.

The screen is refreshed when you use the SYS REQ function.

Tab (Right arrow |)

VT100: Tab VT200: Tab

DEFINE KEY Function: TAB

Moves the cursor to the first character location of the next unprotected field on your screen. If the
screen has no fields, the Right arrow function moves the cursor to the first location on the screen.

If the cursor is within the last unprotected field on the screen, the cursor moves to the first position of
the first unprotected field on the screen.

Vertical Control (Up arrow and Down arrow)

VT100: Up arrow or Down arrow VT200: Up arrow or Down arrow

DEFINE _KEY Function: UP, UP._ NOWRAP, DOWN, or DOWN_NOWRAP

Moves the cursor vertically on your screen without altering the data you have already entered. Note
the following about the cursor behavior:

» If'the cursor is at the top of the screen when you press the Up arrow, the cursor appears in the
same column at the bottom of the screen.

e If'the cursor is at the bottom of the screen when you press the Down arrow, the cursor appears in
the same column at the top of the screen

If the screen display you receive is larger than 24 rows deep, you can use the Up arrow and the
Down arrow keys to move through the display. These keys scroll the screen display up or down.

If you want the cursor to wrap to the opposite edge of the display, use the key sequence EXT + Up
arrow or EXT + Down arrow.

4.12.8.1. Associated Documentation
For additional information about TN3270 key functions, see the following IBM documents:
* IBM 3270 Information Display System

* IBM 3270 Information Display System: Operator's Guide
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e IBM 3270 Information Display System: 3278 Display Station Operator's Guide

4.12.9. Redefining Your Keyboard

You can reassign functions and keys.

4.12.9.1. Functions You Can Redefine

You can redefine the following functions:
¢ All emulated functions
*  Most IBM 3270 model functions

* All emulated alphanumeric and graphic characters
4.12.9.2. Keys You Can Define
The keys you can define are listed in Table 4.6.

Table 4.6. Definable Keys for TN3270

Type of Key Key Name
Function keys (VT100 and VT200) PF1 through PF4
Application keys (VT100 and VT200) KPO through KP9
ENTER
MINUS
COMMA
PERIOD
Top-row function keys (VT200) F6 through F20
HELP (F15)
DO (F16)
Editing keypad (E1 through E6) (VT200) FIND (E1)

INSERT HERE (E2)
REMOVE (E3)
SELECT (E4)
PREV_SCREEN (E5)

NEXT_ SCREEN (E6)

Cursor keys (VT100 and VT200) UP

DOWN
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Type of Key Key Name
LEFT

RIGHT

Control keys (VT100 and VT200) Ctrl/A through Ctrl/Z, including:
Ctrl/H (BS)

Ctrl/T (HT)

Ctrl/J (LF)

Ctrl/M (CR)

Excluding:

Ctrl/Y — Interrupt

Ctrl/C — Cancel/interrupt

Ctrl/O — Output off/on

Ctrl/S — Suspend output

Ctrl/Q — Resume output

4.12.9.3. Keys You Cannot Define

You cannot redefine the following reserved keys:

e Ctrl/Y — Interrupt

Ctrl/C — Cancel/interrupt
*  Ctrl/O — Output off/on

e Ctrl/S — Suspend output
*  Ctrl/Q — Resume output
 FI1-F5

4.12.9.4. Redefining Keys

To redefine a keyboard key, use either of the following methods:

* Create a key definition file. This is a text file with individual key definitions in the form of
DEFINE/KEY statements and DELETE/KEY statements (see Section 4.12.9.5).

e Use the DEF KEY function (see Section 4.12.9.5.1).

The following example establishes a TELNET/TN3270 connection to host JUNCO. By default, the
terminal functions as if it were an IBM-3278-2 model terminal. It uses your customized keyboard
definition file NEW_KEYS.DAT.

$ TN3270 JUNCO / KEY_DEFI NI TI ON=NEW KEYS. DAT

117



Chapter 4. Establishing Network Terminal Sessions Using TELNET/TN3270

4.12.9.5. Creating a Key Definition File

Use the DEFINE/KEY and DELETE/KEY statements to create your own key definition file, as
described in the following sections.

DEFINE/KEY Statement

The DEFINE/KEY statement assigns a new function to a particular key. Use the following syntax for
the statement:

DEFI NE/ KEY [/ STATE=EXTEND] key_name function

/STATE Optional. Default: nonextend mode. Redefines
the key in extend mode.

key name Standard key name.

|function TN3270 function you want mapped to this key.

You can define most of the named keys both in normal (nonextend) mode and in extend mode.

You can define the control keys (and the synonyms for them) in normal mode only. Do not specify the
qualifier /STATE=EXTEND.

The following example assigns the EXIT function to the key sequence EXT + Z:

$ DEFI NE/ KEY/ STATE=EXTEND "Z" EXIT
DELETE/KEY Statement

The DELETE/KEY statement removes the function assigned to a particular key. Use the following
format:

DELETE/ KEY [/ STATE=EXTEND| key nane

/STATE Optional. Default: nonextend mode. Deletes the
key in extend mode.

key name Standard key name.

Example:

The following example removes the default value of EXIT from Ctrl/Z.

$ DELETE/ KEY Cirl/Z
Key Definition File: Example
By default, TN3270 maps 3270 functions to the numeric keypad.

The following example shows key definition statements in a key definition file. The definitions
restore the numeric keypad on a V1220 keyboard.

DEFI NE/ KEY KPO " 0"
DEFI NE/ KEY KP1 " 1"
DEFI NE/ KEY KP2 "2"
DEFI NE/ KEY KP3 " 3"
DEFI NE/ KEY KP4 " 4"
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DEFI NE/ KEY KP5 "5"

DEFI NE/ KEY KP6 "6"

DEFI NE/ KEY KP7 " 7"

DEFI NE/ KEY KP8 " 8"

DEFI NE/ KEY KP9 " 9"

DEFI NE/ KEY period ".

DEFI NE/ KEY coma ", "

DEFI NE/ KEY m nus "-"

DEFI NE/ KEY Sel ect extend
DEFI NE/ KEY Prev_screen reset

This example restores the key normally associated with the EXT function (KP.) as the keypad decimal
point. When you assign a key another function, you remove its default value. Therefore, because some
TN3270 functions rely on an EXT function, the EXT function is defined to correspond to the Select
key. This example also restores the key normally associated with the RESET function (KPO) as the
keypad 0 key. The example then defines the RESET function to correspond to the Prev Screen key

4.12.9.5.1. Interactive Definitions: DEF KEY Function

Use the DEF KEY function to define or redefine a key interactively. Your new definition exists until
you log out from the remote host or disconnect from it.

When you invoke the DEF KEY function, TN3270 displays a prompt in the status line at the bottom
of your screen.

Example:

The following example shows the use of DEF KEY to define a key. You invoke the DEF KEY
function by entering the Ctrl/K sequence, after which you are prompted for the key you want to define
and the function to assign to that key.

Grl/K
Press the key that you want to define:
Enter the function nane or quoted character:

You can also use DEF KEY to remove an assigned function. A null reply to the following prompt
removes the definition currently in effect for that key:

Enter the function nane or quoted character:

What you enter during the DEF KEY dialog is subject to translation from the National Character Set
to the DMCS.

You cannot redefine a key that exists on your terminal if it lacks a DMCS equivalent.

4.12.9.6. TN3270 Problem Solving

During a TELNET session in which you have invoked TN3270, you might experience the following
problems:

Problem
* The keyboard keys do not work properly.
* Messages, such as the status line messages, do not appear in reverse video.

*  You receive a message indicating that your terminal is an unsupported model.
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You cannot use TN3270 on a VT131 model terminal that is running in block mode.
Solution for a VT100-Series Terminal
Use Set-Up mode to verify that your terminal is in ANSI mode. Enter the following command:
$ SET TERM NAL /| NQUI RE

Solution for a VT200-Series Terminal or a Terminal Connected to Either a
Personal Computer or a Workstation

1. Use Set-Up mode to verify that your terminal is:
* In ANSI mode
* Setto VT100 or VT200 emulation mode

2. Check the Communications Menu:

The terminal communications line must be set for 8-bit characters. To check, enter the following
command:

$ SET TERM NAL /| NQUI RE
Solution for a Terminal with a National Language Keyboard
Ensure that your terminal is set up to correspond to your keyboard.
Problem

You receive a message indicating that the screen size (or the alternate screen size) specified by the
remote host is too big.

Solution
Use Set-Up mode to change to a valid screen size (see Section 4.12.1).
Problem

You try to use the RECORD or PLAY function, but you get an error message indicating that you have
a bad key-sequence file.

Solution

The file that stores the recorded key sequence is incompatible with the current version of the software
or is corrupted.

Ask your system manager to do either of the following:
* Correct TCPIPSRECSEQ.DAT in your SYS$LOGIN directory.
* Delete TCPIPSRECSEQ.DAT.

If the system manager must delete this file, rerecord all the key sequences you had stored on the
PF keys.
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4.12.10. Debugging Application Programs Using the
IBM 3270 Model Terminal Emulator

Visible attribute mode provides a way to debug application programs. After you use the DSP ATT
(display attributes) function to enable visible attribute mode, all attribute characters are visible.
Attribute characters are characters that appear at the start of a field to indicate the following
information:
* How the field appears on the screen:

* At normal intensity

e At high intensity

* Invisibly
*  What type of data the application expects in the field:

*  Numeric

* Alphabetic

* Alphanumeric
The following information shows:

» How to enter and exit visible attribute mode (see Section 4.12.10.1)

* The screen displays (see Section 4.12.10.2)

4.12.10.1. Entering and Exiting Visible Attribute Mode

The displays described in this section rely on your terminal's ability to produce reverse video and bold
characters.

Invoking the DSP ATT function toggles in and out of visible attribute mode.

* The first time you invoke this function, the following actions take place:
» The screen is refreshed.
» The attribute characters appear either in reverse video or underlined.

* The second time you invoke this function, the following actions take place:
* This mode is turned off.

¢ The screen is refreshed and returns to normal mode.

4.12.10.2. Visible Attribute Mode Displays

The attribute characters are displayed in reverse video, bold symbols. Attribute characters indicating
numeric fields are also underlined. All other characters are displayed normally. Table 4.7 lists the
attribute characters and their meanings.
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Table 4.7. Displays in Visible Attribute Mode

Character Meaning

n Unprotected field with normal intensity follows.

N Protected field with normal intensity follows.

d Following unprotected field is light-pen-
detectable.

D Following protected field is light-pen-detectable.

h Following unprotected field has high intensity.

H Following protected field has high intensity.

i Unprotected nondisplay field follows.

I Protected nondisplay field follows.

4.13. Command Descriptions

To start TELNET, enter either the TELNET command or the TN3270 command at the DCL prompt.
To use TELNET commands, enter them at the TELNET> prompt.

This section provides complete descriptions of each TELNET command. The related ENABLE and
DISABLE commands are presented together (see the description for ENABLE).

CONNECT

CONNECT — Establishes a TELNET connection between your local system and a remote host. You
can run one session or 10 or more simultaneous sessions (only one session if you invoke TN3270).

DCL Syntax

CONNECT host | port* | terminal_type | |
* Required if you specify terminal type.
UNIX Syntax

open host | port | | terminal_type |

Parameters

host

Required.

Remote host to which you want to connect.

port

Optional without terminal_type. Required with terminal type. Default: 23.

TELNET port on the remote host. Specify this parameter if:
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* You are invoking TN3270.

* You are connecting to a host that does not use the standard TELNET port.

terminal_type

Optional. Default: model of your physical terminal.

Terminal model that you want your physical terminal to function as. Specify one of the following:

* For a session running TN3270, the terminal model to emulate. Enter one of the following:

IBM-3278-2

L]

IBM-3278-3

IBM-3278-4

IBM-3278-5

* For anon-TN3270 session, any terminal type recognized by the remote host, such as VT100,
VT200, VT300, VT400, and VT500.

Examples
1. TELNET> CONNECT MYBUD

Establishes a TELNET connection to remote host MYBUD.
2. TELNET> CONNECT DEBTS 23 | BM 3278-2

Establishes a TELNET connection to remote host DEBTS and runs TN3270. Your terminal
functions as an IBM-3278-2 model terminal. For syntax reasons, specifying a port number is
required.

3. TELNET> CONNECT 130. 180.5.5
Establishes a TELNET connection to the host at IP address 130.180.5.5.
4, TELNET> CONNECT REVIN 31
Establishes a TELNET connection to remote host r evi n. The connection is at port 31 onr evi n.

5. %Ctrl/]
TELNET> CONNECT QUI K

%

During a TELNET session with a UNIX host, pressing Ctrl/] escapes to the TELNET prompt.
Another CONNECT command establishes a second session, this one to UNIX host qui K.

BIND_SESSION

BIND SESSION — Creates a TELNET terminal device (TNA x:) and connects to a network
device (BG x:). If successful, returns the TNA device name (TNA x:) in the DCL symbol
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$TELNET DEVICE. Network input and output operations can then be performed through the created
TELNET device using terminal driver $QIO operations.

DCL Syntax

BIND_SESSION network_device [ PROTOCOL= option |

Parameters
network_device
Required.

An existing network device.

Qualifiers
/PROTOCOL= option
Optional. Default: NONE.
Options include:
* NONE
Data is sent with no interpretation (raw).
* NVT

Network Virtual Terminal (NVT), TELNET's internal representation of a standard network
terminal. NVT format is standard 7-bit ASCII code transmitted in 8-bit octets, the canonical
form of data representation used by both the client and server.

« TELNET
Standard TELNET protocol.
+ RLOGIN

Standard RLOGIN protocol.

Example

TELNET> BI ND_SESSI ON BG393: / PROTOCOL=NVT

CREATE_SESSION

CREATE_SESSION — Establishes an outbound TELNET pseudo device (network terminal) and
connects it to a remote listener (port). This is also known as a reverse TELNET connection.

DCL Syntax

CREATE_SESSI ON host port [ unit ]
[ /[ NO]TIMEQUT= option ]
[ / PERVANENT ]
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[ /PROTOCOL= option ]

Parameters

host

Required.

Remote host to which you want to connect.

port

Required.

TELNET port on the remote host.

unit

Optional. Default: 0

The decimal number specifying the unit number for the pseudo device (TNA x). The default 0
specifies that TCP/IP Services should pick the next available unit number. If the requested unit
number is already in use, the next available unit number is used. In all cases, the software notifies you
of the unit number chosen.

Qualifiers

/TIMEOUT
/NOTIMEOUT

Optional. Default: /NOTIMEOUT

L]

/TIMEOUT

Creates a TNA device that has the following connection attributes:

NOIDLE — The connection is broken when the device is finally deassigned. The device
will automatically reconnect when data is written to it.

IDLE — Specifies the idle time for the device. If the device is idle for at least the specified
amount of time (note that the time has a granularity of one second), then the connection
will be broken. Idle means that the device has neither received nor sent any data for the
idle period.

NORECONNECTION - The device does not automatically retry reconnections if they
fail.

RECONNECTION — When data is written to the device and the device is not connected,
this value determines the interval between reconnection attempts. For example, if an
application writes to a TNA with a RECONNECTION-0:1:00, and if the first connection
attempt fails, then subsequent connection attempts will be made in 1-minute intervals.

/NOTIMEOUT

Creates a TNA device that breaks the connection when the device is finally deassigned (the
last channel assignment is deassigned).
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/PERMANENT

Optional.

Creates a TNA device that disconnects on deassignment and reconnects on assignment.
/PROTOCOL= options

Optional. Default: NONE. Options include:

+ NONE

Data is sent with no interpretation (raw).
* NVT

Network Virtual Terminal (NVT), TELNET's internal representation of a standard network
terminal. NVT format is standard 7-bit ASCII code transmitted in 8-bit octets, the canonical
form of data representation used by both the client and server.

+ TELNET
Standard TELNET protocol.
*+ RLOGIN

Standard RLOGIN protocol.

Examples
1. TELNET> CREATE_SESSI ON DEBTS 23 2

Establishes a network terminal known as TNA2, and connects this device to port 23 on remote
host DEBTS.

2. TELNET> CREATE_SESSI ON / TI MEQUT=( NO DLE, RECONNECTI ON=nn)

Creates a device that disconnects on deassignment and reconnects when data is written to it.
3. TELNET> CREATE_SESSI ON / NOTI MEQUT

Creates a device that is not reusable; the device disconnects on deassignment and is deleted.
4. TELNET> CREATE_SESSI ON / TI MEOUT=( | DLE=0: 0: 30, RECONNECTI ON=0: 2: 00)

Creates a device that times out after being idle for 30 seconds and that retries connection attempts
at 2-minute intervals.

DELETE_SESSION

DELETE SESSION — Deletes an outbound TELNET pseudo device (network terminal) created
by the CREATE SESSION command. If the device was not created with the CREATE SESSION
command, the command returns an error.

DCL Syntax

DELETE_SESSION unit
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Parameters

unit

Required.

The decimal number specifying the unit number of the pseudo device (TN x) to be deleted.
Example

TELNET> DELETE_SESSI ON 2

Deletes the network terminal known as TNA2.

DISCONNECT

DISCONNECT — Terminates the current remote connection. If you terminate a session with a remote
OpenVMS host, the connection is closed by your local host. However, the process on the remote host
is still running. To terminate it, enter a LOGOUT command.

DCL Syntax

DISCONNECT

UNIX Syntax

close

ENABLE (DISABLE) AUTOFLUSH

ENABLE (DISABLE) AUTOFLUSH — Enables or disables the automatic flushing of output when
you send the interrupt character. Enabled — The data in the data buffer remains visible until the
buffer is empty. Disabled — The data buffer is emptied and the display is terminated. This provides
fast system response to the interrupt character. Default: ENABLE AUTOFLUSH.

DCL Syntax
ENABLE AUTOFLUSH

DISABLE AUTOFLUSH

UNIX Syntax

toggle autoflush

ENABLE (DISABLE) AUTOSYNCH

ENABLE (DISABLE) AUTOSYNCH — Enables or disables the sending of the synchronization

and interrupt characters in urgent mode. Enabled — The local host sends an interrupt character in
urgent mode, and the remote host immediately processes it. Disabled — TELNET sends the interrupt
character in sequence with the other characters in the stream, and the remote host processes this
character in the sequence received. Default: DISABLE AUTOSYNCH.
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DCL Syntax
ENABLE AUTOSYNCH

DISABLE AUTOSYNCH

UNIX Syntax

toggle autosynch

ENABLE (DISABLE) BINARY

ENABLE (DISABLE) BINARY — Enables or disables the transmission of data in binary mode.
Enabled — The EOL (end-of-line) character is not mapped to Return LF (the carriage return/line feed
combination). Use ENABLE BINARY when the remote host expects each line to end with a carriage
return/line feed combination. Binary mode provides interaction when the remote host expects special
characters or does not support automatic negotiation of the TELNET binary option. Disabled — EOL
is sent as Return LF (the carriage return/line feed combination). Default: DISABLE BINARY

DCL Syntax
ENABLE BINARY

DISABLE BINARY

UNIX Syntax

toggle binary

ENABLE (DISABLE) CRLF

ENABLE (DISABLE) CRLF — Enables or disables the sending of carriage returns as Return LF (the
carriage return/line feed combination) at the end of each line. Use ENABLE CRLF if the remote host
expects Return LF at the end of each line. Use DISABLE CRLF if the remote host interprets Return
as Return LF, which is CR mode. Default: ENABLE CRLF.

DCL Syntax
ENABLE CRLF

DISABLE CRLF

UNIX Syntax

toggle crif

ENABLE (DISABLE) CRMOD

ENABLE (DISABLE) CRMOD — Enables or disables the mapping of received carriage returns.
With this mapping, the remote host sends each line with Return LF (the carriage return/line feed
combination) at the end of each line. Use ENABLE CRMOD if your terminal expects each line to end
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with Return LF. Use DISABLE CRMOD if your terminal expects Return null at the end of each line.

Default: DISABLE CRMOD.

DCL Syntax
ENABLE CRMOD

DISABLE CRMOD

UNIX Syntax

toggle crmod

ENABLE (DISABLE) DEBUG

ENABLE (DISABLE) DEBUG — Enables or disables the display of data in hexadecimal. Enabled
— Data is displayed in both hexadecimal and readable text. Disabled — Data is displayed in readable

text. Default: DISABLE DEBUG.

DCL Syntax
ENABLE DEBUG

DISABLE DEBUG

UNIX Syntax

toggle netdata

EXAMPLE

% Crl/Z (characters not echoed)
TELNET> enabl e debug Return
TELNET> di spl ay Return

WIIl print network data flow in hexadeci nal

TELNET>) resune Return

SEND | 0] DA

RCVD [ 0] DA

RCVD [ 0] 746E7069782E6C6B672E6465632E636F6D3E20
%

I's Return

SEND | 0] 6C

RCVD [ 0] 6C |

SEND | 0] 73

RCVD [ 0] 73 s

SEND | 0] DA

RCVD [ 0] DA

RCVD [ 0] 62696E20202020202020. ..

ROWD [ 32] 7074 D A
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french. est ud. oi seau russi an. estud. ptitsa fences
typescri pt verio
%

Escapes from a session with a UNIX host, enables debug mode, resumes the session, and asks for a
list of files in the working directory. Both hexadecimal data and readable data are displayed.

ENABLE (DISABLE) LOCAL_CHARS

ENABLE (DISABLE) LOCAL_CHARS — Enables or disables the translation of the certain terminal
control characters in to TELNET protocol sequences.

Additional Information

The following terminal control characters can be translated:
* Interrupt

e Flush Output

* Are You There

« Kill
 FErase
e Quit

With local characters:

* Enabled — The local host sends the control characters (in the preceding text) translated into
TELNET sequences. For example, Ctrl/T becomes IAC AYT.

Enabled mode is appropriate when the remote and local hosts implement different control
characters. The remote host does not recognize certain control characters. Therefore, the local host

interprets these control characters before sending them to the remote host.

* Disabled — The local host sends these control characters uninterpreted. They are interpreted by
the remote host.

Before you communicate in disabled mode, ensure that the remote and local hosts use the same
control characters.

Default: DISABLE LOCAL_CHARS

DCL Syntax
ENABLE LOCAL_CHARS

DISABLE LOCAL_CHARS

UNIX Syntax

toggle localchars
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ENABLE (DISABLE) OPTIONS_VIEW

ENABLE (DISABLE) OPTIONS VIEW — Enables or disables the display of option negotiations
between the local system and the remote host during the session. Enabled — TELNET displays the
option negotiations between your local system and the remote host. Disabled — TELNET does not

display the option negotiations. This mode is suitable for most communications. Default: DISABLE
OPTIONS_VIEW.

DCL Syntax
ENABLE OPTIONS_VIEW

DISABLE OPTIONS_VIEW

UNIX Syntax

toggle options

EXIT

EXIT — Closes any open sessions, exits from TELNET, and returns to the DCL prompt. If you
terminate a session with a remote OpenVMS host, the connection is closed by your local host.
However, the process on the remote host is still running. To terminate it, enter the LOGOUT
command.

DCL Syntax
EXIT

UNIX Syntax

quit

HELP

HELP — Displays online help for TELNET or TN3270 commands.
Syntax

HELP | telnet command |

Parameter

telnet command
Optional.

Specific DCL TELNET command about which you want information.

Examples

1. TELNET> HELP CONNECT
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Provides information about the CONNECT command.
2. TELNET> HELP OPEN
Displays the message Sorry, no docunentation on OPEN

To get help for a command, enter the DCL command name.

RESUME

RESUME — Resumes an open TELNET or TN3270 session that you interrupted with the escape
sequence.

Additional Information

When you run simultaneous multiple sessions (TELNET only):
» To resume a particular session, specify a session number.

¢ To resume the active session, omit the session number.

» Ifno session is active, you must specify a session number.

Note

TELNET interprets the active session as the last session with which you communicated. If that
communication ended with you logging out, you have no active sessions. However, you might have
other waiting (alive) sessions.

DCL Syntax

RESUME | session_number | Return

UNIX Syntax

Return

Parameters
session_number
Optional. Default: the active session.

Use session_number when you run multiple TELNET sessions. It resumes the session with the
specified number.

Examples

1. $ Crl/] (characters not echoed)
TELNET> SHOW STATUS Ret urn
Session 1 Active Host FINDER
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TELNET> RESUME Return
$

This example:
» Starts at the prompt of remote OpenVMS host FINDER.
* Escapes from FINDER and returns to the local TELNET prompt.
e Issues SHOW STATUS, which displays one active session.
* Returns to FINDER's prompt.
2. %Ctrl/] (characters not echoed)

TELNET> SHOW STATUS Ret urn
Session 2 Active Host LUNA

Session 1 WAiting Host SOLAR
TELNET> RESUME 1 Return

%

This example:

+ Starts at the prompt of UNIX host | una.

* Escapes from | una.

» At the TELNET prompt, issues SHOW STATUS, which displays two active sessions, the
active one with | una and another with host sol ar , whose status is "waiting."

The RESUME 1 command returns to "waiting" host sol ar .

SEND AO

SEND AO — SEND AO (Abort Output) aborts the output of the last remote command you entered,
while the command continues to execute. If you issue another SEND AO, the output resumes if the
command is still executing. Use this command when the remote host does not recognize Ctrl/O as the
flush output character or if you want to terminate the output but not the execution of the process.

DCL Syntax

SEND AO

UNIX Syntax

send ao

Example

% cd /bin
%ls -1
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total 3464
-rwWxr-xr-x 2 root 32768 Cct 19 1996 STTY
-rwxr-xr-x 2 root 5120 GCct 19 1996 Crl/] (characters not echoed)

TELNET> SEND AO
~"O
%

During a directory listing, the TELNET escape sequence (not echoed to the screen) returns to
TELNET prompt. The SEND AO command aborts the UNIX | S command.

SEND AYT

SEND AYT — SEND AYT (Are You There) reports if you are still connected to an established
connection.

DCL Syntax

SEND AYT

UNIX Syntax

send ayt

Examples

1. $ Crl/]
TELNET> send ayt
Y ELNET- | - SESSI ON, Session 01, host d45lt, port 23
$
$: _TNA375: 13:53:18 (DCL) CPU=00: 00: 00. 28 PF=448 | O=104 MEM=53
$

OpenVMS client to OpenVMS server.

2. %Crl/]
TELNET> send ayt
QT ELNET- | - SESSI ON, Session 01, host LUNA, port 23
%
[ YES]
Ret urn
%

OpenVMS client to UNIX server.
3. $ Crl/]
tel net> send ayt
$: _TNA37: 13:50:20 (DCL) CPU=00: 00: 00.12 PF=331 | O=98 MEM:=66
$
UNIX client to OpenVMS server.

4, % Ctrl/]
tel net> send ayt

[ Yes]
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Ret urn
%

UNIX client to UNIX server.

SEND BRK

SEND BRK — SEND BRK (Break) terminates execution of the last command you entered at the
remote host. Use this command when the remote host does not recognize Ctrl/C as an interrupt

character.

DCL Syntax

SEND BRK

UNIX Syntax

send brk

Example

% cd /bin
%ls -1
total 1464
- T WK - XTI - X
- T WK - XTI - X
- T WK - XTI - X
| rwxr-Xxr-x
| rwxr-Xxr-x

Crl/] (characters

P EFEPDNDN

1

r oot
r oot
r oot
r oot
r oot

TELNET> SEND BRK

32768 COct 19 1988 STTY
5120 Cct 19 1988 |
45056 Cct 19 1988 adb
13 Aug 21 17:41 ar ->
13 Aug 21 17:41 as ->
not echoed)

This example does the following:

e Enters the UNIX | s command.

* Enters the TELNET escape sequence.

.. lusr/bin/ar
.. lusr/bin/as

» Enters the TELNET SEND BRK command, which terminates execution of | s at the remote host.

SEND EC

SEND EC — SEND EC (Erase Character) deletes the last character you typed at the remote host. Use
this command when the remote host does not recognize your Delete key.

DCL Syntax

SEND EC

UNIX Syntax

send ec
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Examples

% mail Crl/] (characters not echoed)

TELNET> SEND EC Return

Mail $Revision 4.2.4.2 $ Type ? for help.

“/usr/spool/nmail/debts": 1 message 1 new

>N 1 debts Tue Sep 15 13:39 8/161 "Team Buil di ng"

&

This example:

»  Misspells the UNIX mai | command.

» Enters the TELNET escape sequence (not echoed to the screen) to return to the TELNET prompt.

» Enters the TELNET SEND EC command, which deletes the last character typed (1) and returns to
the remote host.

SEND EL

SEND EL — SEND EL (Erase Line) deletes the last line of text you entered on the remote host. Use
this command when the remote host does not recognize your Delete key or command-line recall.

DCL Syntax

SEND EL

UNIX Syntax

send el

Example

Yomail Crl/] (characters not echoed)

TELNET> SEND EL Return

% Mai |

Mai |l version 2.18 5/19/83. Type ? for help.
"fusr/spool/mail/finder": 1 nmessage 1 new

>N 1 finder Tue Sep 15 13:39 8/161 "Cetting Together"
&

This example:
»  Misspells the UNIX Mai | command.

» Enters the TELNET SEND EL command, which deletes the incorrect line mail and returns you to
the remote host.

* Enters the Mai | command.

SEND GA

SEND GA — SEND GA (Go Ahead) signals the remote host that your local system is ready. Some
applications require GA commands in either one or both directions. (Usually, Go Ahead is suppressed,
so sending a GA has no effect.)
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DCL Syntax

SEND GA

UNIX Syntax

send ga

SEND IP

SEND [P — SEND IP (Interrupt Program) interrupts the execution of the last command you entered
on the remote host. The interrupt character clears the input and output paths to the remote host. The

remote host interrupts the program that is processing. (This command has no effect in binary mode.)
Use this command if either your terminal or the remote host does not recognize the default interrupt
character, Ctrl/C.

DCL Syntax

SEND IP

UNIX Syntax

send ip

SEND NOP

SEND NOP — SEND NOP (No Operation) tells you whether your local host can send data to the
remote host and the remote host can receive the data. If you get an %0 ELNET- E- | NETERRCR error
message, there is a problem with the connection; the remote host is not able to receive data. If you get
an Y% ELNET- S- REMCLOSED status message, the connection with the remote host has been closed.
If you do not get an error message, the connection is active.

DCL Syntax

SEND NOP

UNIX Syntax

send nop

Examples

1. % Ctrl/] (characters not echoed)
TELNET> SEND NOP Return
Y ELNET- | - SESSI ON, Session 01, host nyx, port 23

No error message indicates the connection is active. (The information message also indicates the
connection is active.)

2. %Crl/] (characters not echoed)
TELNET> SEND NOP
9YTELNET- S- REMCLOSED, Renpte connection cl osed
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- TELNET-1 - SESSI O\, Session 01, host nyx, port 23
TELNET>

Indicates your connection has been broken.

SEND SYNCH

SEND SYNCH — The SEND SYNCH command clears the communications path between your local
system and the remote host.

Additional Information
The SYNCH is sent in urgent mode (out-of-band, OOB). As a result, the following actions occur:

1. The local host immediately sends an interrupt character, placing it at the front of the data stream
sent to the remote host.

2. The remote host immediately processes the interrupt character, ignoring any incoming data not yet
processed, and then including a TELNET synchronization or interrupt character in the data stream
it sends back to the local host.

3. The local host throws away all incoming data (rather than processing that data) until it detects the
synchronization or interrupt character. This provides faster response time to the synchronization
and interrupt characters.

DCL Syntax

SEND SYNCH

UNIX Syntax

send synch

SET ECHO

SET ECHO — Sets the echo character.

Additional Information

Use this command if either your terminal or the remote system does not recognize the default echo
character. Enter the following sequence of characters:

1. Opening quotation marks
2. A circumflex ( ")
3. The new echo character

4. Closing quotation marks

DCL Syntax

SET ECHO "* character"
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UNIX Syntax

set echo " character"

Parameters

"~ character"

Required.

Character you want to use as the echo character.

EXAMPLE

TELNET> SET ECHO "~nf'
Echo character is '"M.

Sets the echo control character to either m or M.

SET ERASE

SET ERASE — Sets the erase character.

Additional Information

The erase character deletes, either locally or remotely, the last character in the type-ahead buffer. (This

character has no effect in binary mode.)

Use this command if either your terminal or the remote system does not recognize the default erase
character, the Delete key.

Enter the following sequence of characters:
1. Opening quotation marks

2. A circumflex (")

3. The new erase character

4. Closing quotation marks

DCL Syntax

SET ERASE "“character"

UNIX Syntax

set erase ""“character"

Parameters

""Acharacter"
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Required.
Character you want to use as the erase character.

Example

TELNET> SET ERASE ""P"
Erase character is '"p'.

Sets the erase control character to either p or P.

SET ESCAPE

SET ESCAPE — Sets the escape character.
Additional Information

The escape character returns you to the TELNET prompt. When you run multiple sessions, you can
set different escape sequences for each connection.

Use this command if either your terminal or the remote system does not recognize the default escape
character, Ctrl/]. Enter the following sequence of characters:

1. Opening quotation marks
2. A circumflex (")
3. The new escape character

4. Closing quotation marks

DCL Syntax

SET ESCAPE "* character"

UNIX Syntax

set escape """ character"

Parameters
"A character"
Required.

Character you want to use as the escape character.

Example

TELNET> SET ESCAPE "~"P"
Escape character is 'p'.

Sets the escape control character to either p or P.
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SET FLUSHOUTPUT

SET FLUSHOUTPUT — Sets the flush output character.

Additional Information

Use this command if either your terminal or the remote host does not recognize the default flush
output character, Ctrl/O.

Enter the following sequence of characters:
1. Opening quotation marks

2. A circumflex (")

3. The new flush output character

4. Closing quotation marks

DCL Syntax

SET FLUSHOUTPUT "“character"

UNIX Syntax

set flushoutput "“character"”

Parameter
""Acharacter"
Required.

Character you want to use as the flush output character.

Example

TELNET> SET FLUSHOUTPUT "AP"
Fl ush out put character is 'p'.

Sets the flush output control character to either p or P.

SET INTERRUPT

SET INTERRUPT — Sets the interrupt character.

Additional Information

The interrupt character clears the input and output paths to the remote host. The remote host interrupts
the program that is processing. (This character has no effect in binary mode.)

Use this command if either your terminal or the remote host does not recognize the default interrupt
character, Ctrl/C.
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Enter the following sequence of characters:
1. Opening quotation marks

2. A circumflex ()

3. The new interrupt character

4. Closing quotation marks

DCL Syntax

SET INTERRUPT "“character"

UNIX Syntax

set interrupt ""“character"

Parameter

"character"
Required.

Character you want to use as the interrupt character.

EXAMPLE

TELNET> SET | NTERRUPT ""a"
Interrupt character is '"A .

Sets the interrupt control character to either a or A.

SET KILL

SET KILL — Sets the kill character.

Additional Information

The kill character discards, both locally and remotely, the entire type-ahead buffer. (This character has
no effect in binary mode.)

Use this command if either your terminal or the remote host does not recognize the default kill
character, Ctrl/U.

Enter the following sequence of characters:
1. Opening quotation marks

2. A circumflex (")

3. The new kill character

4. Closing quotation marks
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DCL Syntax

SET KILL "“character"

UNIX Syntax

set kill ""~character"

Parameter

""Acharacter"

Required.

Character you want to use as the kill character.

Example

TELNET> SET KILL "~q"
Kill character is '~Q.

Sets the kill control character to either q or Q.

SET MODE

SET MODE — Sets the mode of transmission.

Additional Information

The mode of transmission can be either character mode or line mode. Character mode is the default.
Use character mode when you run a character-processing text editor on the remote host. With

character mode, your local system sends data a character at a time to the remote host with which you

have a connected session, and the remote host echoes the characters back for display on your local

system. (Sometimes several characters may be sent in a burst for performance optimization, in which

case the remote server usually replies with bursts of characters, but not a line at a time.)

To use line mode, the remote host server must support line mode. The local host echoes characters.

Line mode allows the following:

» Signal trapping (such as for application programs on remote UNIX hosts that sense traps or

special events)

* Local character editing

* Tab expansion (where a tab is more than simply the TAB character)
This command overrides the ENABLE LOCAL CHARS command.

Before you enter this command, establish a remote connection.

DCL Syntax

SET MODE {CHAR | LINE}
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UNIX Syntax

mode mode

Parameter

CHAR

LINE

Required.

Transmission mode you want to set. Specify either of the following:
* CHAR - Data is transmitted one character at a time.

¢ LINE — Data is transmitted one line at a time.

SET QUIT
SET QUIT — Sets the quit character, an alternate interrupt character.
DCL Syntax

SET QUIT "* character"

UNIX Syntax

set quit " character"

Parameter

"“character"

Required.

Character you want to use as the quit character.

Example

TELNET> SET QUIT "Ai"
Quit character is "',

Sets the alternate interrupt control character to either i or I.

SET TERMINAL

SET TERMINAL — Sets the default terminal type for future TELNET or TN3270 connections.

Syntax

SET TERMINAL /DEVICE= type
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Qualifiers
/DEVICE= type
Required.
Terminal model. Specify one of the following:
* A terminal model.
* An IBM terminal to emulate. Enter the full specification for one of the following:
+ IBM-3278-2
+ IBM-3278-3
+ IBM-3278-4
+ IBM-3278-5
Example

TELNET> SET TERM NAL/ DEVI CE=I BM 3278- 2
Terminal type is set to | BM 3278-2
TELNET>

Runs TN3270. The terminal is emulating an IBM 3278-2 model terminal.

SHOW DEVICE
SHOW DEVICE — Displays status information about TELNET devices.
DCL Syntax

SHOW DEVICE | device name | | /FULL |

Parameter
device name
Optional. TNA device name. For example, TNA245:.
Qualifier
/FULL
Optional.
Shows detailed information about TNA devices on the local system.

Examples

1. TELNET> SHOW DEVI CE TNA281:
TNA281: B@@526: Temporary Local: condor: 23
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Renot e:

Displays status of a particular TNA device.

TELNET> SHOW DEVI CE

(1

TNA10: BX495: Tenporary
TNA12: BG658: Tenporary
TNA13: BG671: Tenporary
TNA35: B&2993: Tenporary
TNA37: BG&2999: Tenporary
TNA38: BG3000: Tenporary
TNA47: BG3393: Tenporary
TNAS58: BG3866: Tenporary
TNA59: BG3878: Tenporary
TNAGO: BG3910: Tenporary
TNAGL: BG3932: Tenporary
TNAG2: BG3933: Tenporary

TNAG3:

(2] (3]

Tenporary

Local
Renot e:
Local
Renot e
Local
Renot e:
Local
Renot e:
Local
Renot e:
Local
Renot e:
Local
Renot e:
Local
Renot e:
Local
Renot e:
Local
Renot e:
Local
Renot e:
Local
Renot e:

freebi d: 1033

condor: 23

freebi d: 1059

condor: 23

pi gdog: 1455

condor: 23

pi gdog: 1456

condor: 23

proj ector: 1044
condor: 23

pi gdog: 1459

condor: 23

pi gdog: 1470

condor: 23

| -22-222-37.*. com 1069
condor: 23

pcrut h. nel . dec. com 1043
condor: 23

| exser 13. | ex. dec. com 1090
condor: 23

| -20-244-54.* . com 1635
condor: 23

| exser 3.1 ex.dec.com 1093
condor: 23

t cpi pa: 1801

Displays status of all TNA devices on the local system. Command output includes:

(1
(2
(3
(4

TELNET> SHOW DEVI CE/ FULL

The TNA device (terminal device)
The associated BG device (network device)
Whether the TNA device is permanent or temporary
Local and remote host names and port numbers

Devi ce TNA7:

Access port namne:
Characteristics:

Connection attenpts:
Connection interval

Connection tineout:
Data high limt:
Data low limt:
Idle interval:

Idle timeout:

Net wor k devi ce nane:

Pr ot ocol

Local address:
port:

Renpt e addr ess:
port:

Service type

"Host: 16.99.999. 140 Port: 1310"
(none)
0 (tries)

0 (seconds)
0 (seconds)
512 (bytes at VClI port)
256 (bytes at VClI port)
0 (seconds)
0 (seconds)

B&266:
TELNET

16. 99. 999. 100 (condor)

23

16. 99. 999. 140 (pi gdog. dec. con)

1310
None
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Displays detailed information about all TNA devices that exist on the local system. The
information shown in the example is output for each TNA device.

SHOW PARAMETERS

SHOW PARAMETERS — Displays current TELNET or TN3270 parameter settings. If you run
multiple sessions, the display applies to the active session.

DCL Syntax

SHOW PARAMETERS

UNIX Syntax
display

Example

TELNET> SHOW PARAMETERS

W1l flush output when sending interrupt characters
Wn't send interrupt characters in urgent node

WIIl map carriage return on out put

Wbn't recogni ze certain control characters

Wbn't show opti on negotiation

Wwbn't print network data flow i n hexadeci mal

[ echo

[™] escape

[~?] erase

[~] f I ushout put
[~C i nterrupt
["Y kill

["Y] qui t

[~T] areyout here
TELNET>

Displays the parameter settings for the active session, revealing the following information:
* Automatic flushing (AUTOFLUSH) of output is enabled.

* Sending of interrupt characters in urgent mode (AUTOSYNCH) is disabled.

* Mapping of received carriage returns (CRMOD) is enabled.

* Mapping of carriage returns as Return LP on output (CRLF) is disabled.

» Interpretation of control characters (LOCAL_ CHARS) is enabled. The remote host does not
recognize certain control characters; therefore, the local host interprets them.

» Display of option negotiations (OPTIONS VIEW) between the local and remote hosts is disabled.

» The display or printing of data in hexadecimal (DEBUG) is disabled. Therefore, TELNET
displays the data in readable text only.
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* The control characters are interpreted as listed.

SHOW SESSION

SHOW SESSION — Displays the session information about your current TELNET sessions (or
TN3270 session) and, if you are running multiple TELNET sessions, about the waiting sessions.

DCL Syntax

SHOW SESSION

UNIX Syntax

status

Examples

1. TELNET> SHOW SESSI ON
O ELNET- E- NOSESSI ON, No active session

TELNET> CONNECT LUNA

QTELNET-1-Trying, Trying... 192.1.2.3

QTELNET- | - SESSI ON, Session 01, host luna, port 23
- TELNET- 1 - Escape, Escape character: '7]'

LUNA — Unaut hori zed access i s prohibited
Username: BURNS
Passwor d: (password not echoed)

Wel come to OpenVMS Al pha Version 7.3 on node LUNA
$ Crl/] (characters not echoed)

TELNET> SHOW SESSI ON
Session 01, host LUNA, port 23 (default active port)

TELNET>

Displays information about current sessions. The information returned for the first SHOW
SESSION command reveals that the local host has no active sessions. The user then connects to
host LUNA and returns to the TELNET prompt to display session information once again. This
time, the SHOW SESSION command displays information about the connection with LUNA.

2. TELNET> CONNECT ESTRELLA 23 | BM 3278-2

% Ctrl/] (characters not echoed)

TELNET> SHOW SESSI ON

Session 01, host LUNA, port 23

Session 02, host ESTRELLA, port 23 (default active session)
TELNET>

Here, the same user has established another connection, this time to host ESTRELLA. The SHOW
SESSION command displays information about all sessions, revealing that the current active
session is with host ESTRELLA.
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SHOW STATUS

SHOW STATUS — Displays the status of the current TELNET or TN3270 session and, if you are
running multiple sessions, about the waiting sessions. Status information can include information
about open sessions, such as which one is active and which ones are waiting, the escape character and
options currently set, and the number of data overruns and suspended network I/Os (inputs/outputs)
detected.

DCL Syntax

SHOW STATUS

UNIX Syntax

status

Examples

1. TELNET> SHOW STATUS
No open sessions
Escape character: '"]'

TELNET> CONNECT LUNA

QaELNET-1-Trying, Trying ... 192.1.2.3

QELNET- | - SESSI ON, Session 01, host LUNA, port 23
- TELNET-| - Escape, Escape character: '"]'

LUNA — Unaut hori zed access is prohibited
User name: BURNS
Passwor d: (password not echoed)

Wel cone to OpenVMS Al pha Version 7.3 on node LUNA
$ Crl/]

TELNET> SHOW STATUS
Session 1 Active Host LUNA Port 23
Operating Mdde: Character-at-a-tine
Escape character: '"]'
Opt i ons:
Echo - Renote
Term nal Type - Local
Term nal Type - VT300
Suppress Go Ahead - Local
Suppress Go Ahead - Renpte

Ter mi nal Dat aover uns: 0
Suspended Network 1/ GCs: 0
TELNET>

Session 1 Active Host LUNA
Operating Mdde: Character-at-a-tine
Escape character: '"]'
Opt i ons:
Echo - Renote
Term nal Type - Local
Term nal Type - DEC VT300
Suppress Go Ahead - Local
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Suppress Go Ahead - Renote
Ter mi nal Dat aoveruns: 0
Suspended Network 1/GCs: 0
TELNET>

The user enters a SHOW STATUS command, which reveals that no active sessions have been

established. After the user connects to host LUNA, the next SHOW STATUS command displays

information about the active session with LUNA.

2. TELNET> CONNECT ESTRELLA 23 | BM 3278-2

% Ctrl/] (characters not echoed)
TELNET> SHOW STATUS
Session 2 Active Host ESTRELLA Port 23
Operating Mode: Character-at-a-tine
Escape character: '7]'
Opt i ons:
Echo - Renote
Term nal Type - Local
Term nal Type - VT300
Suppress Go Ahead - Local
Suppress Go Ahead - Renpote
Ter mi nal Dat aoveruns: 0
Suspended Network 1/GCs: 0
Session 1 WAiting Host LUNA Port 23
TELNET>

Here, the user has established an additional session, this time with host ESTRELLA. The SHOW
STATUS command displays information about the currently active session with ESTRELLA and

the waiting session.

SPAWN

SPAWN — Suspends your current TELNET or TN3270 session and returns you to the local DCL
prompt. To resume your session, log out at the DCL prompt.

DCL Syntax

SPAWN

UNIX Syntax

z

EXAMPLE

% dat e

Fri Sep 11 14:16:39 EDT 2002

% Ctrl/] (characters not echoed)

TELNET> SPAWN

$ SHOW TI ME 11- Sep-2002 14:16: 41
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$ LOGOUT
Process GROUP_1 | ogged out at 11-Sep-2002 14:27:18.63

TELNET> RESUME

The user returns to the TELNET prompt from the active session with a remote UNIX host. The

user then enters the SPAWN command and, at the DCL prompt, displays the time and several other
commands (not shown) before logging out and returning to the TELNET prompt to resume the active
session.

TELNET

TELNET — Starts a TELNET session and does one of the following: displays the TELNET prompt,
establishes a connection to a remote host, or establishes a connection to a remote host and runs
TN3270.

DCL Syntax
TELNET [ host ] qualifier(s) [ port ] [unit ]
[ / AUTHENTI CATE]
[ /BI ND_SESSI ON networ k_devi ce
[ /CREATE _SESSION [ /[ NQ TI MEQUT=0pt i on [/ PERMANENT] /

PROTOCOL=pr ot ocol ] ]
[ / FORWARD

UNIX Syntax

telnet [ host |

Parameters

host

Required with the /CREATE_SESSION qualifier; optional in all other cases. Default: None.
Remote host to which you want to connect. Specify one of the following:

* Host name

+ [P address

port

Required with the /CREATE SESSION qualifier; ignored in all other cases. Default: None.
Specifies the remote port to which you want to connect the pseudo device.

unit

Required with the /DELETE_SESSION qualifier; optional with the /CREATE_SESSION qualifier;
ignored in all other cases. Default: 0.
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With the /CREATE SESSION qualifier, specifies the unit number you want associated with the
network terminal. The default of 0 allows the TELNET software to select the next available unit
number.

With the /DELETE_SESSION qualifier, specifies the unit number of the network terminal you want
to delete.

Qualifiers
/AUTHENTICATE
Optional. Default: None.

Specifies that you want the TELNET session to use Kerberos features.

Note

The /AUTHENTICATE qualifier also can be used with the TELNET commands OPEN and
CONNECT.

/BIND_SESSION network_device
Optional. Default: None.

Binds a TELNET terminal device to an existing network device. If the bind is successful, the
DCL symbol STELNET DEVICE contains the TNA device name.

/CREATE_SESSION
Optional. Default: None.

Specifies that TELNET should create a pseudo device (network terminal) and connect it to the
specified remote port. For additional information, see the CREATE SESSION command. You can
use the following qualifiers with CREATE SESSION:

* /NOTIMEOUT
* /TIMEOUT= option
Options include:
« -NOIDLE
-IDLE= delta_time_interval

Specifies the delta time interval to wait with no activity before closing the connection. The
general delta time format is hh:mm:ss:cc.

* -NORECONNECT
* -RECONNECT=delta_time_interval

Specifies the delta time interval to wait before retrying a connect request. The general
delta time format is hh:mm:ss:cc.

* /PERMANENT Optional.
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*  /PROTOCOL= option
Optional. Default: NONE.
Options include:
« NONE
Data is sent with no interpretation (raw).
* NVT

Network Virtual Terminal (NVT), TELNET's internal representation of a standard
network terminal. NV T format is standard 7-bit ASCII code transmitted in 8-bit octets, the
canonical form of data representation used by both the client and the server.

e TELNET
Standard TELNET protocol.
RLOGIN
Standard RLOGIN protocol.
/DELETE_SESSION
Optional. Default: None.

Specifies that TELNET should delete the specified pseudo device (network terminal). For
additional information, see the DELETE SESSION command.

/FORWARD
/NOFORWARD

Optional. Default: /NOFORWARD.

Forwards a copy of your Kerberos tickets to the remote host. The/NOFORWARD qualifier
overrides any forwarding specified in your machine's configuration files. You must request
forwardable tickets at the same time that you issue the KINIT command.

You must use the /AUTHENTICATE qualifier when you specify the /FORWARD qualifier.
/LOG_FILE= file
Optional. Default: No logging.

An optional log file that contains all session output. Using this option does not affect your
terminal output. You cannot use this option for TN3270 sessions.

/NOINTERACTIVE
Optional. Default: TELNET command mode.
Disables the capability of using the escape character to leave a session and return to the TELNET

prompt. This option is useful when the TELNET command is referenced in a command procedure
in a captive account.
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/PORT=n
Optional. Default: 23.

Remote port to which you want your TELNET process to connect. Use this qualifier only if you
are connecting to a host that does not use the standard TELNET port.

/REALM= realm-name
Optional.

Requests Kerberos tickets for the remote host in the specified realm, instead of determining the
realm itself.

You must use the /AUTHENTICATE qualifier when you specify the /REALM qualifier.
/TERMINAL TYPE= type
Optional. Default: None.

The type of terminal to emulate. Enter the full specification for one of these terminals:

* IBM-3278-2
+ IBM-3278-3
« IBM-3278-4
* IBM-3278-5
 VTIOO0
* VT200
* VT300
*  VT400
* VT500

/UNBIND_SESSION network_device terminal_device
Optional.

Unbinds a network device (BG x:) from a TELNET terminal device (TNA x:) that was initially
bound by a BIND SESSION command or qualifier.

Examples

1. $ TELNET
TELNET> ENABLE DEBUG
TELNET> SET TERM NAL / DEVI CE=VT300
Term nal type is set to VT300
TELNET> CONNECT DEBTS

In this example, the TELNET command performs the following actions:

e Starts TELNET.
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» Customizes the environment.

» Establishes a connection to host DEBTS and sets up the terminal type as VT300.
2. $ TELNET MYCOM / TERM NAL_TYPE=| BM 3278- 2

Establishes a TELNET connection to remote host MYCOM and runs TN3270.
3. $ TELNET 130.180.5.5

Establishes a TELNET connection to the host at IP address 130.180.5.5.
4, $ TELNET UCOM 31

Establishes a TELNET connection to remote host ucomat port 31.

5. $ TELNET/ AUTHENTI CATE/ REALMFj et . nbs. com t er se
OTELNET-1-TRYING Trying ... 15.21.308.11
QT ELNET- | - SESSI ON, Session 01, host terse, port 23
9 ELNET- | - ESCAPE, Escape character is ]
terse. ucx.ttg. nbs.com

This example logs in to system t er se with Kerberos credentials.

6. $ TELNET/ AUTHENTI CATE/ FORWARD t er se
YTELNET-1 - TRYING, Trying ... 15.21.308.11
9 ELNET- | - SESSI ON, Session 01, host terse, port 23
9ELNET- | - ESCAPE, Escape character is ]
[ Kerberos V5 accepts you as ''j_brown@erse. nbs. com ' ]
[ Kerberos V5 accepted forwarded credentials ]

This example forwards credentials to host t er se for userj _br own.

TN3270

TN3270 — Starts a TELNET session that runs TN3270 and does one of the following: displays the
TELNET prompt or establishes a connection to a remote host.

Syntax

TN3270 [ host ]
[ /CHARACTER SET=file ]
[ /KEY_DEFINITIONS=file ]
[ / NATI ONAL_CHARACTERS=char _set ]
[ 7/ NO NTERACTI VE ]
[ /PORT=n ]
[ /PRINTER=file ]
[ /STATUS=state ]
[ / TERM NAL_TYPE=Il BM 3278-n ]

Parameter
host

Optional.
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Remote host to which you want to connect. Specify one of the following:
* Host name

¢ IP address

Qualifiers

/CHARACTER_SET=file
Optional. Default: ORIGINAL.
File with the EBCDIC-to-DMCS and the DMCS-to-EBCDIC translation tables.
If you omit this qualifier, TN3270 does the following:

» Uses the translation table named by the default file SYSSLIBRARY:TN3270DEF.TBL, if your
system manager has created it.

¢ Defaults to its own translation table if TN3270DEF.TBL does not exist. The default table
maps the EBCDIC set to the equivalent DMCS characters.

If none of these translation tables meets your needs, the system manager can generate a new
translation table. (For information about the EBCDIC-to-DMCS translation tables, refer to the
VSI TCP/IP Services for OpenVMS Management manual.)

Note

To reset the default, do not abbreviate ORIGINAL.

/KEY DEFINITIONS= file
Optional. Default: default keyboard layout.

Keyboard definition file you created to redefine how the TN3270 key functions correspond to
your keyboard layout. This file holds the definitions for alternative keyboard mapping.

/NATIONAL CHARACTERS= character_set
Optional. Defaults: For 8-bit terminals: MULTINATIONAL
For 7-bit terminals: US_ASCIL.

National Replacement Character Set (NRCS) for which your terminal is configured. Specify one
of the following:

Canadian MULTINATIONAL
Dutch Norwegian

Finnish Spanish

French Swedish

German Swiss

Italian UK _ASCII
Japanese US_ASCII
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/NOINTERACTIVE
Optional. Default: TELNET command mode.

Disables the capability of using the escape character to leave a session and return to the TN3270
prompt. This option is useful when the TN3270 command is referenced in a command procedure
in a captive account.

/PORT=n
Optional. Default: 23.

Remote port to which you want your TELNET/TN3270 process to connect. Use this qualifier only
if you are connecting to a host that does not use the standard TELNET port.

/PRINTER= file

Optional. Default: TN3270PRINT.LIS.

File that records your screen's contents when you use the PRINT function.

Directs printer output to either a file or a spooled printer (not a physical printer or terminal).
/STATUS= state

Optional. Default: AUTOMATIC.

Determines how the status line operates during your session. Specify one of the following:

AUTOMATIC Status line is displayed.

The status line is disabled automatically if the
remote host writes data to the area under the
status line, or if you type in that space.

The status line is restored automatically when the
data is erased.

ON Status line is always displayed.

OFF Status line is not displayed.

To toggle between ON and OFF, invoke the STATUS function.
/TERMINAL TYPE=IBM-3278- n
Optional. Default: IBM-3278-2.

IBM terminal to emulate. Enter the full specification for one of the following:

* IBM-3278-2
* IBM-3278-3
 IBM-3278-4
+ IBM-3278-5
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Examples
1. $ TN3270 MYCOM

Establishes a TELNET connection to remote host MY COM. By default, the physical terminal
functions as an IBM-3278-2 model terminal.

2. $ TN3270 130.180.5.5 / TERM NAL_TYPE=I BM 3278-3 -
_$ / KEY_DEFI NI TI ONS=MY_NUMPAD. FI L

Establishes a TELNET connection to the host at IP address 130.180.5.5. The terminal functions
as if it were an IBM-3278-3 model terminal, and it uses the customized keyboard definition file
MY NUMPAD.FIL.

3. $ TN3270 UCOM 31 / TERM NAL_TYPE=I BM 3278-5 / PRI NTER=LOG
Establishes a TELNET connection to remote host ucom
* The connection is at port 31 on ucom
* The terminal is functioning as if it were an IBM-3278-5 model terminal.

* During the session at ucom using the PRINT function records the screen's contents in a file
named LOG.LIS.

UNBIND_SESSION

UNBIND_SESSION — Unbinds a network device (BG x:) from a TELNET terminal device (TNA x:)
that was previously bound with a BIND SESSION command or qualifier.

DCL Syntax

UNBIND_SESSION network_device terminal_device

Parameter

network_device

Required.

Network device (BG x:) to unbind.
terminal_device

Required.

Associated terminal device (TNA x:).

Example

TELNET> SHOW DEVI CE

TNA458: B&2032: Tenmporary condor: 4009 angel : 23

TNA460: B&A739: Tenporary condor: 23 | er 13. dec. com 1037
TNA463: Tenporary

TELNET> UNBI ND_SESSI ON BG2032: TNA458:
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TELNET>

This example displays the devices and unbinds one of them.
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Chapter 5. Sending and Receiving
Mail Using SMTP

For exchanging electronic mail (e-mail) with users working on internet hosts, the TCP/IP Services
product includes Simple Mail Transfer Protocol (SMTP), Post Office Protocol (POP) software, and
Internet Message Access Protocol (IMAP).

The following table lists the SMTP electronic mail services you can perform and the sections that
explain how to use them.

Capability Section
Send mail to users on other internet hosts. 5.2
Specify an SMTP outbound alias. 53
Send mail to multiple users, with and without 54
distribution lists.

Read mail. 5.5

Set a "personal" name. 5.6
Create a carbon copy of your messages. 5.7
Forward messages to other users. 5.8
Forward files to other users. 5.9

Use the UNIX-to-UNIX Copy Program (UUCP) |5.10
to send mail.

Get status information about SMTP mail. 5.11.1
Remove holding-state mail messages from SMTP |5.11.2
queues.

Requeue holding-state mail messages for 5.11.3
delivery.

Use your PC mail software to receive and send  [5.12
messages.

To use TCP/IP mail services, you need the following:
*  Knowledge of the OpenVMS Mail utility

» User names and host names or IP addresses of the people to whom you want to send mail

5.1. Obtaining Online Help

You can obtain online help for TCP/IP Services electronic mail by entering the following command:

$ HELP TCPI P_SERVI CES SMIP

5.2. Sending Mail

To send mail to another internet host also running SMTP, simply invoke the OpenVMS Mail utility at
the DCL prompt, type SEND at the MAlI L> prompt, and enter the destination. A remote destination
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consists of the destination user name followed by an at sign (@) and the destination host (such as
user _name@host). If the user is on your local host, omit the at sign and host name.

Specify the destination host as either a host name or an IP address. The following example sends mail
to user MALCOLM at host PHILOS.BU.EDU:

$ MAIL

MAI L> SEND

To: mal col m@hi | os. bu. edu
Subj : Fi nal Exans

The following example sends mail to user MALCOLM at a host with IP address 16.20.40.59. Note
that the IP address can be enclosed within brackets.

$ MAIL

MAI L> SEND

To: mal col m@l6. 20. 40. 59
Subj : Fi nal Exams

The OpenVMS Mail utility automatically detects destination addresses that include fully

qualified host names (one in which the node component includes a period [.], such as
MALCOLM@PHILOS.BU.EDU) and sends the mail using the SMTP protocol, unless your system
has been set up to use a different Internet protocol (by defining an alternate protocol with the MAIL
SINTERNET TRANSPORT logical name).

However, if you use a destination address that is not fully qualified — that is, one in which the

node component does not include a period (.) — the Mail utility by default assumes the address is a
DEChnet address. For example, if you specified MALCOLM@PHILOS as the destination address, the
Mail utility converts it to DECnet format (PHILOS::MALCOLM).

You can force the OpenVMS Mail utility to use a specific protocol by defining the MAIL
SINTERNET MODE logical name. This is useful in cases where a mail address, such as
MALCOLM@PHILOS, can be valid for either SMTP or DECnet.

You can assign one of the following values to the MAILSINTERNET MODE logical name:
*+ SMTP

OpenVMS Mail always interprets the node component of an unqualified address as an Internet
address specification. (SMTP is the default mode unless you define an alternate Internet transport
with the MAILSINTERNET TRANSPORT logical name.)

» DECNET

OpenVMS Mail always interprets the node component of an unqualified address as a DECnet
node specification.

*  HYBRID (the default)

OpenVMS Mail uses an Internet protocol if the node component of the address contains a period.
If no periods are in the node component, Mail uses the DECnet protocol.

Define the logical name in your LOGIN.COM file. For example, the following definition causes
the Mail utility to interpret any address that does not include a period in the node component of the
specification as an Internet address:

$ DEFI NE MAI L$I NTERNET_MODE SMTP
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Another way to force the OpenVMS Mail utility to use SMTP is to include the SMTP% prefix
immediately before the destination or IP address. Enclose the destination in quotation marks, as in the
following example:

$ MAIL
MAI L> SEND
To: SMIP% mal col m@hi | os”

To prevent the OpenVMS Mail utility from automatically converting an unqualified Internet host
name address to a DECnet format, you can do one of the following:

* Fully qualify the host name (for example, specify the destination address as
MALCOLM@PHILOS.BU.EDU instead of MALCOLM@PHILOS).

* Define the MAILSINTERNET MODE logical name as SMTP.
* Include the SMTP% prefix before the destination address.

For more information about the OpenVMS Mail utility and how it interprets addresses, see the
appropriate OpenVMS documentation.

5.3. Specifying the SMTP Outbound Alias

SMTP allows you to specify an outbound alias that is applied to mail as it is sent and also specifies the
network address to which a reply is sent.

5.3.1. Defining the Outbound Alias

To specify an outbound alias, define the TCPIPSSMTP_FROM logical to the text you want your
Fr om header to be.

For example, you might define the logical as follows:

$ DEFI NE TCPI P$SMIP_FROM "bi | I . sm t h@xx. cont

This command sets the outbound alias to the following:

From bill.smth@xx.com

Define the TCPIPSSMTP_FROM logical before invoking OpenVMS Mail.

If you always want the header to be sent with the outbound alias, define the logical in your login
command procedure (LOGIN.COM).

The outbound alias must be a valid address to which recipients can reply. If it is not valid, recipients
cannot reply to you, and bounced mail messages are not returned to you.

If you do not define the TCPIPSSMTP_ FROM logical, the Fr om address on your mail messages is
the same one that you have always had.

Use only simple 7-bit ASCII characters in the value you assign to the TCPIPSSMTP_FROM logical.
Do not use control characters.

The address you use to define TCPIP$SMTP_FROM must be an RFC 822 legal SMTP address; that
is, user@domain. If the address is not interpreted correctly, the SMTP mailer ignores it and uses the
Fr om address that it has constructed for you.
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5.3.2. Appending the Personal Name String to the
Outbound Alias

If you have defined an OpenVMS Mail personal name, the SMTP mailer appends that string to the
outbound alias.

For example, a personal name might look like the following:
Bill L. Smth Phone: 123-456-8000

The TCPIPSSMTP_FROM logical is defined as follows:

$ DEFI NE TCPI P$SMIP_FROM "bi | I . sm t h@xx. cont
The following example shows the resulting Fr om header:

From bill.smth@xx.com (Bill L. Smth Phone: 123-456-8000)
The personal name is appended to the Fr om address only if both of the following conditions are met:

+ The value you give for the TCPIPSSMTP_FROM logical does not contain parenthetical phrases
(text within parentheses).

* The Fr om address contains the SMTP domain string (the @ domain portion of the address).

To use a different personal name than the one defined in your OpenVMS Mail personal name, define
the personal name string as part of the TCPIPSSMTP_FROM logical in a parenthetical phrase after
the user@domain address. Separate the address from the parenthetical phrase with a space. Do not use
double quotation marks (" ") in the personal name.

For example, you can define the outbound alias logical as follows:

$ DEFI NE TCPI P$SMIP_FROM -
% "bill.smth@xx.com (Phone: 123-456-8000 FAX: 123-456-9000)"

Note the following restrictions:

*  The SMTP mailer does not allow you to define the TCPIPSSMTP_FROM logical using the
following syntax:

"personal - nane" <user @ost >

* Do not specify the logical as follows:
$ DEFI NE TCPI P$SMIP_FROM """ per sonal - name"" <bill.sm t h@xx. conp"
Instead, define the logical as follows:

$ DEFI NE TCPI P$SMIP_FROM "bi I | . smi t h@xx. com ( per sonal - nane) "

5.3.3. Appending a Substitute Domain String

If you define TCPIPSSMTP FROM without an SMTP domain string (the @ domain portion of the
address), SMTP appends the substitute domain name to the text you define. If you do not define a
substitute domain name, the host name is used.
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For example, the host is configured with a substitute domain name of X. com and the TCPIP
$SMTP_FROM logical is defined as follows:

$ DEFI NE TCPI P$SMIP_FROM "bi || .sm th"
In this case, the resulting address is as follows:
From bill.smth@.com

However, if the host is not configured with a substitute domain and the host name is host . X. com
SMTP_FROM is defined as follows:

$ DEFI NE TCPI P$SMIP_FROM "bi Il sm th"
In this case, the resulting address is as follows:

From bill.smth@ost.x.com

5.3.4. Disabling Modifications to TCPIP$SMTP_FROM

To disable the modifications that TCPIP SMTP makes to the value you assign to TCPIP
$SMTP_FROM (such as appending the OpenVMS personal name and @ domain to a value with no
@ domain), include the string [ VERBATI M .

For example:

$ DEFI NE TCPI P$SMIP_FROM "[ VERBATIM bill.sm t h@xx. conf

The resulting address is as follows:

From bill.smth@xx.com

5.3.5. TCPIP$SMTP_FROM and the Return-Path:
Header

The address you define is used for the Ret ur n- Pat h: mail header. The Ret ur n- Pat h: header

is used to bounce undeliverable mail. Note that the version of the text used for the Ret ur n- Pat h:
header is stripped of comments (such as the personal name string) and always has a domain string. For
more information about the domain name that is supplied, see Section 5.3.3.

5.3.6. X-VMS-True-From: Header

When the TCPIPSSMTP_FROM logical is used to set the Fr om header, the text that would
normally have been used for the Fr om header is added to the headers as an X- VMS- Tr ue- Fr om
header.

5.3.7. Managing Outbound Alias Processing

To disable outbound alias processing and use of the TCPIPSSMTP_FROM logical, define the
following system logical:

$ DEFI NE/ SYSTEM TCPI P$SMIP_PROHI Bl T_USER_HEADERS 1
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5.4. Sending Mail to Multiple Users

To send mail to more than one user at a time, use the SEND command as discussed in Section 5.2, and
type one of the following at the To: prompt:

* A list of names (Section 5.4.1)

* The name of an existing distribution list (Section 5.4.2)

5.4.1. Entering a List of Names

When you type a list of names, use the following guidelines:
e Separate the names with a comma (, ).

* If multiple users are on the same remote host, type the full user name@host combination for each
user.

» Ifauseris on your local host, omit the at sign (@) and host name.

For example:

MAI L> SEND
To: userl, user2, user 3@nost 3, user 4@nost 4

In the preceding example, user! and user2 are located on the local OpenVMS system; user3 is located
on host3; and user4 is located on host4.

MAI L> SEND
To: userl@ostb, user2@ost5

In the preceding example, both user! and user2 are located on remote host /0st5.
The following example sends the same mail to the following users:

* Users NOWAK and BRENT on host CENTRAL.GREEN.ORG

+ User MILLER on host BOSTON.GREEN.ORG

MAI L> SEND MEETI NGS. TXT

To: NOMNMK@CENTRAL. GREEN. ORG, BRENT@CENTRAL. GREEN. ORG,
M LLER@BOSTON. GREEN. ORG

Subj: SCHEDULE AND AGENDAS

5.4.2. Distribution Lists

To send mail to multiple users by entering the name of a distribution list, follow these guidelines:
* The file with the distribution list can be yours or belong to someone else.
* The file can reside locally or remotely.

* Do not include the names of other distribution lists in the distribution list.
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You can use two kinds of distribution lists:

OpenVMS distribution list
* Create a .DIS file in your own directory or use an existing one.

* You can include comment lines (lines preceded by an exclamation mark [!]) in the .DIS list
file.

*  You can include both OpenVMS addresses and SMTP addresses. If you want the OpenVMS
Mail utility to use SMTP for all SMTP addresses, qualified and unqualified, either set the
MAILSINTERNET MODE logical name to SMTP, specify fully qualified SMTP addresses
only, or use the SMTP% prefix with the destination enclosed in quotation marks.

* To send mail to the people on your distribution list, enter the following command:

MAI L> SEND
To: @ist_nane

SMTP distribution list

* Use an existing .DIS file or create a .DIS file in SYS$SSPECIFIC:[TCPIP$SMTP] or, if defined
on your system, TCPIPSSMTP_COMMON..

* Give the list a unique name that is not the same as a local user name.

* To specify comment lines, use an exclamation mark (!) in the first column.
* Include only SMTP addresses.

* Use one address per line.

* To send mail to the people on this distribution list, enter the following command:

MAI L> SEND
To: list_name@ost_where_list _resides

If the MAILSINTERNET MODE logical name is not set to SMTP, either specify a fully
qualified host name or use the SMTP% prefix.

The following examples show different methods of using distribution lists.

L.

This example sends mail to users whose names are on the local OpenVMS distribution

list AGENCIES.DIS. The distribution list file is displayed in this example. The MAIL
SINTERNET MODE logical name is not set, so by default unqualified Internet addresses would
be sent over DECnet; therefore, the AUDUBON@NY address is included with the SMTP% prefix
and quotation marks.

$ TYPE AGENCIES. DI S

!

I This is an OpenVMs distribution file nanmed AGENCI ES. DI S.
!

SMIP% audubon@y"

W LLI AVS@BELTWAY. ORG

W LDLI FE@DALLAS. ORG

jmuir@9.8.7.6
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SEC@P. | NTER8. ORG

BATES: : SCOPE
!

$ MAIL

MAI L> SEND

To: (@AGENCIES. DI S
Subj : NEWS TO WATCH FCR

2. This example sends mail to users whose names are on the local SMTP distribution list SYS
$SPECIFIC:[TCPIPSSMTPINATL INTEREST.DIS. The distribution list file is displayed in this
example.

$ TYPE NATL_| NTEREST. DI S

green@9.8.7.6

wf@9.7.6.5

arlo@?9.4.3.2

free:: nonicalL

wendel | @i ol 0. ne. edu

$ MAIL

MAI L> SEND

To: natl _interest@min_office.org
Subj: News Itens

3. This example sends mail to the users on SMTP distribution list FINANCE CENTERS.DIS, which
is maintained on remote mail server host HOLBROOK.

$ TYPE FI NANCE_CENTERS. DI S

ny accts@3.9.7.4

sf _stocks@3.7.11.2
dallas_pfs@3.1.5.1
denver _acct s@ol br ook

$ MIL

MAI L> SEND

To: finance_centers@ol brook
Subj: Portfolio Activity

5.5. Reading Mail

To read received mail, follow these steps:
1. At the DCL prompt, type MAIL.
2. Atthe MAI L> prompt, enter the DIRECTORY command to view a list of received messages.

3. Enter the READ command or indicate the message number you want to view in exactly the same
way as you would for OpenVMS mail.

In the following example, a user views the directory of unread new mail and selects message 3 to
read.

$ ML

You have 3 new nmessages.
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MAI L> DI RECTORY
NEWVAI L

# From Dat e Subj ect

1 GMAY: : SMIP% hel enm@hc 10- MAR- 2001 Just Checking In
2 GMAY: : SMIP% mays@fg 11- MAR-2001 Conmon Bases

3 CBI RD: : SMIP% seaway 12- MAR-2001 Crui ses

MAI L> 3

5.6. OpenVMS Mail Personal Name String

You can define a personal name string that is included at the top of the mail messages you send. To
create a personal name with SMTP mail, use the SET PERSONAL NAME command. Note the
following restrictions:

* Enclose the string in double quotation marks.
* Do not use additional double quotation marks within the string.

* You can use single quotation marks ('') within the personal name.

* Do not use 8-bit ASCII characters (for example, 4 or 6). The eighth bit is truncated. For example,

4 becomes d and 6 becomes v.

The following command sets a personal name that includes quotation marks:

$ MAIL
MAI L> SET PERSONAL_NAME "' Wealth' is in the mind"

5.7. Carbon-Copying Messages

You can enable carbon copying by using the SET CC-PROMPT command. Follow these guidelines
when you specify destinations for the CC. prompt:

* Follow the OpenVMS Mail conventions for copying mail to other people or to yourself.
» To enter the correct address, follow the guidelines listed in Section 5.2.

The following example sends mail to user AL and copies to users ROLLINS, BOND, and RICH:

MAI L> SEND

To: al @i rways

CC. rollins,bond, rich@]light_central.com
Subj: Directions for N ght Flight

In the following example, OpenVMS user BRODIE sends mail to UNIX user owens and copies
sol t au.

MAI L> SET CC_PROWPT

MAI L> SEND
To: owens @ezar
CcC. sol tau@ gt 0o. bonkers. org

Subj: Goals for the Wek
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Enter your message bel ow. Press CTRL/Z when conplete, or CTRL/C to quit:

RC. Let's get a junp on the ball this tinme.
W' Il nmeet before the conference to organize.
- J.B.

Grl/z

5.8. Forwarding Messages

You can forward any mail you receive to any internet host. Follow the OpenVMS Mail conventions
for forwarding mail.

5.9. SMTP SFF (Send From File)

SMTP allows you to create a mail message in a file and send it to the SMTP mailer to be delivered
with headers you specify. Using this feature, you can create automated tools that compose and send
mail messages. It is also useful for forwarding non-text files (MIME), because it prevents the mailer
from encapsulating the MIME and SMTP headers in the body of a new mail message. Thus, SMTP
can function like the r edi r ect command on your personal computer, which simply takes the
message as is, without encapsulating it in another message, and sends it to the person you name.

To redirect a MIME mail message without encapsulation so that it is readable to the receiver, follow
these steps:

1. From OpenVMS MAIL, use EXTRACT/NOHEADER to extract the mail message.
2. Exit the MAIL program.

3. Modify the file to include the SMTP commands. For example, put the address of the recipient into
the RCPT TO: <> line. For more information about the SFF format, see Section 5.9.1.

4. Send the file to SFF.

If you want headers like From:, To:, or Message-ID:, you must include them in the file. SFF adds only
the Received: header, as described in Section 5.9.3.

5.9.1. Format of the SFF File

You can use SFF to send a text file that complies with RFC 822 by including commands (as described
in RFC 821) preceding the RFC 822 message. MIME, by definition, complies with RFC 822;
therefore, MIME mail can be delivered using SFF.

For example:

$ TYPE TEST_SMIP_SFF. TXT

MAI L FROM

<gr een@bc. conp

RCPT TO

<gr een@bc. conp

DATA

Date: Sun, 4 Aug 1996 14:48:14 -0400
Message- | d:

<96080414481486@abc. conp
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From green@bc.com (Charly Geen - ABC- Corp engi neering)
To: green@bc. com

Subj ect: Test of SFF mechani sm

This is the message text.

The SMTP protocol commands specify:

1. The return path of the mail

2. The recipients

3. The DATA command

4. The RFC 822 message

The commands that precede the RFC 822 messages must appear in the file in the order listed above.
The MAIL FROM and RCPT TO commands form the “envelope,” as described in RFC 821 and
summarized as follows:

1. The MAIL FROM command specifies the address to which the mail is bounced if necessary.
There must be one and only one MAIL FROM command.

You can specify a blank MAIL FROM command. For example:
MAI L FROM <>

2. The RCPT TO command specifies the address of a recipient. There must be at least one RCPT TO
command but there can be more, one for each recipient.

Do not specify a blank RCPT TO command.

Each RCPT TO command must occupy a separate line and may contain only one address. If the
mail is to go to multiple addresses, include one RCPT TO command for each address.

3. The DATA command follows the last RCPT TO command; it flags the end of the RCPT TO
commands and the beginning of the header block. The DATA command is required.

Do not include a Return-Path header in the RFC 822 headers. If the mail is to be delivered locally,
SMTP includes a Return-Path header based on the MAIL FROM command. If the mail is relayed

to another SMTP host, the return path is determined by the MAIL FROM command on the final
destination host.

5.9.2. SFF File Requirements

The mail message file can be in either of the following formats:
* Variable length

This type of file does not require carriage-return/line-feed characters at the end of each line.
e Stream LF

This type of file requires at least a line-feed character at the end of each line. It is not necessary to
add carriage-return characters.
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5.9.3. SFF Security Measures

The ability to create messages with arbitrary headers could be used to spoof message headers. To limit
this, the SFF mechanism adds a Received: header to the headers you supply. This tells you the origin
of an attempted spoofed message.

You can invoke SFF from an application or from DCL, as described below.

5.9.4. Invoking SFF from an Application

TCPIP$SSMTP MAILSHR.EXE contains a routine called TCPIPSSMTP_SEND FROM FILE. This
routine is declared as follows:

unsi gned int TCPI P$SMIP_SEND FROM FI LE(i nfil e_nane, | ogfd, | og_l evel)
char *infile_nane;

FI LE *1 ogf d;

int [og_|level;

The arguments for this routine are:

* infile name

Specifies the name of the text file that contains the RFC 822 mail message and SMTP protocol
information.

* logfd
Specifies the file to which to log diagnostic messages. This file must be opened by the caller
before calling this routine. If no log file is specified, output goes to SYSSOUTPUT. This argument
is optional.

* log level

Specifies the level of diagnostics to use: either 1 (on) or 0 (off). The default is 0 (off). This
argument is optional.

To call the routine, link with TCPIP$SMTP_MAILSHR.EXE/SHARE.

5.9.5. Invoking SFF from DCL

The SMTP_SFF command allows you to invoke SFF. To define SMTP_SFF as a foreign command so
that you can use it from DCL, enter the following command:

$ SMIP_SFF: ==$TCPI P$SYSTEM TCPI P$SMIP_SFF. EXE
This command takes UNIX style parameters and passes them to SFF.

The command format is:

SMIP_SFF infile_nane [-log logfile_nanme] [-1oglevel |o0g_|evel]
Where the parameters to this command are:

* infile_name
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Specifies the name of the text file that contains the RFC 822 mail message and SMTP protocol
information.

* logfile name
Specifies the name of the log file for diagnostic messages. (The default is SYSSOUTPUT.)
o log level

Specifies the debug log level: either 1 (on) or 0 (off). (The default is 0 (off).)

5.10. Routing Mail with the UNIX-to-UNIX
Copy Program

The UNIX-to-UNIX Copy Program (UUCP) lets a system copy files to and from other systems
running UUCP. UUCP is usually used to copy files over a dialup connection (see Section 5.10.1).

To route mail using UUCP, ask your system manager to define the general gateway in the SMTP
configuration.

To use SMTP to route mail to a system running UUCP, address the mail as follows:

MAI L> SEND
To: SMIPY% user _nane! uucp_host"

The following example sends mail to geof f r ey at host hal di r:

$ MAIL
MAI L> SEND
To: SMIP% geoffrey! hal dir. of.cont

5.10.1. Dialup Connections

Ask your system manager whether you need to specify a gateway host in mail addresses when you
work on UUCP dialup lines.

The following example sends mail during a dialup connection by specifying a gateway host:

MAI L> SEND

To: gateway_host!crandl elwatts
CC. billwjenny,ibis

Subj : Events Schedul e

5.11. Management Commands for Mail

Table 5.1 describes the management commands you can use to work with SMTP mail messages
currently in a queue. Type these commands at the TCPI P> prompt.

Table 5.1. Commands for Using SMTP

Command Function

SHOW MAIL Displays information about mail messages
queued to your process' user name.
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Command Function

REMOVE MAIL Deletes mail messages that are in a holding state
in SMTP queues.

SEND MAIL Releases for delivery a mail message that is in a
holding state.

The following sections describe how to use these commands. For full command descriptions, refer to

the

VSI TCP/IP Services for OpenVMS Management Command Reference.

5.11.1. Displaying SMTP Mail Status Information

Use the SHOW MAIL command to display the following information about SMTP mail:

Message (entry) number of the queued mail

User name of the sender (to display information about other users, you need SYSPRV or BYPASS
privilege)

File name of the queued mail

Status of a message

The following examples show how to display SMTP mail status information.

L.

The following command displays information about message 826 in an SMTP queue. By default,
the command returns brief information. Specify /FULL for more detailed information, as shown in
example 2:

$ TCPI P SHOW MAI L / ENTRY=826

SMIP Mail Queue Entry 826 User: MARLOW
File: _PLUTOSDKDO: [ MARLOW 970207015114579_MARLOW TCPI P_PLUTQ, 1
Status: Processing

2. The following command displays detailed information about all your mail. The /RECIPIENT
qualifier, used with the /FULL qualifier, displays selected classes of information, depending on the
option you specify:

Option Description

ALL Shows failed, sent, and unsent messages.

FAILED Shows messages that could not be read for a

particular recipient.

SENT Shows successful deliveries to a particular

recipient.

UNSENT Shows messages that as yet are unsent.

$ TCPI P
TCPI P> SHOW MAI L / FULL / RECI Pl ENT=ALL

SMIP Mail Queue Entry: 826 User: MARLOW
File: _PLUTOSDKDO: [ MARLOW 970207015114579_MARLOW TCPI P_PLUTQ, 1
Status: Processing
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Message Desti nati ons:
Address: marl| ow@l ut o
Message Headers:
Return Path: ?7??
SMIP Mail Queue Entry: 828 User: MARLOW
File: _PLUTO$DKDO: [ MARLOW 970207015114580_ MARLOW TCPI P_PLUTQ, 1
Status: Hol di ng
Message Desti nati ons:
Address: marl| ow@l ut o

Message Headers:

Return Pat h: 2?7

5.11.2. Deleting Holding State Mail Messages from
SMTP Queues

The following examples show how to delete mail messages from SMTP queues using the TCP/IP
command REMOVE (similar to the DCL command DELETE/ENTRY).

Note

Use this command only to release mail messages that are being held; do not use this command to
delete mail messages in the processing state.

1. The following command deletes mail message 828, a message that is holding (the message
corresponds to your process's user name, or you have SYSPRV or BYPASS privileges). You are
prompted to confirm that you want the message deleted.

$ TCPI P REMOVE MAI L / ENTRY=828
_PLUTO$DKDO: [ MARLOW 970207015114580_MARLOW TCPI P_PLUTQ, 1? y

2. The following command removes all messages for your process's user name, or deletes everything
in the SMTP queue if you have either SYSPRV or BYPASS privilege. The /NOCONFIRM
qualifier prevents TCP/IP Services from prompting you for confirmation. Before deletion, TCP/IP
Services copies this queued mail to the specified directory.

$ TCPI P REMOVE MAI L / NOCONFI RM / COPY=[ MARLOW OLD_MNAI L]

5.11.3. Releasing Holding State SMTP Mail Messages
for Delivery

The following example shows how to requeue an SMTP mail message that is currently holding, using
the TCP/IP command SEND MAIL (similar to the DCL command ENTRY/RELEASE). You are
prompted to confirm that you want the mail message requeued.

$ TCPI P SEND MAI L / ENTRY=828
_ PLUTO$DKDO: [ MARLOW 970207015114580_MARLOW TCPI P_PLUTO, 1? y
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5.12. Using Mail on Your PC

You can use either the Post Office Protocol (POP) or the Internet Message Access Protocol (IMAP) to
access OpenVMS mail from your PC.

5.12.1. POP

With SMTP and the Post Office Protocol (POP) functionality, you can receive and send OpenVMS
mail on your PC.

POP is a mail repository that accepts and stores your mail even when the PC is turned off. At your
request, the POP server reads mail from your OpenVMS NEWMAIL folder, then moves the mail to
your MAIL folder.

To send and receive mail on your PC, make sure the system manager has configured the POP server
for use on your PC (the POP client system).

To set up your POP client account, use one of the following methods:

*  On networks where maximum security is not required, enter your PC mail application and
configure a user name and password into the system.

The user name and password pair becomes authorization information for the TCP/IP system, not
your POP client system. Your PC client sends the password to the POP server unencrypted.

As an added security measure, POP permits only two user name and password authorization
attempts per TCP connection.

*  On networks where maximum security is required, enter your PC mail account and configure a
user name and shared-secret password into the system.

This method is called the APOP authorization method. With this method, you store a shared-secret
password in a one-line file named POP_SECRET. DAT in your default OpenVMS mail directory.

You can use the DCL command CREATE or your text editor to create the file and specify a
password string, then set the file protection to prevent other users from accessing it. For example:

$ SET DEFAULT USERS$DI SK: [ JONES. MAI L]

$ CREATE POP_SECRET. DAT

xyztancreff Crl/Zz

$ SET FI LE/ PROT=(s, w, g, o: rwed) POP_SECRET. DAT

The shared-secret password cannot exceed 500 characters.

Each time you enter your PC mail application, the shared-secret string is sent from the PC client to
the POP server using an encryption process.

For more information about the POP process, including information about how POP builds SMTP-
compliant mail headers, refer to the VSI TCP/IP Services for OpenVMS Management guide.

5.12.2. IMAP

The IMAP server allows users to access their OpenVMS Mail mailboxes by clients such as Microsoft
Outlook so that they can view, move, copy and delete messages. The SMTP server provides the extra
functionality of allowing the clients to create and send mail messages.
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For information about configuring and managing the IMAP server, refer to the V.SI TCP/IP Services
for OpenVMS Management guide.

5.12.2.1. How to Access Mail Messages Using IMAP

To access mail messages from the IMAP server, configure a user name and password into your client
mail application. If an account is accessible without a password and a password is provided, the
password is ignored.

In OpenVMS Mail, a user's mailbox file is, by default, named MAIL.MAI and resides in the user's
default OpenVMS directory. In most cases, the user name to be configured is the user's OpenVMS
account name.

An OpenVMS Mail user is allowed to have many mail files; a special syntax for the user name

is defined so that the user can specify the set of mail files to be opened. This syntax is the user's
OpenVMS account name followed by a percent sign and then partial file specifications of the mail
files, each separated by a percent sign. Note the following:

* The file extension of .MAI is not required.

*  The default MAIL.MALI file is assumed, but if the user adds it to the list, it will not be displayed
twice.

In the following example, user SMITH has three mail files in a mail directory. One is the user's default
MAIL.MALI file, and the others are ACCOUNTS.MAI and PRIVATE.MALI. The user name would be
configured as follows in the IMAP client:

SM THY¥ACCOUNTS%PRI VATE

Your client system opens the TCP connection and attempts to access the server by entering the IMAP
LOGIN command with the configured user name and password. On successful connection, your mail
files are the top level of mailboxes. In the preceding example, the mailboxes displayed will be Mail,
Accounts, and Private. Unsuccessful attempts are logged in the event log file (described in the V'S/
TCP/IP Services for OpenVMS Management guide).

Once you have successfully connected to the IMAP server, a text file called TCPIP
SIMAP_MAILBOXES.DAT is created in your OpenVMS Mail directory. This file contains a record
of the mailbox files that you specified, as well as a line-separated list of partial file specifications.
Your mail directory and the .MALI file extension are appended to the partial file specification.

Note

When you change your default OpenVMS Mail directory with the OpenVMS Mail command SET
MAIL DIRECTORY, you must manually copy the TCPIPSIMAP MAILBOXES.DAT file from
your old default directory to your new default directory to use the list of folders specified in the
TCPIPSIMAP_MAILBOXES.DAT file in the old directory. The OpenVMS Mail command SET
MAIL DIRECTORY is not aware of the TCPIPSIMAP MAILBOXES.DAT file and does not copy it
from the old directory to the new one.

The next time you connect to the IMAP server, you can (optionally) remove percent signs and
mailbox names from the user name field, because they are recorded permanently in the TCPIP
$SIMAP_MAILBOXES.DAT file.

You can add extra mailbox names in a later connection. The TCPIPSIMAP_MAILBOXES.DAT file is
automatically updated.
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The IMAP client software can create and delete mail files in your directory, either automatically, as in
the creation of a "Deleted Items" mailbox, or as specified by the user.

The system manager can provide every user on the system with a preloaded tree of mailboxes by
copying to each user's mail directory a preformatted copy of TCPIPSIMAP MAILBOXES.DAT.

5.12.2.2. OpenVMS Mail Configuration

Table 5.2 describes the way the OpenVMS Mail SET options affect the operation of IMAP.

Table 5.2. OpenVMS Mail SET options

Option

Description

AUTO PURGE

IMAP clients have their own purge command,
often called Compact or Compress. When a
message is purged from a non-Wastebasket
mailbox, it is put in the OpenVMS Mail
Wastebasket. If the Wastebasket itself is purged,
the messages are permanently deleted (equivalent
to OpenVMS Mail PURGE), and disk space

is then reclaimed as soon as the IMAP client
disconnects. This occurs regardless of the
AUTO_PURGE setting, which has no effect for
an IMAP client.

Any messages that are permanently deleted by an
IMAP client briefly appear in your Wastebasket,
but those messages are not visible from the
IMAP client and are purged each time the client
disconnects from that mail file.

CC_PROMPT

Not applicable.

COPY_SELF

Not applicable.

EDITOR

Not applicable.

FILE

Not used. Instead, you can configure all mail
files to be available simultaneously by setting the
user name in the IMAP client configuration. You
cannot copy or move messages between different
mail files.

FOLDER

Not applicable.

FORM

Not applicable.

FORWARD

This is not applicable to the IMAP server, but
setting a forwarding address results in messages
being forwarded by OpenVMS Mail before being
seen by the IMAP server.

MAIL_ DIRECTORY

The directory, with an extension of .MAI, forms
the partial file specification used to complete the
file names of mail files using the values supplied
as part of the user name in the IMAP client
configuration. See Section 5.12.2.1 for details.

PERSONAL NAME

Not applicable.
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Option Description

QUEUE Not applicable.

SIGNATURE FILE Not applicable.

WASTEBASKET NAME This folder is always displayed by the IMAP
client, even if it is currently empty.

5.12.2.3. Mapping OpenVMS Mail Folder Names to IMAP Mailbox
Names

OpenVMS Mail folders are presented to the IMAP client as IMAP mailboxes. All mailboxes are
presented to the client in lowercase characters, beginning with an initial capital letter, and with capital
letters following each space, at sign (@), opening parenthesis ( “ ("), underscore (), and hyphen (-).

The NEWMALIL folder requires special treatment . Because the IMAP protocol requires a top-level
mailbox called Inbox, the NEWMAIL folder is mapped to Inbox. When the user opens the mailbox
called Mail (which maps to file MAIL.MAI), the NEWMALIL folder is not listed so that the user is not
confused by seeing the same folder listed twice.

OpenVMS Mail folder names are usually in all uppercase characters but can contain lowercase
characters. Any lowercase characters are mapped to an underscore (_) followed by the character's
uppercase equivalent. Underscores are mapped to double underscores (_ ), and dollar signs are
mapped to double dollar signs ($$).

Table 5.3 shows the effects of folder-name mapping.

Table 5.3. OpenVMS Mail Folder-Name Mapping

OpenVMS Mail Folder Name IMAP Mailbox Name
HELLO Hello

Hello Hello
HELLO-ALL Hello-All

HELLO ALL Hello All
HELLOSALL Hello$SAll

5.12.2.4. Foreign Message Formats

The IMAP server determines the correct format for common file types. It does this by checking the
beginning of the file for a recognizable file header that matches a set contained in the configuration
file TCPIPSIMAP_HOME:TCPIPSIMAP MAGIC.TXT (analogous to the magic files found on
UNIX systems). If a matching file header is found, the server can let the client know the MIME type
and subtype of the file.

Though most common file formats are included, it is possible to add other formats if the structure of
the file header is known.

Table 5.4 describes the format of file-header recognition records.

Table 5.4. IMAP File-Header Recognition

Field Description
Type The type of the data to be tested. Possible values
are:
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Field

Description

* byte: A 1-byte value
* short: A 2-byte value
* long: A 4-byte value
* string: A string of bytes

* integer: An integer can be used indicating a
number of bytes (30 or fewer) to allow for
long matches. Examples in the configuration
file are the two RIFF format files of WAVE
and AVL

Optionally, types can be followed by an
ampersand (&) and a numeric value (mask),
expressed in hexadecimal, to specify that the
value is to be AND'ed with the numeric value
before any comparisons are done. Examples in
the configuration file are the two RIFF format
files of WAVE and AVI.

Test

The value to be compared with the value from the
file. The rules for the value depend on the type:

* Numeric type: The value is specified as
octal or hexadecimal in the C programming
language form where, for example, 013 is
octal, and 0x13 is hexadecimal.

» String type: The value is specified as a C
programming language string with the usual
escapes permitted (for example, n to indicate
new line.)

Type

The Content-Type type to use in the MIME
version of this message.

Subtype

The Content-Type subtype to use in the MIME
version of this message.

Format

Either “text” or “foreign,” indicating what sort

of OpenVMS Mail message will be tested for

this match. A test with “foreign” in this field is
performed on messages only if they are sent using
the /FOREIGN qualifier. Note that this implicitly
advertises whether base64 or quoted-printable
encoding will be used for a given bodypart type;
base64 is used only if the message was sent using
the /FOREIGN qualifier.

5.12.2.5. IMAP Message Headers

Mail message headers sent by the IMAP server must conform to the standard specified in RFC
822. Because many of the messages received on an OpenVMS system are not in the RFC 822, or
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Internet, format (for example, DECnet mail or mail from another message transport system), the
IMAP server builds a new set of headers for each message that is not RFC 822 format and is based on
the OpenVMS message headers.

Table 5.5 describes the headers on mail messages that are forwarded by the IMAP server.

Table 5.5. Mail Message Headers

IMAP Message Header Obtained From

Dat e: Arrival date of message. Changed to Internet
format, which shows the day of the week, the
date, the time, and the time zone offset from
Greenwich Mean Time (GMT). An example of
the format is Wed, 30 May 01 16: 19: 53

+0100.

From OpenVMS Mail Fr om field. Rebuilt to ensure
RFC 822 compatibility. (See Section 5.12.2.6.)

To: OpenVMS Mail To: field. Rebuilt to ensure RFC
822 compatibility. (See Section 5.12.2.6.)

CC. OpenVMS Mail CC: field. Rebuilt to ensure RFC
822 compatibility. (See Section 5.12.2.6.)

Subj ect : OpenVMS Mail Subj : field. Accented

characters are RFC 2047 encoded, but the change
is not visible to users because IMAP clients
reverse the encoding.

X- VMS- From OpenVMS Mail Fr om field. Not rebuilt.

X- 1 MAP4- Ser ver: Server host name and IMAP version information.
Sent only if configuration option Send-ID-
Headers is set to True.

X-1 MAP4- | D Message UID. Sent only if configuration option
Send-ID-Headers is set to True.

The IMAP server sends these message headers to the IMAP client unless both of the following
conditions are true:

* The configuration option Ignore-Mailll-Headers is set to True or is not defined. (See the VS/
TCP/IP Services for OpenVMS Management guide.)

* The message text starts with SMTP headers.

5.12.2.6. OpenVMS Mail Address Fields

The IMAP server rebuilds the Fr om header. This header can be used as a destination address if a
reply is requested from the IMAP client. The same is true for To: and CC. headers, if you request
that a reply be sent to other listed recipients. Therefore, the IMAP server rebuilds these fields in
compliance with RFC 822 before sending the header to the IMAP client.

Table 5.6 describes the different types of addresses that can appear in the OpenVMS Mail address
fields.
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Table 5.6. OpenVMS Mail Address Fields

Address Type Address Format

SMTP SMTP%" legal-address", where legal-address is
an address that is compliant with RFC 822 and is
commonly in the format user@domain.

DECnet node: :username

User name username

DECnet address containing quotation marks node:: "user@host"
Cluster-forwarding SMTP address node::SMTP% "user@domain"

A host name is local if one of the following conditions is true:

* The host name is the same as the substitute domain specified in the SMTP configuration.
* The host name is found in the TCPIP§SMTP _LOCAL_ ALIASES.TXT file.

The following sections describe how IMAP rebuilds an address field for each type of address.

5.12.2.6.1. SMTP Address

The IMAP server uses the SMTP address within the quotation marks to rebuild the address field of an
SMTP address. For example, message header

From SMIP% john.sm th@ ederation. gov"
becomes:

From john.smth@ ederation. gov

SMTP hides nested quotation marks by changing them to cent sign (¢) characters before passing them
to OpenVMS Mail and then changing them back after a reply. The IMAP server removes any cent
signs that designate double quotation marks. For example, the following message header:

From SMIP% ¢ABCMTS: : MRGATE: : ¢ABCDEF: : VI VALDI ¢¢@yz. org"
becomes:

From "ABCMIS: : MRGATE: : " ABCDEF: : VI VALDI "" @yz. or g"
5.12.2.6.2. DECnet Address

The value assigned to the configuration option Decnet-Rewrite defines how the IMAP server rebuilds
a DECnet address. The following list describes the possible values:

*  GENERIC

The entire address is changed to the SMTP format. For example, from host
wi dget s. xyzcor p. com the message header Fr om  ORDERS: : J_SM THbecomes:

From "ORDERS::J_SM TH'@n dgets. xyzcorp.com

In this example, instead of Wi dget s. Xyzcor p. com the value of configuration option
Gateway-Node (described in the VSI TCP/IP Services for OpenVMS Management guide) is used if
it is defined; if not, the value of the SMTP substitute domain is used. Only if both of these options
are undefined is the host name Wi dget s. Xyzcor p. comused.
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L]

NONE
The Fr om line is sent unmodified to the IMAP client. For example:
From ORDERS::J_SM TH

You cannot reply to this type of message from an IMAP client because the SMTP server does not
accept an address in this form.

TRANSFORM

The IMAP server attempts to translate the DECnet node name to a TCP/IP host name. If the name
can be translated, the IMAP server checks whether the translated host name is local. If so, the

Fr om header becomes an address in the format user@ substitute-domain. If not, the Fr om
header becomes an address in the format user@ hostname. Note that the IMAP and SMTP servers
call the same routine to determine whether a host name is local.

The following examples show some ways the IMAP server translates DECnet node names to TCP/
IP node names. In these examples:

* The local host name is or der s. acne. wi dgets. com
* ORDERS translates the name to " or der s. acne. wi dgets. coni'.
* The message header From ORDERS: : J_SM THbecomes:
From j_smith@rders.acne.w dgets.com

* For a substitute domain of acrre. wi dget s. com the message header Fr om
ORDERS: : J_SM THbecomes:

From j_smth@cne.w dgets.com

» IfHOSTI2 translates to host 12. acne. wi dget s. com which is not local
on host name or der s. acne. wi dget s. com the message header Fr om
HOST12: : J_SM THbecomes:

From | _smith@ost12. acne.w dgets.com

» IfHOSTI3 does not translate and host or der s. acre. wi dget s. comhas no substitute
domain defined, the message header Fr om HOST13: : J_SM THbecomes:

From "HOST13::J SM TH' @r ders. acne. wi dgets. com

In this example, if the configuration option Gateway-Node is defined, then its value is used
instead of or der s. acre. wi dgets. com

5.12.2.6.3. User Name-Only Address

If the address under consideration is a recipient address, and the Fr om address is a DECnet address,
then the recipient address is prefixed with the same routing information as that of the Fr om address.
Then it is processed as if it were a DECnet address, as shown in Section 5.12.2.6.2.

Otherwise, the IMAP server appends the at sign (@) to the user name, and then appends one of the
following, in order of preference:

The value of configuration option Gateway-Node, if defined
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¢ An SMTP substitute domain, if defined
¢ The local host name

For example, with an SMTP substitute domain defined as acne. wi dget s. com the message
header Fr om  Smi t h becomes:

From smth@cne. w dgets.com
5.12.2.6.4. DECnet Address That Contains Quotation Marks

The values assigned to the configuration option Quoted-Decnet-Rewrite define how the IMAP server
rebuilds a DECnet address that contains quotation marks. The following list describes the possible
values:

*  GENERIC

The address is changed to the SMTP format. For example, on host Wi dget s. Xyzcor p. com
the message header From ORDERS: : "j _smi t h@cne. com' becomes:

From "ORDERS::"j_smith@ecne.coni" @i dgets. xyzcorp.com

+ NONE

The Fr om line is passed unmodified to the IMAP client. For example:

From ORDERS::"j smth@cnre. cont

You cannot reply to this type of mail message because the SMTP server does not accept an
address of this form.

« TRANSFORM

The IMAP server uses the text inside the quotation marks. For example, the message header
From ORDERS:.:"]j smth@cne. cont becomes:

From | _smith@cne.com
5.12.2.6.5. Cluster-Forwarding SMTP Address

With a cluster-forwarding SMTP address, the IMAP server uses the SMTP address within the
quotation marks. For example, the message header

From ABCDEF:: SMIP% j anes. smit h@ eder ati on. gov"
becomes:

From janmes.snth@ ederation.gov

5.12.2.6.6. All Other Addresses

For all other address formats, the IMAP server changes the entire address to the SMTP format:
* Quotation marks in the address are prefixed with the backslash (\) escape character.

* The entire address is placed within quotation marks.

* An at sign (@) is appended.
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* The value of configuration option Gateway-Node, if defined, is appended; if not, the value of the
SMTP substitute domain is appended. If both are undefined, then the name of the local host is
appended.

For example, if the substitute domain is Xy z. or g, the message header Fr om
ABCMTS: : MRGATE: : " ORDERS: : SPECI AL" becomes:

From "ABCMIS: : MRGATE: : " ORDERS: : SPECI AL"" @yz. org

If the configuration option Ignore-Maill1-Headers is set to True and the address is an SMTP address,
the rebuilt Fr om field is not displayed to the user. In this case, the IMAP server sends the actual
headers from the body of the mail as the mail headers.

5.12.2.7. Uploaded Messages

You can copy mail messages stored on the local client system to OpenVMS Mail. This action is
termed uploading and involves the creation of a new OpenVMS Mail message.

When a message is uploaded, OpenVMS Mail treats it as a new mail message, and a “New Mail”
broadcast message is issued. You see this message if you also have an OpenVMS VT session open

with receipt of broadcast messages enabled.

When a message is uploaded, the entire message is copied along with the header information
described in Table 5.7. Note that the additional header information is visible only if you read it with
MAIL or if the configuration option Ignore-Maill1-Headers is set to False.

Table 5.7 describes the typical headers in an uploaded message.

Table 5.7. Header Information in Uploaded Messages

Header Value
Body: The entire SMTP message, including headers.
From The underscore character (_), followed by the

name of the user who is uploading the message

To: The underscore character (_), followed by the
name of the user who is uploading the message

Subj : The subject of the uploaded message.
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Chapter 6. Printing Files Using LPR/
LPD

The Line Printer/Line Printer Daemon (LPR/LPD) supports the DCL commands PRINT, LPQ, and
LPRM for remote printing.

The LPR/LPD service allows you access to print queues on remote hosts and allows users on remote
hosts to access print queues on your system.

The following table lists network printing services you can perform and the sections that explain how
to use them.

Capability Section

Send print jobs to a printer connected to a remote |6.1
internet host.

Display remote print queue status. 6.2

Cancel print jobs. 6.3

Receive on local (OpenVMS system) print queues | 6.4
print jobs initiated from a user on a UNIX system.

Obtain online help. 6.5

To use TCP/IP Services network printer services, you need the following:
e The name of the remote print queue

* Remote Print Server LPD protocol extensions software you need to use the PRINT /
PARAMETERS command

» TCP/IP Services installed and LPR/LPD enabled on your OpenVMS system

Table 6.1 summarizes the commands that control printing features. (For complete command
descriptions, see Section 6.6.)

Table 6.1. Network Printing Commands Summary

DCL Command UNIX Command Function
PRINT | pr Prints files.
LPQ | pg Displays the status of a remote

print queue.

LPRM | prm Removes jobs from a remote
print queue.

6.1. Printing at Remote Print Queues

Your system manager can configure your system with LPR/LPD network services that allow you
to use the DCL command PRINT to send print jobs to a print queue on a remote internet host. The
remote host can be a UNIX system or another OpenVMS system running LPR/LPD.

You print a local file at a printer on a remote host by specifying the remote queue name defined on
your local host (see your system manager for queue names). LPD copies the file to the appropriate
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remote printer's spool directory. A copy of the file to be printed remains in the spooling queue until
the printer is ready to print it.

When you enter the DCL command PRINT to send a print job to a remote print queue, you use the /

QUEUE qualifier to specify the queue name, plus any of the following qualifiers:

/AFTER /BACKUP /BEFORE
/BY_OWNER /CONFIRM /COPIES
/CREATED /DELETE /EXCLUDE
/EXPIRED /FORM /HEADER
/HOLD /IDENTIFY /JOB_COUNT
/MODIFIED /NAME /NOTE
/OPERATOR /PARAMETERS /PASSALL
/PRIORITY /QUEUE /SETUP
/SINCE /USER /WIDTH

Two of these qualifiers work differently with TCP/IP Services than they do in an OpenVMS
environment without TCP/IP Services. These two qualifiers are:

« /FORM
+ /PARAMETERS

The following sections discuss the unique features of these qualifiers when used for remote printing.

Note

TCP/IP Services does not support layup definition files for print requests to remote print queues. A
layup definition file sets up the layup features: borders, sheet margins, alternating margins, pages per
sheet, first page, page order, and page grid.

6.1.1. PRINT /JFORM Command

The DCL command PRINT /FORM customizes the look of the printed page. This qualifier associates
a form other than the default with the print job.

To find out which forms are defined for your system, enter the following command:
$ SHOW QUEUE / FORM
To find out the currently mounted form or the default form, enter the following command:

$ SHOW QUEUE queue /FULL

If the form associated with a remote LPD queue specifies a /WIDTH value that is not the standard
132, LPD sends a "W" card in the job's control file with the width specified in the form.

6.1.2. PRINT /PARAMETERS Command

TCP/IP Services supports numerous options for the DCL command PRINT /PARAMETERS. For
example, it supports the PAGE_SIZE option as follows:
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$ PRI NT/ PARAMETERS=( PAGE_SI ZE=si ze) / QUEUE=queue_nane fil enane

When you enter the PRINT /PARAMETERS=( option=value) command, enclose the following in
quotation marks:

* Blanks
* Nonalphanumeric characters, including spaces and slashes

You can use the following /PARAMETERS options for both local printing (standard DCL PRINT)
and remote printing (DCL PRINT with LPR/LPD network services).

DATA _TYPE NUMBER_UP PAGE_LIMIT
PAGE_ORIENTATION PAGE SIZE SHEET COUNT
SHEET SIZE SIDES

For a full description of the options supported for DCL local and remote printing, enter the following
command.

$ HELP PRI NT_PARAMETER

Note

This help is available only if the DECprint Supervisor (DCPS) software is installed on your system.
See your system manager for more information.

The following /PARAMETERS options are supported only for use with remote printing.

HOST MAIL
NOFLAG PRINTER

The options are described in more detail in the following sections.

6.1.2.1. HOST and PRINTER Options

Use the HOST and PRINTER options together to send a print job to any remote host and printer that
do not have a specific print queue defined on the local system.

In conjunction with the HOST and PRINTER options, you must also specify the /QUEUE qualifier.
The value of /QUEUE should be TCPIPSLPD OUT.

For example, the following command specifies that the file PINS.LIS be sent to printer CT_LNOSR
on remote host BALT:

$ PRI NT/ PARAMETERS=( HOST=BALT, PRI NTER=CT_LNO5R) / QUEUE=TCPI P$LPD_QUT
PINS. LI S

The HOST and PRINTER options allow you to use any available network printers without your
system manager having to set up additional LPD remote queues for each of these printers.

Specify the remote host name either by the host name or by its fully qualified domain name (see
Section 1.4).
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6.1.2.2. IPARAMETERS Qualifier: MAIL Option

The MAIL option causes the remote host to notify you through SMTP mail when the print job
completes. The following command specifies the MAIL option:

$ PRI NT/ PARAMETERS=MAI L / QUEUE=DPR_ANSI PI NS. LI S

6.1.2.3. IPARAMETERS Qualifier: NOFLAG Option

The NOFLAG option suppresses printing of a banner (flag) page at an LPD queue. For information
about LPD queues, see the VSI TCP/IP Services for OpenVMS Management manual.

The following command specifies the NOFLAG option:

$ PRI NT/ PARAMETERS=NOFLAG / QUEUE=DPR_ANSI PINS. LI S

6.1.3. Remote Queue Printing Examples

The following examples show how to use the remote queue printing capabilities of TCP/IP Services.

1. This example sends local file PINS.LIS to the remote print queue defined locally as FAC3 ANSI
and requests notification through SMTP when the job completes at the remote printer.

$ PRI NT / PARAVETERS=MAI L / QUEUE=FAC3_ANSI PINS. LIS

2. This example shows how to send a local file to the remote print queue defined locally as OUR_PS
for printing at a remote printer. The command specifies that text be printed on both sides of each
sheet. The file name is ROUGH.TXT.

$ PRI NT / QUEUE=OUR_PS / PARAMETER=( SI DES=2) ROUGH. TXT

3. This command sends a print job to the remote queue defined locally as YOUR PS.

$ PRINT / QUEUE=YOUR_PS LET. LIS -
_$ / PARAMETERS=( DATA_TYPE=POST, PAGE_ORI ENTATI ON=LANDSCAPE, SI DE=2)

4. This example sends a print job to Internet host PACE.SATRN.COM to print on printer
K1 PRINTER.

$ PRI NT / QUEUESLPD_OUTQ USER$4: [ GRANT. FI NAN. SALES] ANNUAL. TXT -
_$ / PARAMETERS=( HOST=PACE. SATRN. COM PRI NTER=K1_PRI NTER)

6.2. Displaying the Status of Jobs in a
Remote Print Queue

To display the status of jobs you send to a remote printer, use the LPQ command. The following
information is displayed:

*  Your name
e Current rank of job in the queue
e Names of the files in job

¢ Job identifier
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* Total size of job in bytes
The following examples show how you can use the LPQ command.
1. This command displays all entries in the LPS40_QUE queue.
$ LPQ LPS40 QUE
2. This command displays information about job 4 in the print queue named OFFICE QUE.
$ LPQ OFFI CE_QUE / ENTRY=4
3. This command displays information about jobs 1, 2, and 3 in print queue PEACE Q.
$ LPQ PEACE_Q / ENTRY=(1, 2, 3)
4. This command displays information about user NELSON's jobs in the print queue FRONT Q.

$ LPQ FRONT_Q / USER=NELSON

6.3. Removing Jobs from the Print Queue

To remove your jobs from a remote print queue, use the LPRM command. The LPRM command lets
you remove the following:

* All of your active jobs

» All jobs, if you have the required privileges

* Selected jobs

The following examples show how you can use the LPRM command.

1. This command deletes job 7 from print queue BASE Q.
$ LPRM BASE_Q / ENTRY=7

2. This command deletes jobs 555, 556, and 558 from queue BASE Q.
$ LPRM BASE_Q / ENTRY=( 555, 556, 558)

3. In this example, the system manager, who has the required privileges, deletes all jobs from queue
MAIN_ QUE.

$ LPRM /ALL MAI N_QUE

6.4. Printing Remote UNIX Files on Local
Queues

Your system manager can set up a local print queue to handle print jobs for files sent from a remote
UNIX host. To print UNIX files on an OpenVMS printer, the UNIX user enters the | pr command.
(For more information, see the appropriate UNIX documentation.)

Local queues that are set up to receive UNIX print jobs support layup definition files. These are files
are supported only on OpenVMS and are used to set the following layup features: borders, sheet
margins, alternating sheet margins, pages per sheet, first page, page order, and page grid.
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The following example sends UNIX file / usr/ st ant on/ r ecent . cnt s to OpenVMS print
queue REMOTE QUEUE4 and specifies the formatting defined in the layup file called | ayup3.
The REMOTE QUEUEA4 print queue is set up as a remote queue in the printcap file by the system
manager.

% | pr -Llayup3 -Prenote_queued4 /usr/stanton/recent.cnts

6.5. Obtaining Online Help

You can obtain online help for the LPR/LPD network printing services by entering the following
commands:

$ HELP TCPI P_SERVI CES LPR LPD
$ HELP LPQ
$ HELP LPRM

6.6. Command Descriptions

This section provides complete descriptions of the commands you can use to send a print job to a
remote printer, monitor remote print jobs, and remove remote print jobs.

LPQ

LPQ — Displays the status of your jobs in a remote print queue. The status information includes:
current rank of your job in the queue, names of your queued files, job identifier, and size of jobs in
bytes.

Syntax
LPQ queue [ /ENTRY=n ]
[ /HOST=host ]

[ /PRINTER=renote printer ]
[ /USER=user _nane ]

Parameter

queue

Required.

Queue for which you want status.

Qualifiers

/ENTRY=n
Optional. Default: all jobs. You can specify a list of values.
Displays status for the specified jobs.

/HOST= host

Optional. Default: host defined in the printcap file.
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Displays status for the jobs you sent to the specified host. This is the host you also specified in the
PRINT /PARAMETERS=(HOST= host) command.

/PRINTER= remote_printer
Optional. Default: printer defined in the printcap file.

Displays status for the jobs you sent to the specified remote printer. This is the queue you also
specified in the PRINT /PARAMETERS=(PRINTER= gueue) command.

/USER= user
Optional. Default: all users.

Displays status for the jobs sent by the specified user. You can specify a list of values.

Example
1. $ LPQ LPS40_QUE
Shows all entries in the LPS40 QUE queue.
2. $ LPQ MAI N_QUE / ENTRY=4
Shows information about job 4 in the print queue named MAIN QUE.
3. $ LPQ PEACE_8 /ENTRY=(1, 2, 3)
Shows information about jobs 1, 2, and 3 in print queue PEACE 8.
4. $ LPQ 3RD FLOOR Q / USER=M LLER

Shows information about user MILLER's jobs in the print queue called 3RD_FLOOR Q.

LPRM

LPRM — Removes one or more jobs from a remote print queue.

Syntax

LPRM queue {/ALL /ENTRY=n /USER=user _nane}
[/ HOST=host ]
[/ PRI NTER=r enote_printer]

Parameter

queue

Required.

Print queue with waiting jobs you want to delete.
Qualifiers

/ALL

Required, unless you specify /ENTRY or /USER.
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Removes all jobs for all users from the specified queue. Requires SYSPRYV, OPER, or BYPASS
privilege. Comparable to the UNIX command | pr m - Pqueue - when performed by the root
user on the UNIX system.

/ENTRY=n

Required, unless you specify /ALL or /USER.

Removes the specified job. Specify only your own jobs. You can specify a list of values.
/USER= user

Required, unless you specify /ALL or /ENTRY.

Removes jobs by user name. You can specify a list of values.
/HOST= host

Optional. Default: host defined in the printcap file.

Removes jobs by host for the host you specified in the PRINT /PARAMETERS=(HOST=#os¢)
command.

/PRINTER= remote_printer
Optional. Default: printer defined in the printcap file.

Removes jobs from the remote printer you specified in the PRINT /PARAMETERS=(PRINTER=
queue) command.

Examples
1. $ LPRM BASE_Q / ENTRY=7
Deletes job 7 from print queue BASE Q.
2. $ LPRM FRONT_Q / ENTRY=( 555, 556, 558)

Deletes entries 555, 556, and 558 from queue FRONT Q.
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For displaying information about users on remote systems and your local system, TCP/IP Services
includes the FINGER utility. For example, you can use the FINGER utility to determine which users
are logged on to a system or to refresh your memory about the correct login name to use before using
FTP or another service to connect to an account on a remote host.

The FINGER listing can include such information as:
»  User name

* Account name

* Program the user is running

* User's home directory

» User's plans, activities, and other information

» User's project

The following table lists the capabilities provided by the FINGER utility and the sections that explain
how to use them.

Capability Section
Display brief information about all users on a 7.3.1
host.

Display detailed information about one or more |7.3.2
specific users on a host.

Display information about all users logged into an|7.3.3
OpenVMS Cluster system.

Get information from a host that is not directly 7.4
accessible to your local host.

Make planning and project information about 7.5
yourself available to other FINGER users.

The FINGER software must be enabled on your local OpenVMS host (see your system manager).
If FINGER has not been started, then attempts to use the FINGER command might cause an error
message because of missing privileges. You must start the utility before attempting to use it.

7.1. Typing FINGER Commands

Use the following rules for command syntax and wildcards when you enter FINGER command lines.

7.1.1. Wildcards

Wildcards are not accepted for OpenVMS hosts but may be valid for some UNIX hosts.

195



Chapter 7. Accessing User Information Using the FINGER Utility

7.1.2. Qualifiers

Qualifiers to the FINGER command must follow immediately after the command verb and must
precede the user or host name. If the qualifier follows the user or host name, the FINGER utility
interprets the qualifier as a user name. For example, in the following command, the qualifier /
FULL incorrectly appears after the user specification. As indicated by the last line in the display, the
FINGER server interprets /FULL as a user login name.

$ FI NGER ROLLI NS /FULL

User name Program Login Term Locati on

ROLLI NS $ Mbon 15: 02 64626: : ROLLI NS

Logi n nane: ROLLINS In real life: Professor Rollins
Account: RES9 Directory: WORK1$: [ ROLLI NS]

Last login: Tue 3-MAR-2002 09: 05: 29

Unread nmail: 25

Proj ect: Homeopathic medicine/Silica

No Pl an.

Logi n nanme: /FULL Inreal life: ?27??

The following example shows the correct position of the qualifier (the information displayed now
includes user ROLLINS' real name and current program).

$ FINGER /FULL ROLLI NS

[stl abl. bastyr. edu]

User name Real Nane Program Login Term Locati on

ROLLI NS Ben Rol lins $ Mon 15: 02 64606: : ROLLI NS
$ Mon 09: 42 64606: : ROLLI NS

Logi n nane: ROLLINS In real life: Professor Rollins

Account: RES9 Directory: WORK1$: [ ROLLI NS]

Last login: Tue 3-MAR-2002 09: 05: 29

Unread mail: 27

Proj ect: Homeopathic medicine/Silica

No Pl an.

7.2. Obtaining Online Help

You can obtain online help for the FINGER utility by entering either of the following commands:

$ HELP TCPI P_SERVI CES FI NGER
$ HELP FI NGER

7.3. Displaying Information about Users

To display information about all users on a remote host, enter the FINGER command followed by
the host name (FINGER @ hostname). To display more detailed information about a particular

user, specify the user name with the host name (format FINGER username@hostname). To display
information about all users on your local host, enter the FINGER command without specifying a host
name. To display detailed information about a specific user on your local host, enter the FINGER
command followed by the user name. Table 7.1 summarizes the different ways to display user
information.
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Table 7.1. Ways of Displaying Information Using the FINGER Command

If you need ...

Use this command...

Brief information about all users on a remote host |FINGER @ hostname
Brief information about all users on your local FINGER

host

Brief information about all users on your cluster |FINGER/CLUSTER

Detailed information about a specific user on a
remote host

FINGER username@ hostname

Detailed information about several users on a
remote host

FINGER useriname@, hostname user2name@,
hostname

Detailed information about a specific user on
your local host

FINGER username

Detailed information about several users on your
local host

FINGER userlname user2name

More detailed information about users on the
local host, including their real name and all logins

FINGER/FULL

Brief information about all local users and
detailed information about a specific local user

FINGER/ALL username

7.3.1. Displaying Information about All Users

To display brief information about all users on a host, use the FINGER command with the host name
only, in the format @hostname. If you use the FINGER command alone (without specifying a host
name), you receive brief information about all users on your local system. The following example
shows how to display brief information about all users on remote host SCIENCE:

$ FI NGER @5Cl ENCE

[ sci ence. ucd. edu]

User name Program Login Term Locati on

BRADY $ Thu 07:50 dialin_706_101. ucd. | ab. edu
CORRIT $ Tue 13:30 64334::CORRI T

DAVE MAI L Mon 15: 02 64334:: DAVE

DAVSON $ Thu 14:57

FLOYD $ Mon 17: 00

KITT TPU Mon 16:57 62555::KITT

M RTH $ Wed 16: 04 UCDVAX: : M RTH

NATALI E $ Tue 09: 23 64222: : NATALI E

RAPSONG $ Mon 18: 50 64442:: RAPSONG

7.3.2. Displaying Detailed Information about Specific

Users

To display details about one or more users on a remote host, specify the user name or a list of user
names, including the host name with each user name, as shown in the examples that follow. To
display more information about users on your local host, specify the user names without a host name.
The information about each user includes the following items in addition to the user (login) name,
program, login time, and terminal/location that is returned in the default, brief display:

* Login name
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Full name (real name)

Working directory

Last (previous) login

Number of unread mail messages

Plans and project, if the user has made the information available

The following examples show how to display information about specific users.

1.

This example shows how to receive detailed information about user HOWE on host BEARINGS.
The second line of information indicates user HOWE is logged in and using the OpenVMS Mail
utility.

$ FI NGER HONE@BEARI NGS

[ beari ngs. us. beacor p. conj

User name Program Login Term Locati on
HOVWE MAI L Mon 15: 02 84640: : HONE
Logi n nane: HOWE In real life: Abe Howe
Account: | NVENT Directory: DI SK$1: [ HONE]

Last | ogin: Tue 3- MAR- 2002 10:15: 39
No unread mai l

Project: Inventory

No Pl an.

This example displays information about several specific users on a remote host. The command
displays detailed information about users HOWE and JESSE on host BEARINGS, and user

bi | I i ngs on UNIX host cl ass. Note that user HOWE is not currently logged in to host
BEARINGS. JESSE is logged in, so FINGER displays a line of information for JESSE, including
the program JESSE is using (DCL at present) and the time of login.

$ FI NGER HONE@BEARI NGS JESSE@BEARI NGS Bl LLI NGS@CLASS

[ beari ngs. us. beacor p. conj

Logi n name: HOWE In real life: Abe Howe
Account: | NVENT Directory: DI SK$1: [ HOVNE]
Last | ogin: Tue 3- MAR- 2002 10: 15: 39

No unread mai l

Project: Inventory

No Pl an

[ beari ngs. us. beacor p. conj

User nane Pr ogram Login Term Locat i on
JESSE $ Thu 09: 24

Logi n nanme: JESSE In real life: JESSE BOYD
Account: PLAN3 Directory: DI SK$1: [ JESSE]
Last login: Mon 2-MAR-2002 16:48:50

Unread mail: 1

Proj ect: Pl anning

Pl an:

Next phase: Decenber

E-mail: jesse@earings. us. beacorp.com

198



Chapter 7. Accessing User Information Using the FINGER Utility

Phone: 526-5444

[ cl ass. uch. beacor p. coni

Logi n nanme: billings (messages off) Inreal life: M T. Billings
Ofice: BLD&X-2, 555-7873 Home phone: 111-222-3333
Directory: /usr/users/billings Shel |l : /usr/bin/csh
On since Jan 17 14:33:06

on :0
On since Jan 17 14:33:13 15 days Idle Tine

on ttypl
On since Jan 17 14:33:13 2 days 23 hours ldle Tine

on ttyp2
On since Feb 4 13:13:50 2 days 23 hours ldle Tine

on ttyp5
No Pl an

This command displays detailed information about one or more specific users and brief
information about all other users who are logged in to a remote host. For example:

$ FI NGER DALB@BEARI NGS @BEARI NGS

User name Pr ogram Logi n Term Locat i on
Logi n nanme: DALB In real life: Bob Dalb
Account: ENG 3 Directory: WORK1$: [ DALB]

Last login: Thu 5-MAR-2002 16: 26: 06
No unread nmai l
Project: TCP/IP Services for OQpenVNMS

No Pl an.

BRADY $ Thu 07:50 dialin_706_101.1kg. dec. com
BYRD $ Mon 17:00

CORTEZ $ Tue 13:30 60121:: CORTEZ
DALB TCPI P$FI NGER  Thu 16: 26 54242:: DALB

KURT $ Mon 16: 57 32556: : KURT
LARSON SHWCLSTR Mon 17:01

MUELLER $ Wed 16: 04 VALVE: : MJELLER
NASAN $ Tue 09: 23 44500: : NASON

PHI LLI PS $ Tue 02: 42 RENHST: : PHI LLI PS
ROLLI NS $ Mon 18:50 46142:: ROLLINS
SI MVEL MAI L Thu 14: 12 VALVE: : SI MVEL

This command displays detailed information about a specific user and brief information about the
remaining logged-in users on a local host. Note use of the /ALL qualifier which displays specific
information about user HOWE at the local host plus brief information about all other users logged
in. The output of this command is similar to that shown in the preceding example.

$ FI NGER/ ALL HOWE

7.3.3. Displaying Information about Users on Your

Cluster

To display information about users on all nodes in your local OpenVMS Cluster, use the /CLUSTER
qualifier, as in the following examples.

This example shows the default display for the FINGER/CLUSTER command.

$ FI NGER/ CLUSTER
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User name Node Pr ogr am Login Term Locat i on
ANND UCDAXP $ Mon 17:00
BRADY UCDAXP $ Thu 07:50 dialin_101. ads. com
CALLI NG UCDALP RTPAD Thu 14:50
CALLI NG UCDAXP $ Thu 14:57
CURREN UCDAXP $ Tue 13:30 84051:: CURREN
DOBB UCDWON TCPI P$FI NGER  Mon 11: 50
G LBERT UCDVAX MAI L Thu 14: 34 pcgil.adm n. ucd. edu
I MM N UCDALP $ Wed 16:21 BI XBY:: 1 MM N
KITT UCXAXP $ Mon 16:57 62555::KITT
KI TTEL UCXALP $ Thu 14:12 AGA E:: KI TTEL
LEVI NE UCDUNI DECWBSESSION  Thu 10: 50
LEVI NE UCDALP TCPI P$UCP Thu 10: 30 |1 evine. ads. com
M LLLER UCDALP TCPI P$FI NGER  Thu 15: 00 AGA E:: M LLER
M RTH UCDVAX $ Tue 17:09
M RTH UCDVAX RTPAD Mon 17: 27
NATALI E UCDAXP $ Tue 09: 23 64222:: NATALI E
POFF UCXAXP $ Tue 02:42 AGA E:: POFF
RAPSONG UCDAXP $ Mon 18: 50 64442:: RAPSONG
TI BBS AGAE $ Tue 20:43 UCXAXP: : Tl BBS
This example displays each user's real name and every login to cluster members by including the /
FULL qualifier.
$ FI NGER/ CLUSTER/ FULL
Usernanme Real Nane Node Pr ogr am Logi n Term
Locati on
ANND Ann Darin UCDAXP $ Mon 17: 00
UCDAXP $ Tue 11:51
BRADY Robert Brady UCDAXP $ Thu 07: 50
dialin_101. ads.com
UCDVON $ Fri 08:31
CALLING Alvin Calling UCDALP RTPAD Thu 14:50
UCDAXP $ Thu 14:57
CURREN Steve Curren UCDAXP $ Tue 13:30
84051: : CURREN
UCDVAX $ Tue 14: 20
DOBB Barry Dobb UCDWON TCPI P$FI NGER  Mon 11: 50
UCDAXP $ Wed 09: 20
G LBERT  Joanne G | bert UCDVAX MAI L Thu 14: 34
pcgil . ads. com
| MM N Arnmen | mmn UCDALP $ Wed 16: 21
Bl XBY: : | MM N
KITT Evel yn Kitt UCXAXP $ Mon 16:57 62555::KITT
UCDALP SEARCH Mon 16: 43 62555::KITT
KI TTEL Herb Kittel UCXALP $ Thu 14:12
AGAd E: : KI TTEL
LEVI NE Larry Levine UCDUNI DECWBSESSION  Thu 10: 50
UCDALP TCPI P$UCP Thu 10: 30
sl evi ne. ads. com
M LLLER  Paul Ml ler UCDALP TCPI P$FI NGER  Thu 15: 00
AGd E: : M LLER
M RTH Phi | Anson UCDVAX $ Tue 17:09
UCDVAX RTPAD Mon 17: 27
NATALIE Natalie Beardsley UCDAXP $ Tue 09: 23

64222: : NATALI E
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POFF Parmela O fred UCXAXP $ Tue 02:42 AGA E: : POFF
RAPSONG  Aaron Fel |l er UCDAXP $ Mon 18: 50

64442: . RAPSONG
TI BBS Eugene Ti bbs AGAE $ Tue 20:43

UCXAXP: : Tl BBS

7.4. Forwarding Information from Host to
Host

If your host does not have a direct connection to a remote host, you can use a forwarding host

to get the information about users on that remote host. Your local host must be able to connect
directly to the forwarding host, and the forwarding host must be able to connect directly to

the destination. Specify the destination host and the forwarding host in the following format:
username@destination_host@forwarding host. For example, system UNION.CTSTATEU.EDU is
not directly reachable, but you can get information from it indirectly through a gateway named U-
GW.PA.ABCORP.COM. To get information about user JONES on host UNION.CTSTATEU.EDU,
enter the following command:

$ FI NGER JONES@JNI ON. CTSTATEU. EDU@QJ GW PA. ABCORP. COM

By default, the FINGER server does not allow queries to be forwarded from one host to another. To
enable forwarding on the FINGER server, see your system manager.

7.5. Making Your Information Available to
Other Users

You can use the FINGER utility to display a user's project and plans. The project (a single line of text)
indicates the user's current project, work assignment, or work group. The user's plans can include
several lines of information, such as where the user will be throughout the week, what the user plans
to accomplish during the week, or even such information as the user's web site, e-mail address, and
telephone number, as in the following example:

I will be in ny office Monday through Wednesday working at the S.F. |ab.
On Thursday and Friday, | will be at UC Irvine for a conference.
Web site http://bio.ucd. edu/ peters/r_peters. htn

If you want to make such information about yourself available to other users through the FINGER
utility, create the following files in your home directory and add the appropriate information:

. PLAN A file that contains your plans, whereabouts, and
other information you want to have displayed.
The file can contain more than one line.

. PROOECT A file that specifies your project or work group.
The file can contain only one line.

7.6. Command Description

To use FINGER commands, enter them at the DCL prompt.

This section provides a complete description of the FINGER command, its parameters, and its
qualifiers.
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FINGER

FINGER — Displays the following information about users on a host: brief listings of all users on a
host, detailed listings about specific users, and listing of users on a cluster. Specifying the FINGER
command without a user or host specification displays information about users logged in on your local
system.

Syntax

FINGER [/ALL | /CLUSTER | /FULL] [ username)|@ hostname]|

Parameters

username
Optional. Required for detailed information about a user.

Specify the user login name. For information about a user on your local system, do not include the
@ hostname. For information about a user on a remote system, include the host name (username@
hostname).

@ hostname
Optional. Required for information about users on a remote system.

For information about a specific user on a remote host, include the user name with the host name
(username@ hostname). For information about all users on the remote host, specify the host name
only (@ hostname). Omit the host name to display information about users on your local host.

Qualifiers
JALL

Optional. Use when specifying a local user name. The /ALL qualifier immediately follows the
FINGER command.

Displays a brief listing of all users in addition to detailed information about any specified users.
Use this qualifier primarily for displaying information about users on the local host. The /ALL
qualifier is ignored by most remote FINGER servers when you specify a remote host name in
the command line. To display brief information about all users on a remote host in addition to
detailed information about specific users, specify the user@hostname format for each user, along
with @hostname (to list brief information about all users). Separate each user@hostname and
@hostname specification with a space.

/CLUSTER

Optional. The /CLUSTER qualifier must immediately follow the FINGER command. Do not
specify a remote host name with this qualifier.

Displays information about all users logged in to the local OpenVMS Cluster system.
/FULL

Optional. The /FULL qualifier must immediately follow the FINGER command.
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Displays detailed information, such as the user's real name and all the user's logins. (Without /
FULL, the display includes the last login only.) Use this qualifier primarily for displaying
information about users on the local host.

Examples

1. $ FI NGER FRANKEL@CRA

User nane Program Login Term Locati on
FRANKEL $ Mon 15:10 KCRA: : FRANKEL
Logi n nanme: frankel In real Life: Sam Frankel
Account: CC_Y9M Directory: WORKL1S$: [ FRANKEL]

Last login: Mn 30-MAR-1998 13:10: 22

No unread nmai l

No pl an

Displays detailed information about user FRANKEL at host KCRA.

2. $ FINGER @XYCEN

[ oxygen. gp. or g]

User nane Pr ogr am Login Term Locat i on
BARD $ Mon 17: 00

CASON LSEDI T Thu 14:57

CORR $ Tue 13:30 24151:: CORR
DUDLEY $ Mon 15: 02 24646: : DUDLEY
GRAND $ Thu 07: 50 NI TROGEN: : GRAND
KURT $ Mon 16: 57 22556: : KURT

KYLI E MAI L Thu 14: 12 ELEMENT: : KYLI E
MYRA $ Wed 16: 04 Bl GVAX: : MYRA
NASON $ Tue 09: 23 24200: : NASON
PHI LLI PS $ Tue 02:42 BI GALP: : PHI LLI PS
RAWLI NGS $ Mon 18:50 24042:: RAW.I NGS

Displays brief information about users logged in to host OXYGEN.

3. $ FI NGER/ FULL

User name Real Nane Pr ogr am Logi n Term Locat i on
BAI RD Randal | Baird $ Mon 17: 00
CARR Rich Carr LSEDI T Thu 14:57
SHWCLSTR Mon 17:01
CORTEZ Julia Cortez $ Tue 13:30 23441:: CORTEZ
DANBOY Dan Kel | er $ Thu 16: 12 ogrady. ucsh. edu
GANDHI T.J. Gandhi TPU Mon 16: 57 12556: : GANDHI
TPU Tue 15:27 12556: : GANDHI
LI MO M chael Linorley MAI L Thu 14:12 TOPDAY: : LI MO
LSEDI T Thu 19: 03 TOPDAY: : LI MO
MENNI NG Mar k Menni ng $ Wed 16: 04 TOPDAY: : MENNI NG
$ Mon 18: 58 HAPDAY: : MENNI NG
NELSON Anne Nel son $ Tue 09: 23 22200: : NELSON
ROBERTS M chael Roberts $ Mon 18: 50 22042: : ROBERTS
$ Mon 18: 34 HAPDAY: : ROBERTS

Displays the real name and all logins for each user.

4. $ FI NGER/ CLUSTER
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User name Node Pr ogr am Login Term Locat i on
SM TH MOUNTB TPU Fri 09:47 MOUNTB::SM TH
JONES MOUNTC $ Tue 18:02

BROWN MOUNTC $ Mon 17: 04

TAYLOR MOUNTB EDT Thu 15:59

CROSBY MOUNTC RTPAD Thu 14:59

CARPENTER MOUNTB $ Wed 17:23 MOUNTB: : SYSTEM
BLACK MOUNTC $ Tue 10:42 MOUNTC: : BLACK

Displays information about all users on all members of the cluster.
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